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On the eve of Elec-
tion Day in the 
United States of 
America, I can 

say that the state of Florida 
will hold the key, like in the 
past, to who will win the 
presidential race. The re-
sults from the state would 
give categorical clarity and 
determine whether the elec-
tion could end up contested 
and controversial, or have a 
clear road ahead. 

At the moment, nationally, 
Joe Biden has been ahead by 
almost double digits in most 
polls, but it is a state-by-state 
vote in the Electoral College 
that decides the winner, and 
not a national vote. While 
looking at these polls, it still 
seems as if Mr. Biden could 

get around 300 to 400 elector-
al votes, much more than the 
270 he would need to claim 
this election. 

Hence, the prospects 
for Mr. Biden are good, but 
there is still a path for a 
Donald Trump presidency 
via the swing states. If Mr. 
Biden wins Florida, then Mr. 
Trump has almost no way to 
the presidency. Now if Mr. 
Trump were to take Florida, 
the door remains slightly 
open for his return. 

EARLY VOTER TURNOUT 

Another reason the elections 
are more predictable this 
time, in comparison to 2016, 
is the large early voter turn-
out. There have been over 70 
million Americans who have 
voted, either in person or by 
mail, which is half the num-
ber of the total citizens that 
voted in 2016. 

Mr. Biden’s growth track 
has been very stable and 
different compared to the 
trends of 2016. In the last 
elections, pollsters did not 
pay attention to the opinions 
of a group of people we now 
call ‘white, non-college edu-
cated, Americans’. That had 
never been a race or demo-

‘2020 is more predictable 
than 2016 election’
Mistakes from 2016 have been factored in, making predictions more accurate. 
All eyes are on the key state Florida as the U.S. inches towards a verdict 

Meghan L. O’Sullivan 
was the Deputy National Security 
Advisor on Iraq and Afghanistan 
in the George W. Bush adminis-
tration. She is the Jeane Kirkpat-
rick Professor of the Practice of 
International Affairs at the Har-
vard Kennedy School and a board 
member of the Belfer Center for 
Science and International Affairs 
at Kennedy School. She is also a 
member of the board of directors 
of the Council on Foreign Rela-
tions, where she was previously 
an adjunct senior fellow, and the 
North American chair of the Tri-
lateral Commission. This article is 
based on her views shared at the 
90th Synergia Virtual forum.
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graphic detail indicative of 
how a person might vote. In 
2016, that group was critical 
in voting for Mr. Trump. This 
times, there has been an ef-
fort to make sure the sam-
pling is better. 

There’s also the fact that 
Mr. Trump is not a novelty 
anymore — he is someone 
the Americans now know 
well and can judge, whereas 
in 2016, Americans were dis-
satisfied and willing to take a 
risk on somebody new. 

President Trump has, how-
ever, had a consistent approv-
al rating, but that approval rat-
ing has never gone above 50 
per cent of Americans. 

CHANCE FOR 
CONTESTING

There are two potential sce-
narios in which the election 
outcome could be contested. 

The first is one in line with 
Mr. Trump’s allegations dis-
crediting the practice of mail-
in voting, even though there 
is not much data or support 
for that. There is a concern 

that on election night, the 
people won’t know the re-
sults and will only have the 
ballots that have been count-
ed up to that point — mostly 
the votes of people who vot-
ed in person, which would be 
largely Republican. 

It is conceivable that, just 
reporting those votes might 
make President Trump look 
like the winner. However, 
there will be millions of bal-
lots, sent by mail, that haven’t 
yet been counted. Media and 
opinion leaders need to rein-
force the need to count all of 
the ballots. 

Second, there is also the 
issue of invalid votes. New 
mail-in voters may not follow 
the instructions to the letter, 
which under many state laws 
will mean their ballots are in-
validated. Even something as 
simple as not putting the bal-
lot in the yellow envelope be-
fore they put it in the white 
envelope is unacceptable. 

This could lead to people 
taking the vote tallies of dif-
ferent states to court, and 
we could see the tallies of 

important states tied up 
in courts for maybe days, 
weeks, potentially months, 
and then go all the way up to 
the Supreme Court.

If that’s the case, we could 
have a contested election, 
and that could take some 
time to resolve. This would 
be unfortunate and chaotic. 

However, all of this de-
pends on Florida. If Mr. 
Biden wins Florida, none of 
these scenarios matter and 
the verdict would be clear. 

CONGRESSIONAL 
ELECTIONS 

While the presidential elec-
tion is in full swing, there is 
also the Congressional elec-
tion that raises the question 
of whether or not the Demo-
crats are able to take the ma-
jority back in the Senate. 

Earlier in the race, people 
thought it unlikely that Dem-
ocrats would control the Sen-
ate, but now there’s more of 
a view that it is likely. This will 
matter a great deal because 
if the Democrats have the 
Senate and the House, it is 
going to be a much smooth-
er path for their legislative 
agenda. We could then see 
movement on aspects like 
climate action much more 
quickly and easily. If the 
Democrats have control of 
both branches of govern-
ment, they could push for-
ward structural changes, like 
passing a Voters’ Rights Act 
or introducing Washington 
D.C. or Puerto Rico as a new 
state. There could also bring 
structural changes that will 

November 3
Election Day
Voters choose the 
presidential candidate
for whom they want 
state electors to vote.
States use these 
general election results
(also known as the
popular vote) to 
appoint electors.

Mid-November
through
December 14
Governors certify
election results.

December 8
States makes final 
decisions in any
controversies over
the appointment of
their electors at least
six days before the 
electors meet.

December 23
Electrol votes
must be received
by the president of
the Senate and
the archivist no later
than nine days after
electors meet.

December 14
Electors meet in their
respective states and
vote for president and
vice president on 
separate ballots.

January 20
At noon, the 
president-elect takes 
the oath of office and 
becomes the president 
of the United States.

January 6
The vice president, as
president of the Senate,
presides as Congress
counts the votes. If no 
presidential candidate wins
270 votes (a majority of the 
538 available), the House
decides a winner. If no vice
presidential candidate wins
270, the Senate decides.

The District of Columbia is allocated three electors and treated like a state for 
purposes of the Electoral College. For this reason, the word “state” here also 
refers to the District of Columbia and the word “governor” the District’s mayor. Source: National Archives

(State Dept.)

There’s also the fact 
that Mr. Trump is 
not a novelty any-
more — he is some-
one the Americans 
now know well  
and can judge, 
whereas in 2016, 
Americans were dis-
satisfied and  
willing to take a risk 
on somebody new
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shift the balance of power 
in institutions more in their 
favour than they have been 
traditionally. 

BRIDGING THE DIVIDE

On the question of the grow-
ing cultural divide in the 
United States over the years, 
and whether Mr. Biden can 
bridge that, I feel that most 
Americans are looking for 
a way to heal. Mr. Biden is 
generally regarded sympa-
thetically by many people, 
even if they don’t support his 
policies. Therefore, person-
ality-wise, he might be suited 
to do this, but that is not to 
diminish the fact that he is 
coming into office under a 
situation where there are an-
gry, hurt Americans, with mil-
lions unemployed and more 
than a quarter of a million 

people who have died under 
the coronavirus pandemic. 

All of this is on top of a po-
litical reality that President 
Trump was able to capital-
ise on, which pre-existed his 
presidency. The coronavirus 
only accentuated the feeling 
that globalisation and tech-
nological advance had left 
big parts of this country be-
hind. There is, therefore, a 
large sense of dissatisfaction 
in the U.S. that has not been 
adequately addressed since 
2016, or even earlier. 

Any administration, either 
Mr. Biden or Mr. Trump’s, will 
need to address the roots of 
populism and political polari-
sation. While a Biden presi-
dency would have a different 
tone and tenor, there is still 
hard work to be done to ad-
dress some of the roots of the 
polarisation in the country. 

DEMOCRACY’S MOMENT

To the question on whether 
this election would be a wa-
tershed moment for restor-
ing faith in democracy and in 
the eroding democratic pro-
cess (vis-à-vis allegations of 
Russian interference in elec-
tions), I acknowledge that 
there is a new level of distrust 
among Americans about po-
litical institutions, but the fo-
cus is on the electoral system. 
If the elections go smoothly, it 
would be helpful in restoring 
confidence in American de-
mocracy. However, if it were 
to be contested, it could push 
people in a direction where 
they would lose confidence 
in the institutions in the U.S. 
Smooth transition of power 
and a clear electoral verdict 
would help negate domestic 
and global insecurities. 

Source: usa.gov

Another reason  
the elections are 
more predictable 
this time, in  
comparison to 2016, 
is the large early 
voter turnout. There 
have been over 70 
million Americans 
who have voted,  
either in person or 
by mail, which is half 
the number of the 
total citizens that 
voted in 2016
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(Meghan L. O’Sullivan also 
spoke on the implications 
on U.S. foreign policy  
post-elections, at the 90th 
Synergia Virtual forum)

Presidential candi-
date Joe Biden is 
known to be an in-
ternationalist — he 

has shown throughout his 
political career to be some-
body who believes in the 
liberal international order. 
Having been around for in 

the U.S. political scene more 
than 40 years, people have 
seen his commitment to 
multilateralism. This could 
be the tone and tenor of the 
U.S. outreach and foreign 
policy under a Biden admin-
istration.

ASIA AND RUSSIA

U.S.-India ties are going 
to remain important un-
der either a Biden or a sec-
ond Trump administration. 

While it hasn’t been largely 
discussed in the elections in 
the last few days, two Secre-
taries — Mike Pompeo and 
Mark T. Esper (Secretary 
of defense expert) — have 
been in South Asia, which is 
testimony to the importance 
of the ties. A Trump term 
would see the partnership 
become more transactional 
and economics-based, but 
a Biden term would turn 
the relationship into a more 
strategic partnership. 

U.S.’s issues with China 
have shifted ground dra-
matically in the last several 
years. There is a strong feel-
ing that China needs to be 
confronted more than it has 
been in the past by the U.S. 
and its allies. An overwhelm-
ing majority of Americans, 
up to 70 per cent, feel nega-
tively about China. 

Hence, there could be 
similarities in the foreign 
policy concerning China, re-
gardless of who is President. 
A decoupling of economies, 
especially in the technology 
sectors: supply chains mov-
ing back to the U.S.; restric-
tions on American invest-
ment in China; and Chinese 
investment in the U.S., may 
be expected. 

However, Mr. Biden would 
probably look at working 
with allies to get a common 
approach towards China 
rather than taking a unilat-
eral approach. 

Mr. Biden’s past record 
shows that he has been soft 
on China, but China’s role in 
the world under Xi Jinping 
has changed so dramatically 
and if Mr. Biden becomes 
the President, he would 
have to take a much harder 
stand. His approach could 
be different to that of Mr. 
Trump, given his tendency 
towards multilateralism. 

There is a possibility of 
more talks between coun-
tries that are close to the 
potential Biden presidency 
and a working together rela-
tionship.

‘Biden will aim for 
strategic ties’
‘A Democrat administration is likely to work with allies, and not 
unilaterally, for a common approach in dealing with China’  

A similar split 
to the national 
polling aver-
ages. Nearly 
70% of people 
said the debate 
made them feel 
“annoyed”. 

[CBS News/YouGov] 

said Mr 
Biden was 
the winner 

went for 
Mr Trump48% 41%



Even with following a strict 
policy with China, there can 
be modes of cooperation, 
and climate is going to be 
on top of that agenda. This 
could lead to Beijing being 
interested in having a warm-
er relationship on the issue. 
There is an active effort by 
the Democrats to not paint 
China as a complete adver-
sary, but more of a strategic 
competitor.

With Russia, on the other 
hand, Mr. Biden is known to 
be very tough and unsympa-
thetic towards President Pu-
tin. This would also explain 
why Mr. Biden said he saw 
Russia as the pre-eminent 
threat, and not China. 

EUROPE AND BIDEN

Coming to Europe, most 
are hoping and expecting, if 
there is a Biden presidency, 
that there could be a larger 
emphasis on the alliance 
that reaffirms NATO. This 
also extends to working to-
gether with the Europeans, 
particularly vis-a-vis China. 
The focus in the partnership 

would be issues that are of a 
geo-economic nature, along 
with climate, being on top of 
the list. There would also be 
a lower resort to tariffs as a 
foreign policy measure un-
der a Biden presidency. 

MIDDLE EAST AND KABUL

Mr. Biden has a very clear 
relationship with the Middle 
East — as vice-president 
under the Obama adminis-
tration, he was one of the 
naysayers on U.S. involve-
ment or further involvement 
in the Middle East. He was 
against involvement in Syria; 
against the surge in Afghani-
stan; and was an architect 
of the withdrawal of the U.S. 
from Iraq in 2011. 

Therefore, it is likely that 
Mr. Biden would be advocat-
ing for more of a distance 
from the Middle East, at 
least on the military front. 
There could be more activ-
ity diplomatically. Regard-
ing Saudi Arabia, a Biden 
administration would take 
a much tougher stand. Mr. 
Biden has also stated that 

if elected, he would rejoin 
JCPOA with Iran, but it could 
be harder than it seems, giv-
en that there is a lot of recal-
citrance in Tehran. 

Additionally, while Presi-
dent Trump has been clear 
on his interest to bring all 
American troops home from 
Afghanistan, there is a con-
trast with the Democrat 
party, where Mr. Biden had 
earlier expressed interest in 
maintaining a counter-ter-
rorism fighting force in the 
region. It also depends on 
how the procedure would 
be executed, and if the talks 
go on after the Trump ad-
ministration. 

BIDEN AND ENERGY 

The U.S., under both Presi-
dents Obama and Trump, 
has played a rising role in 
global energy security. This 
top-dog approach has been a 
priority of the Trump admin-
istration and would continue 
to be a priority of a second 
Trump administration. 

Under a Biden term, the 
energy security issue might 

not get the same attention. 
There is a strong chance 
that the focus will shift away 
from oil, gas, and coal to 
renewable energy and de-
carbonising the economy. 
Mr. Biden has a $2 trillion 
plan that discusses and ad-
dresses climate and decar-
bonisation, which would put 
the U.S. alongside Japan and 
South Korea, who have re-
cently come out with plans 
of being net carbon-neu-
tral by 2050. It would also 
lead the U.S. having a zero-
emission power sector. The 
Democrat administration 
could lead to more laws and 
regulations on oil and gas, 
and would change our con-
sumption patterns, yet not 
to a large extent. 

Mr. Trump has also con-
tinuously tried to convince 
people that a Biden admin-
istration would ban fracking, 
whereas Mr. Biden has re-
peatedly stated that it is not 
his intention to do so.  It’s 
one of the significant stands 
Mr. Biden has taken against 
progressive pressures with-
in the Democratic Party.

Q Tobby Simon: There 
will be a certain 

amount of residual polari-
sation in the society even 
assuming that there is a 
regime change in the US . 
How long would it take to 
mend these fissures. There 
will continue to exist  unem-
ployment, lack of social in-
clusion that can get people 
back on the street. Trump 
could still exploit this and 
create unrest.

 A Meghan O’ Sulli-
van: This polarisa-

tion is going to be quick-
ly addressed because it 
needs changes in an ac-
tual outcome. The people 
who are supporting Mr. 
Trump, have legitimate 
concerns and grievances, 
and I’m not talking about 
the things that get the 
most attention. I’m talk-
ing about economic situ-
ations, livelihoods, and 
access to public goods. 
Those things are hard to 
address and will need to 
be addressed in order for 
all Americans to feel like 

they are part of the sys-
tem and that they have 
voices in Washington and 
elsewhere advocating for 
them. Mr. Trump’s abil-
ity to articulate the griev-
ances of those people has 
been one of the reasons 
that he has been so popu-
lar among a certain seg-
ment of Americans. That 
won’t change with an elec-
tion. It will only change 
with policy measures, 
with hard work, and that 
will begin by addressing 
the coronavirus and the 

economy. That is going to 
be the first job of any ad-
ministration coming in in 
January, to get a handle 
on the virus. I know that 
India has been suffering 
in a very real way as well, 
so these comments are 
not exclusive to the Unit-
ed States. But the need to 
address the virus so that 
the economy can then be 
addressed, is going to be 
front and foremost, but 
obviously not something 
that’s going to be easily or 
quickly done.

E X P E R T  Q U E S T I O N

Tobby Simon, Founder and President of Synergia Foundation, raised the following question at the panel
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As America heads 
into the Presiden-
tial elections, there 
appears to be a rea-

sonable degree of biparti-
san consensus on the value 
of India as a reliable global 
partner, said Ranjan Mathai. 
There are, however, certain 
foreign policy issues where 
the Biden and Trump camps 
seem to differ. This could 
have potential strategic im-
plications for India.

TRIANGULAR TIES

Mr. Mathai recalled a recent 
statement by Mr. Biden, 
where he dubbed Russia as 
the ‘biggest security threat’ 
to the U.S., even while China 
was characterised as the ‘big-
gest competitor’. This is in 
contrast to President Trump, 
whose policies have evolved, 
but now veer around to the 

view that China is a clear and 
present danger- both exter-
nally and perhaps internally. 
This could reflect in their re-
spective articulations on for-
eign policy as well.

If the incumbent President 
were to have his way, he 
might try to get the Russians 
on side to work with the US 
to China’s disadvantage. In 
a certain sense, this would 
be like playing a ‘Nixon in re-
verse’ in strategy. As can be 
remembered, former U.S. 
President Richard Nixon and 
his Secretary of State Henry 
Kissinger had pursued a pol-
icy of ‘triangular relations’ 

during the Cold War, after 
the Sino-Soviet split. They 
had opened up America’s 
ties with China, in order to 
pressurise the Soviet Union 
into conceding on crucial 
areas of foreign policy. The 
Trump administration might 
be looking to copy this play-
book, with China and Russia 
reversing their roles. 

Biden on the other hand, 
seems to want to deal with 
Russia as its principal antag-
onist. This would give China 
greater latitude to pursue 
its policies in Asia. Any po-
tential decline in the already 
tense U.S.-Russia relation-

ship is likely to be a problem 
for India, which has consis-
tently sought to balance its 
interests with these states. 
If a Biden government were 
to act tough on Russia, New 
Delhi would not want its own 
bilateral ties with Moscow, 
which are vital, to upset its 
relations with the U.S.

Meghan O’Sullivan agreed 
that a Biden administration 
may indeed harden its stand 
on Russia. However, it would 
be unlikely to affect Wash-
ington’s relationship with In-
dia in a significant way.

ENERGY SECURITY /
FUTURISTIC POLICIES

The outcome of the U.S. elec-
tions is being watched keen-
ly in India, for its potential 
impact on climate and en-
ergy policies. Mr. Mathai said 
the Trump administration 
had increased oil and gas 
production in the US, mak-
ing it self-sufficient, and this 
has enhanced India’s energy 
security by increasing our 
sources of supply for oil and 
gas and keeping prices mod-
erate. Biden has said that 
US will transition away from 
oil. Many would say this fits 
well with a strategy to tack-
le climate change by giving 
a thrust to renewable en-
ergy. India has also aggres-
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72%
of Indian-American 
voters who were 
polled are looking to 
vote for Biden

will favour the  
incumbent  
President Donald 
Trump (YouGov).

22%

India’s interests at stake
From multilateral partnerships to energy security, India has a significant 
stake in the outcome of the 2020 U.S. elections

Ranjan Mathai 
is a former Indian Foreign 
Secretary and High Commis-
sioner to the United Kingdom. 
He shared his views on the U.S. 
presidential elections at the 90th 
Synergia Virtual forum. This  
article is based on his views.
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sively sought to establish its 
footprint in the area of re-
newable energy. Along with 
France, New Delhi has taken 
the lead in setting up the 
International Solar Alliance 
of 121 countries. Together, 
they have sought to step up 
the growth of solar energy 
worldwide and enhance its 
efficiency. 

It is increasingly becoming 
clear, however, that the push 
for renewable energies will 
create dependencies on criti-
cal minerals including rare 
earths. Today that means 
dependence on China which 
has a dominant position in 
the mining and processing 
of these minerals. Trump 
has demonstrated deter-
mination to ensure that US 
has domestic capabilities 
to mine, process and refine 
the minerals for futuristic 
energy- which could be ben-
eficial for global availability 
of these elements for the fu-
ture. Biden has been muted 
on this issue and his support 
for the mining industry is un-
certain.  

 Ms. O’Sullivan noted that 
the Biden campaign has fo-
cused more on reducing car-
bon footprints and ensuring 
net-zero emissions under 
the framework of the Green 
New Deal. He has also clari-
fied his stand on fracking, an 
issue which has caused a split 
between the Democrats. She 
also recalled that Trump had 
worked with Russia and Saudi 
Arabia to shore up oil prices 
when market forces were in 
fact driving them down. 

LEVERAGING 
U.S. PARTNERSHIP

There are several critical ar-
eas where India hopes to le-
verage its partnership with 
the U.S., said Mr. Mathai. 
For one, it is likely to con-
tinue pushing for a perma-
nent seat in the UN Security 
Council. American support 
will be indispensable to this 
process.

As the recent LAC stand-
off with China continues, In-
dia will weigh Washington’s 
role as a security partner. 
To this, Ms. O’Sullivan has-
tened to point out that there 
is a groundswell of Ameri-
can support for India on this 
issue. Irrespective of who 
comes to power, the U.S. ad-
ministration is likely to char-
acterise China’s hostilities 
with its neighbours as unac-
ceptable.

Mr. Mathai observed that 
New Delhi will also have a 
stake in the views of the next 
US administration on the 

future of the G-7, as well as 
the international financial 
institutions. While Biden has 
spoken of strengthening US 
alliances, there are specula-
tions that the U.S., under Mr. 
Trump, will expand the G-7, 
with India being included as 
a key member. He has al-
ready announced a decision 
to invite India, Russia, Aus-
tralia, and South Korea to the 
G-7 summit, which has been 
postponed due to the COV-
ID-19 pandemic. Against this 
backdrop, the U.S. elections 
can have a significant bear-
ing on how the G-7 evolves 
and whether it would  coun-
ter China.  

On the counter-terror-
ism front, India continues 
to value the U.S. as an im-
portant ally. Will a possible 
Biden administration be firm 
on countering terrorism, of 
which Pakistan is the main 
breeding ground? Whether 
US will be tough on Pakistan, 
and the relationships the 
Pentagon and the National 

Security Council build with 
Pakistan, after the impend-
ing withdrawal from Afghani-
stan, will be watched closely 
in New Delhi. India also rec-
ognises that the outcome of 
the elections will be instru-
mental in shaping the future 
of the Afghanistan Peace 
Deal which could have ma-
jor security implications for 
India.

SIMMERING CONCERNS

India is well aware that Tai-
wan has emerged as a po-
tential flashpoint. The issue 
is- how would Biden deal 
with a possible crisis in the 
Taiwan Straits?  

Mr Mathai noted the as-
sessment on the Middle East 
and Biden’s positions on Sau-
di Arabia; he wondered how 
Biden would deal with Israeli 
opposition to the JCPOA. Dr 
O Sullivan recalled the dif-
ficulties in rejoining JCPOA, 
in view of the many sunset 
clauses requiring renewal, 
and Tehran’s forthcoming 
elections, which would slow 
the path to any negotiations.

Finally, at a time when 
public trust in democratic in-
stitutions has been eroded, 
this election is exceedingly 
crucial. Restoring faith in 
democracy is important for 
countries all over the world, 
including India. Mr. Mathai 
concluded by expressing his 
hope that the outcome of 
the 2020 elections will serve 
the best interests of not just 
Americans, but democracies 
across the world.
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Melissa Hatha-
way’s presen-
tation at the 
Synergia Vir-

tual Forum titled Reimaging 
and Understanding Digital 

Threats to Critical Infrastruc-
ture centered on the need for 
cyber resilience. She spoke 
of the momentous occasion 
of October 29, 1969, when 
the very first transmission of 
the Internet took place be-
tween two universities. Back 
then, no one imagined it 
would become the backbone 
of the global economy. On 
March 11 this year, when the 
World Health Organisation 
declared COVID-19 a pan-
demic, and work from home 
was enforced, there was a 
1,200 per cent increase in the 
use of collaborative tools like 
Zoom, which allowed us to 
remain connected, enabled 
the exchange of ideas, and 
kept commerce going. 

The pandemic has showed 
us that the digital transfor-
mation of businesses is not 

a choice anymore; it 

is an imperative, because of 
which there are new busi-
ness models emerging and 
changes in consumer behav-
iour. Countries and compa-
nies are racing towards this 
digital opportunity. South 
Korea embraced this and en-
abled contactless industries.  
Other countries are using 
the digital space to overhaul 
their industries to come out 
of the pandemic better posi-
tioned. 

But when one takes a clos-
er look, not all is well with 
the digital revolution. There 
has been significant destruc-
tion in 2020 with a 715 per 
cent increase in ransomware 
attacks against corporations 
and hospitals. There has also 
been a significant uptake in 
a distributed denial of ser-
vice attacks offline when one 
needs to be online. The dis-
ruptive and destructive ac-
tivities are increasing at an 
exponential pace and there 
has been an increased steal-

ing of sensitive data and 
intellectual property 

in the United States. 
In Germany, there 

has been a com-
promise of med-
ical research 
for vaccines. 
Influence cam-
paigns are 
leading to the 
erosion of 
confidence in 
the democrat-

ic processes through social 
media platforms. 

There is an overall volume 
and velocity of things that 
are happening against infra-
structure. It’s only 30 years 
ago that people became crit-
ically dependent upon the 
Internet and the ICT (Infor-
mation and Communication 
Technologies), but unfortu-
nately, they’ve been deliv-
ered with the principle of 
being delivered fast and fix-
ing problems later. With our 
critical infrastructures and 
services, one can no longer 
allow for the fast-and-fix-it-
later norm as people con-
nect 127 devices to the Inter-
net every second. 

Looking at two different 
companies – Microsoft and 
Oracle - and their patch ca-
dence for 2020 highlights 
an important phenomenon.  
Patch Tuesday is an unof-
ficial term used to refer to 
when Microsoft, Adobe, 
Oracle and others regularly 
release software patches 
for their software products. 
After this, its Vulnerable 
Wednesday, as most attacks 
on new software happen the 
very next day after the analy-
sis of the patch, which helps 
hackers to take advantage of 
the previously undisclosed 
vulnerability. 

There have been over 
1,000 patches provided by 
Microsoft, and they’re av-
eraging 125 per month, of 

All is not well in  
the digital space
‘There’s been a 715 per cent increase in ransomware attacks in 2020. 
Conversation  and action on cyber resilience is crucial’

Melissa Hathaway 
is a leading expert in cyberspace 
policy and cybersecurity.  She 
served under two U.S. presiden-
tial administrations from 2007 
to 2009, which included working 
at the White House, spearhead-
ing the Cyberspace Policy Review 
for President Barack Obama 
after leading the Comprehensive 
National Cybersecurity Initiative 
(CNCI) for President George W. 
Bush. She is President of Hatha-
way Global Strategies LLC. 
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which a significant propor-
tion are critical, where one 
is likely to lose intellectual 
property or sensitive data. 
At Oracle, after their Patch 
Tuesday, had over 400 patch-
es, of which 270 were critical. 
This becomes even more of a 
problem as these are the two 
main software packages that 
a lot of the industry around 
the world uses. 

It is most likely that an at-
tacker gains access through 
a non-authenticated trans-
action and gets into the en-
terprise. It only takes sec-
onds to gain access, which is 
what one should be worried 
about. After that, it would 
take the company 30 to 90 
days to patch the system, 
and it could take as long as 
seven months to find out 
that someone gained access 
into the enterprise. When 
one gains access and actu-
ally steels information or in-
tellectual property, it could 
take the company almost a 
full year to remove the hack-

er from the overall network 
and architecture. 

WORLDWIDE RISK

The conversation then has 
to be around what is at risk 
in our countries and our 
companies and the need for 
richer conversation. Finan-
cial institutions are losing 
money and they are experi-
encing malicious campaigns 
from North Korea, the Rus-
sian mafia, and others. 
There is the loss of sensi-
tive information, intellectual 
property, personal health, 
and personal identifiable 
information being illegally 
copied and then sold in the 
underground economy on 
the dark web. There are also 
real assets being destroyed 
through malicious softwares 
that are erasing the operat-
ing systems and rendering 
the overall capital equipment 
useless. This is what’s at risk 
and these are the things that 
we are currently losing. The 

attacks have gone up in the 
last seven months by nearly 
700 per cent. 

Ransomware comes in 
through an unpatched sys-
tem, and maps the entire 
enterprise and makes an il-
legally copy of the informa-
tion. In the second phase, 
it goes in and starts to ran-
som or encrypt the different 
systems and data sets. In 
the third phase, it demands 
a ransom. Many times, the 
hackers actually expose the 
data. We are also seeing ran-
somware affect real life. A 
critical vulnerability was ex-
ploited just a few weeks ago 
in Germany, which brought 
30 internal servers offline for 
an hour for a major hospital, 
and a critical patient had to 
be diverted to another hos-
pital about 30 miles away, 
who ended up dying. Now 
the ransomware is not just a 
significant business disrup-
tion, it’s now causing loss of 
life. There is an urgent need 
to address it responsibly at a 

national level. 
There have also been tele-

com, cloud, and infrastruc-
ture outages at scale. IBM’s 
cloud had a global outage. 
T-Mobile was down for sev-
en hours in the U.S.. Akamai 
could not service its infra-
structure for seven hours. 
Virgin Media was down in 
London for half a day. As 
we are more and more de-
pendent upon the Internet, 
as we work and learn from 
home, there is the need to 
think about how to build re-
silience into these critical in-
frastructures. Enterprise risk 
management at the corpo-
rate level needs to be think-
ing digital and how to move 
forward with it. There is the 
need to think more deeply 
about what’s at risk at the 
national level and at the cor-
porate level. 

MANAGING CYBER RISK 

There are a number of 
frameworks that I have built 

The attacks have gone 
up in the last seven 
months by nearly 

700%
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which are publicly available 
for thinking about digital re-
silience and managing cy-
ber risk, ranging from the 
Cyber Readiness Index to 
Managing National Cyber 
Risks that was recently pub-
lished.  But there is also the 
need to strategically assess 
what are at risk —what are 
the digital dependencies of a 
nation? The key companies, 
the infrastructures, the as-
sets, and services if harmed 
would cause grave national 
consequences. One can look 
at it the same way for key 
services, networks and infra-
structures of a corporation. 
Moving forward, we need to 
engage in a consultation pro-
cess. The government needs 
to listen to industry, while 
the industry needs to work 
with the government. 

A stop-light protocol for 
speed of response and infor-
mation regime needs to be 
implemented, which is in use 
in the financial services sec-
tor. Red means that there’s 
an imminent harm to the 
enterprise, because particu-
lar malicious software was 
spotted, or a particular vul-
nerability is being exploited. 
Amber means something 
needs attention, while green 
is just an alert. The financial 
services sector has perfected 
this around the world and 
managed to help prepare 
their overall digital resilience 
and shore up their defen-

sive posture in order to en-
able the free flow of capital 
across borders and limit the 
amount of damage to banks 
and financial systems. 

Creativity in alternatives to 
protect from broadband is 
needed. Such as from space, 
where there are low satellites 
in orbit, through which there 
is a decent bandwidth avail-
able from maybe SpaceX’s 
Starlink or Amazon’s Kuiper. 
Once the web gets more ro-
bust through the Telesat, 
one can look at how one gets 
Internet that is reliable.  

There is also the need to 
be transparent in the deci-
sion making of how one is 
promoting different tech-
nologies and what technolo-
gies are being blocked. This 
transparency needs to also 
be about how social media 
platforms are using citizen’s 
data and selling the data, etc. 

The governments need to 
be held responsible for how 
they are using data, along 
with holding companies re-
sponsible for how they are 
using data.

Raising awareness and 
developing skills among the 
youth and the elderly is of 
import as well, as the world 
is starting to embrace digital 
transformation. There needs 
to be a broad-based aware-
ness campaign for what one 
needs to do in order to drive 
resilience and reduce the 
risk in core critical infrastruc-
tures. After having acceler-
ated at an exponential pace 
over the last 7 to 8 months, 
we do have infrastructures 
at risk, and there is the need 
to start questioning whether  
things are resilient enough 
and how to work together to 
advance the ecosystem to-
gether.

RESPONSIBLE STATE 
BEHAVIOUR 

On whether the bigger hur-
dle is government-to-gov-
ernment communication 
when it comes to cyber secu-
rity issues and transparency 
between nations, I would 
say that each country has 
not yet defined or embraced 
where they want to be in 5 
to 10 years in terms of digi-
tal dependencies. Everyone 
is taking different paths. In 
the U.S., security and resil-

ience in the technology sup-
ply chain is a concern, along 
with intellectual property 
theft, whereas in Europe, 
they are more worried about 
the crime that’s happening 
against the infrastructures 
and the proliferation of the 
ransomware at the national 
and international level. 

There is still no broad-
based agreement on what is 
responsible state behaviour 
in cyberspace. The United 
States and the Western de-
mocracies, along with India 
and others, are working to-
gether on a number of initia-
tives, but the decisions still 
haven’t got to an internation-
al level at the United Nations 
to get a broad agreement 
on what one should and 
shouldn’t do in cyberspace. 

This leads to some coun-
tries working with their intel-
ligence services to advance 
their own country’s interests 
through cyberattacks, while 
others are using their intel-
ligence or military to break 
into the banks to steal money 
in order to get around sanc-
tions. Then there are other 
activities that are using the 
Internet to hunt down dissi-
dents for political stability. 

Until we can get to a 
broader understanding of 
what is necessary to keep 
the economy stable, there 
would not be a consensus on 
responsible state behaviour 
on other means.

There have been  
over 1,000 patches 
provided by  
Microsoft, and 
they’re averaging 
125 per month, of 
which a significant 
proportion are criti-
cal, where one is 
likely to lose intel-
lectual property or 
sensitive data

L Krishnan 
Managing Director, TaeguTec 
Ms Hathaway’s presenta-
tion was excellent, giving an 
overview of cybersecurity 
challenges. Although we are 
in the manufacturing indus-
try, all of it applies to us too! 
Thanks for organising. 

Dr Prahlada Ramarao 
Padma Shri-2015
Pro-Chancellor S-VYASA, Direc-
tor, Centre for Energy Research
Former Distinguished Scientist 
& CC R&D DRDO 

Former Vice-Chancellor, 
DIAT(DU), Pune. DRDO, Min of 
Defence, Adjunct Faculty,
Dept of Management IISc and 
NIAS, Bengaluru. 
Member, IISc Court, and Board 
of Governors IITG
It is a very important and 
future-oriented topic and the 
speaker gave a well-studied 
and consolidated presenta-
tion. 

She also covered the 
upcoming satellite-based 
broadband internet system 
which will change the way we 

need to protect digital infra-
structure. There were also 
discussions on identifying the 
country-specific critical infra-
structure, assess them, and 
rate them priority-wise. 

Next action would be to 
evolve the strategies and ac-
tions. Dedicated and trained 
human resource will need 
to be deployed to safeguard 
the critical infrastructure and 
manage preventive action 
plans to be implemented. 

The risk is too high and seri-
ous to let it happen even by 

oversight. 
I hope that someone will 

note the action points that 
emerged based on the pre-
sentation, discussions, and 
post-presentation analysis, 
and move them forward. 
Kudos to Synergia. 

C S Rao 
Chairman and Co-Founder, 
QuadGen Wireless Solutions 
Pvt Ltd 
As always, there were quality 
speakers and the subjects 
chosen were apt and have 

significant relevance. It made 
a good impact on audiences 
like me. Keep it up. Veer-
araghavan’s questions are 
extremely good.

Hats off to Tobby and  
the team for the energy and 
efforts. 

S Selvakumar
IAS, Secretary to the Chief  
Minister, GoK
I enjoyed the Synergia Forum 
talk. Speakers were brief and 
to the point. It was informa-
tive and analytical. Keep it up.

A C K N O W L E D G E M E N T RESPONSE  FROM PARTICIPANTS
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From a physically in-
terconnected world, 
we are now mov-
ing towards a very 

strongly internet-connected 
word, which has been accel-
erated by the pandemic, said 
Ajay Seth, Managing Director 
of Bengaluru Metro Rail Cor-
poration Limited, during the 
webinar Reimaging and Un-
derstanding Digital Threats 
to Critical Infrastructure or-
ganised by Synergia Founda-
tion. One of the challenges 
in a country like India is that 
there is limited awareness 
and we have to design a pub-
lic policy to safeguard against 
cyber attacks for people who 
are not even aware of the 
threat. 

Second, regarding balanc-
ing attempts by the govern-
ment to control the digital 
world through privacy laws 
and the role of social media 
companies, the latter are ex-
panding and becoming big-
ger, which naturally drives 
their revenue. However, 
since their policies are com-
plicated and lengthy, such as 
the Terms and Conditions, 
people end up accepting it 
based on trust. Could it be 
possible to draw a balance in 
terms of privacy policies? 

Third, hitherto the threat 
was more physical. Now, if 
one person wants to attack 
another, it can be done digi-

tally. This could also happen 
at the nation level, where 
there may be a wish to wreck 
the country which does not 
share the same ideology. 
They could start by disrupt-
ing its financial system and 
that could be catastrophic. 
What are the safeguards that 
can be put in place against 
this? 

Considering Meslissa Ha-
thaway’s concerns over more 
and more cyber attacks on 
hospitals infrastructures, 
where she suggested hospi-
tals could be helped to patch 
their systems, there needs 
to be some type of an emer-
gency task force to help with 
restoring critical industries, 
beyond a computer emer-

gency response team. 
The privacy laws around 

the world are being used to 
control, and control what’s 
out of control, which is the 
use of the data, the collection 
of the data, and the storing 
of the data. There are many 
questions to be asked: how 
long do you keep the data; 
how do you retire the data; 
and who owns the data. 
Does the government own 
the data because it is some-
thing like tax records, or 
does Facebook own the data 
because one is using its plat-
form for free? There needs 
to be a better conversation 
within our society about data 
and the controls around the 
data, and the ownership, col-

lection, and use of the data. 
There then needs to be a 

harmonisation of those pri-
vacy laws across borders, 
because different countries 
have different ways of deal-
ing with things. This could 
reduce the interoperability 
of countries and companies, 
which could reduce the data 
flows across borders. 

There is also the need to 
hold social media platforms 
accountable, and they need 
to be transparent about how 
they are using data. It needs 
to be approached holistically  
by working together across 
government borders on how 
to address this. They can-
not be renegade players in 
the market who wield a fair 
amount of power. 

RAISING SKILL SET

The final area of the challeng-
es is the literacy or awareness 
of the threat. Like the Cyber-
security Awareness Month 
(October), there should be 
larger conversations of how 
to mainstream the aspects 
of one’s responsibility as a 
digital citizen. Irresponsibil-
ity with these technologies 
and the responsibility of how 
one share’s data or what one 
should share, needs to be 
made into a cultural norm. 
This can be done through 
many different ways, like sto-
rybooks, comics, and such, 
that can get mainstreamed 
through education. There 
are a number of techniques 
and special academies to 
teach the skill set that we 
need that is emerging in dif-
ferent countries. There are 
different consumption mod-
els, and there is the need 
to actually start to take the 
different directions of how 
everybody learns and con-
sumes information, and to 
bring about information. 

Digital 
consciousness 
should be in 
our DNA 
Awareness and the responsibility of how 
or what data each citizen shares needs to 
grow into a national cultural norm

Ajay Seth 
is a senior IAS officer and Man-
aging Director of The Bangalore 
Metro Rail Corporation. He shared 
his views and posed questions at 
The 89th Synergia Virtual forum. 
This article is based on his views 
shared at the forum
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THE DATA GENIE

T.M. Veeraraghav, Consult-
ing Editor, Synergia Founda-
tion, wondered whether the 
genie is already out of the 
bottle, given the fact that 
countries have already col-
lected a massive amount of 
biometric data. I can say the 
question going forward is 
whether we wish to shape 
our society and continue to 
allow social media platforms 
to influence and shape how 
we think, said Ms. Melissa 
Hathaway. One needs to 
question where we are head-
ed and what we want, and it 
comes down to the choice of 
how we use these platforms. 
If people were made aware 
that they were being manip-
ulated through different plat-
forms, or their information 
was being misused, the state 
then begins to get involved. 
However, awareness needs 
to be raised and one also 
has to think about what hap-
pens when an authoritarian 
government is using data to 

profile citizens, to keep them 
from participating in society 
or to quell their voice. That 
is alarming, and there are 
a number of authoritarian 
governments who are also 
using this data to hunt, track, 
and silence citizens.

Towards the end of the dis-
cussion, Mr. Ajay Seth point-
ed out that the basic role of a 
state is to protect its citizens’ 
life and property against any 
aggression. However, now 
the case is such that there is 
aggression even through the 
cyber world, with the state 
taking a more proactive role 
now, where success depends 
as much on the state as the 
action of the individuals. The 
issue is about the lack of the 
broader awareness of what’s 
going on, said Ms. Melissa, 
with people still trying to dis-
miss the action as a technol-
ogy issue versus something 
that affects all of us every 
day. It then needs to be part 
of the culture and society 
versus just being a technol-
ogy issue. 

Q S. Raghotham: We 
have grown up with 

the Internet thinking that 
it can be only useful as a 
global system. Is it time 
to consider the possibility 
that a splintered Internet, 
where China can have its 
own and Russia its own, is 
a better and more secure 
way to go. Is there think-
ing on this in the U.S. and 
other democracies? 

A Melissa Hatha-
way: A number of 

papers have been writ-
ten about the fracturing 
of the Internet. We are 
already starting to see 
different regional models 
emerge. China has really 
limited western technolo-
gies and has strong con-

tent filtering on its Inter-
net. It is also accelerating 
in different regions. I think 
the most important thing 
though, that we need to 
recognise, is if we have 
multiple different Internet 
models of how we access 
and use the technology, 
we still have to recognise 
that the global economy is 
running on the backbone 
of this Internet then. So 
the flow of goods and data 
and services and capital 
across borders is on that 
backbone. So if it starts 
to become less interoper-
able, you’re going to start 
to see a regionalisation of 
the economic aspects that 
we’ve really grown de-
pendent on in the last 30 
years.

E X P E R T  Q U E S T I O N

S. Raghotham, 
Assistant Editor, 
Deccan Herald

Banks in India spend  
15-20 per cent of their  
budget on IT security, while  
a hospital may only spend  
5 per cent or even lesser.
[Viveka Roychowdhury, Shomiron Dasgupta, 
CEO, DNIF to ExpressHealthcare]

The Ministry of Electronics and  
Information Technology (MeITY) told 
the Parliament that Indian citizens, 
commercial and legal entities faced 
almost 7 lakh cyber attacks till August 
this year. 

“On an average,  
according to industry  
report, data breaches  
cost Indian firms an  
average of Rs 14 crore.” 
[Raman Jit Singh Chima, Global  
cybersecurity lead and Asia Pacific Policy 
Director at Access Now to Hindustan Times]
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India has an IT Act, and 
under this, the National 
Critical Information Infra-
structure Protection Cen-

tre (NCIIPC) looks at critical 
information infrastructure 
deficiency in sectors and 
agencies that could impact 
the national economy, pub-
lic health, or safety, said Mr 
Sanjay Prasad. 

Within in its ambit are 
six sectors covering power 
and energy, banking and fi-
nancial services, telecom, 
transport, government and 
strategic public enterprises. 
This centre, in coordination 
with the cyber emergency 
response unit of the gov-
ernment, has developed a 
mechanism over the last few 
years to work with both the 
public and private sector to 
share risks that might de-
bilitate such sectors. For 

example, the western shores 
around Mumbai is quite a 
sensitive coastline — there 
are oil refineries, an atomic 
research facility and power 
utilities, all located within 
kilometres of each other, 
along with one of the most 
resourceful municipal corpo-
rations. 

There have been efforts 
to workout a balance be-
tween intelligence that could 
be shared between these 
agencies and what cannot 
be shared. It is indeed a chal-
lenge and the question is, 
what sort of cooperation and 
hindrances come into play to 
enable such a public-private 
partnership.

SHARING AND LEARNING

The information sharing 
that needs to happen 
across industries could 
be done in a couple 
of different mod-
els, said Ms Me-

lissa Hathaway. There is 
the traditional model of the 
government sharing infor-
mation with the key critical 
sectors. However, there’s 
also a different model that 
is emerging in some areas 
where, like the city of Bos-
ton, a learning circle among 
the different entities that 
are all operating in that area 
of the key corporations get 
together at least monthly to 
share what they’re seeing 
happening against their en-
terprises, creating a place 
of mutual learning. They 
run tabletop crisis exercises 
together to learn from each 
other, of how they would 
actually respond if there 
were a problem in Boston 
or if there was a problem in 
any of those industries. 

It also occurs in other cit-
ies in the U.S. like 
Houston, which is an 
oil and gas area but 

also gets hit by a 
lot of hur-

ricanes. Here they end up 
focusing on natural disasters 
in addition to digital issues. 

There is another activity 
that happens in the U.S. that 
is focused on the financial 
services industry, where they 
sit in a private-public part-
nership where the law en-
forcement is, basically an op-
erations floor, along with key 
companies, and they share 
information about what’s 
happening to banking and 
finance, and they work to-
gether to identify the threat 
and then move on to quickly 
persecuting or thwarting the 
threat from an operational 
perspective. 

That alliance has been ef-
fective and is being modelled 
again on the high- tech West 
Coast in California. Here, 
there is a high degree of intel-
lectual property theft. When 
one can get together on the 
ground and work together, 
bringing the best of the au-
thorities from the govern-
ment with the insights and 
the operational excellence 
that businesses have, there 
is then a real functioning pri-
vate-public partnership cre-
ated. Otherwise, the sharing 
of information doesn’t nec-
essarily lead to actionable 
operations and they then 

become less effective.

Working 
together 
to thwart 
threat Mutual learning between public and private 

enterprises is the way forward in mitigating cyber risks

Sanjay Prasad
Chief Information Officer,  
Calcutta Electric Supply Corpora-
tion, at RP-Sanjiv Goenka Group, 
in an interaction with Melissa  
Hathaway during the webinar 
held by Synergia Virtual Forum.  
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AI-AUTOMATED 
SECURITY

Talking of corporations, Mr 
Sanjay mentioned of one 
positive change that has 
been seen in the recent 
past where cyber security is 
now seen as part of the top 
10 strategic or operational 
risks that most boardrooms 
discuss.  As was mentioned 
earlier by Ms Melissa, over 
7X numbers of ransomware 
attacks, and the world has 
seen almost a 200 per cent 
use of virtual collaboration 
tools in recent times. This 
also meant that both capa-
bility and capacity of each or-
ganisational setup to handle 
these attacks at a premium. 

Conversely, AI-assisted 
automation brings about a 
lot of interventions in this re-
gard, opined Mr Sanjay. But, 
what have been the pluses 
so far of such AI-assisted 
automation to eliminate the 
false positives and to filter 
the noise from actual inci-
dents of compromised data 

is to be pondered according 
to him. 

There is a great opportuni-
ty for automated information 
sharing, machine learning, 
and machine-to-machine in-
teraction, to broaden the de-
fence posture, said Ms. Melis-
sa. In the consolidation of the 
security marketplace, there 
are just too many players. As 
one starts to get more auto-
mated tools out there, they 
will aggregate to the cloud or 
the managed security service 
providers, which could lead 
to stronger platforms and a 
stronger set of security prin-
ciples. Digital risks translate 
into operational, financial, 

and legal risks. 
When thinking about 

enterprise risk broadly, it 
should be looked into how 
does one get that enterprise 
risk management as one con-
tinues to embrace the digital 
transformation. All the busi-
ness units need to be work-
ing together. To the extent 
that one can limit this way of 
thinking that it’s just a prob-
lem and not a broader issue, 
it should be embraced at a 
corporate level, at a national 
level, and it needs to tran-
scend in society as we are all 
digitised at this point. It’s the 
question of to what extent 
are we dependent upon it.

HAVES AND HAVE-NOTS

Mr. Sanjay added that the 
pandemic has brought in a 
new set of digital haves and 
have-nots, especially in In-
dia, for example,  a good 
percentage of students en-
rolling in premier institutes 
have had to  go back to their 
Tier 2 and 3 cities. 

India has seen a 37 per cent 
increase in cyberattacks 

in the first quarter (Q1) of 
2020, as compared to the 
fourth quarter (Q4) of last 

year, a new report revealed 
on Saturday. 

[The Kaspersky Security Network Report] 

The data also shows that 
India now ranks 27th  

globally in the number of 
web-threats detected by the 

company in Q1 2020. 
[The Kaspersky Security Network Report] 

The number of local 
threats in Q1 2020 in India 

(52,820,874) shows how 
frequently users are at-

tacked by malware spread 
via removable USB drives, 
CDs and DVDs, and other 

“offline” methods. 
[The Kaspersky Security Network Report] 

There have been  
efforts to workout a 
balance between  
intelligence that 
could be shared  
between these  
agencies and what 
cannot be shared
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Is there a need to have a 
universal bandwidth obliga-
tion or equivalent compared 
to what we are used to, as 
telecom’s universal service 
obligation that will bring 
some parity? He felt it may 
not be as apparent in the 
United States, but even then 
there would be some ele-
ment of disparity that needs 
to be handled so that citizens 
are on an equal footing. Ad-

ditionally, do corporates or 
citizens get to   see a sort 
of tax exemption whenever 
one needs to infuse invest-
ment in secure infrastruc-
ture for people that work 
from home?  Should there be 
public policy changes in this 
direction?

In the U.S., they are think-
ing more creatively on the 
issue of bandwidth and citi-
zen Internet services, said 
Ms. Melissa. The U.S. too has 
haves and have-nots espe-
cially if one lives in a rural 
area. Moreover, in the U.S., 
telecommunications is cost-
ly. When the Internet gets to 
be unreliable and unafford-
able, it becomes a public pol-
icy issue. If one can get reli-
able and affordable delivery 
of bandwidth or telecommu-
nications from space, that 
would make it disruptive to 
the normal internet service 
providers, but it should also 

be encouraged at this point 
since we need reliable and 
affordable Internet.

The U.S. has some corpo-
rations who are paying for 
the employees to get better 
and higher Internet band-
width to their home, which 
is quite expensive, or de-
livering some of that infra-
structure to them, but that’s 
not consistent, especially if 
one thinks that we shall be 
working from home for bet-
ter part of another couple of 
years. Some companies have 
said that they are going to 
permanently allow for work 
from home because it has 
proven to be cost effective. 

Nationally, though, there 
isn’t a conversation in the 
United States about reliable 
and affordable telecom, yet 
that is important. All coun-
tries should have reliable, af-
fordable telecom, not just in 
the big cities, but also in the 
Tier 2 or 3 cities and in the ru-
ral areas. There are some ar-
eas in America where people 
have to drive 40 or 50 miles 
to sit in a parking lot in order 
to get wireless technology 
for their kids to go to school, 
which is unacceptable. How 
could the U.S. call itself a First 
World Country and not have 
reliable, affordable Internet 
for all citizens?

There are some 
areas in America 
where people have 
to drive 40 or 50 
miles to sit in a  
parking lot in  
order to get wireless 
technology for  
their kids to go to 
school, which is  
unacceptable

T.M. VEERARAGHAV

Consulting Editor,
Synergia Foundation

The power that platforms
like Facebook have over
the dissemination of in-
formation and moulding
of public opinion is well

documented. This is precisely why
there is a rising demand that there be
a strong filter and censoring mecha-
nisms to curb fake information, hate
speeches, and abusive content over
social media platforms.

Recently, a Cambodian Buddhist
monk and human rights crusader
Luon Sovath had to flee his country
after a smear campaign on Facebook
that led to him being defrocked by
a government-controlled religious
council. A New York Times investiga-
tion revealed that government em-
ployees in the country were involved
in the creation of fake accounts and
posting doctored videos on Face-
book to malign the monk, who had
spent decades fighting for human
rights and oppose Prime Minister
Hun Sen.

The fact that the
monk’s reputation was
destroyed in a matter of
days is testimony to the
power of the medium
and how administra-
tions with technological
and financial resources
can abuse it.

ALLEGATIONS
OF A ‘DEAL’
WITH TRUMP

Given that power, it is alarming when
there are allegations that Facebook
actively colludes with a ruling dispen-
sation allowing hate speeches to be
widely distributed through
its platform. In the 2016
U.S. presidential elections,
there were questions raised
over the spread of ‘fake
news’ on Facebook, and
then the Cambridge Ana-
lytica controversy brought
more focus on the com-
panies’ policies. While the
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India’s 'One Sun One World 
One Grid' (OSOWOG) initiative 
has started calling out for bids 
to kickstart the programme. 

The vision behind it is that ‘The 
Sun Never Sets’, as the grid plans 
to be lit up by the sun at some 
geographical location, globally, at 
any given point of time. It aims to 
first connect India with Southeast 
Asia, and then the Middle East and 
Africa to the west. The Ministry 
of New and Renewable Energy 
(MNRE) has invited proposals for 
making a long-term OSOWOG 
roadmap and figuring out two or 
three cross-border projects that 
can be initiated soon, “preferably 
one with each of the Middle East, 
South East and Africa regions, 
considering India as the grid 
fulcrum for these identified pilots”. 

While this is quite a feat, there is 
another that rivals it — China’s 
Global Energy Interconnection 
(GEI) that is part of the Belt 
and Road Initiative (BRI). GEI is, 
however, more than a few steps 
ahead of India’s plan. China has 
already signed 31 agreements with 
countries for GEI and set up seven 
offices worldwide. 

INDIA’S SOLAR POWER 

There are multiple facets at play 
here: whether countries would 
agree to this initiative based 
on their own regional energy 
demands? Would countries be 
able to fund it along with India? 
And what will be the supply chains 
involved? 

International Solar Alliance (ISA)
is an India-based organisation that 
is pushing this project. It is the first 
treaty-led multilateral organisation 
to be headquartered in India and 
plans to mobilise US$ 1 trillion in 
investments by 2030. India also has 
one of the largest interconnected 
grids with five regional grids. It has 
moved up the solar power capacity 
leaderboard from 10th worldwide 
in 2014 to 5th position, according 
to the International Renewable 
Energy Agency (IRENA). 

The renewable energy sector in 

India could be a prime source 
for investors, with the potential 
to attract US$ 10 billion annual 
investments as per the Bank of 
America’s global head of energy 
and renewable business. A recent 
analysis by IRENA found that 
the costs for setting up solar PV 
projects have dropped by about 
80% in India between 2010 and 
2018. Yet, India is not in a place, on 
its own, to fund massive projects 
such as the OSOWOG in other 
countries. 

“It is a long political process. It 
involves countries ceding a bit of 
their sovereignty to a supranational 
authority that will oversee the grid,” 
says Aditya Valiathan Pillai, a senior 
researcher at the Centre for Policy 
Research (CPR) to The Ken. 

The ISA is also pushing for the 
formation of a US$10 billion World 
Solar Bank (WSB), in collaboration 
with the World Bank. India may 
become the lead member with a 
30% stake in WSB, amounting to 
a US$ 3 billion commitment. This 
comes in the backdrop of Beijing 
creating the Asian Infrastructure 
Investment Bank (AIIB) and the 
New Development Bank (NDB), 

to funding, and cheaper supply 
chains. 

China has the added advantage 
of its powerful renminbi (RMB) 
which is increasingly being used 
across the region.  Malaysia's RMB 
use grew by 214% over the last 
three years, Russia's by 56%, and 
Thailand’s by 50%.

Geopolitical tensions will also 
come into play, and potential 
candidates will be forced to make a 
choice between the two rivals, India 
and China.

The success of the OSOWOG 
project will largely depend on the 
relationship between India and 
the countries in question. A World 
Bank-sponsored report on power 
sector integration summed up 
the reality in 2010. “If there is one 
overriding requirement for regional 
integration to be successful, it is 
that countries need to have the 
political will to cooperate with their 
neighbours.”

India has been one of the few 
countries that have been successful 
with international electricity pool-
sharing ventures where it shares 

excess power bilaterally with 
Bhutan and Nepal. In August 
2018, India also signed an MoU 
for grid interconnections between 
the members of BIMSTEC (India, 
Bangladesh, Myanmar, Sri Lanka, 
Thailand Bhutan and Nepal). 

However, some other grid 
interconnection plans have been 
unsuccessful, such as that of 
the Greater Mekong Subregion 
(GMS) interconnection, running 
through Thailand, Laos, Vietnam, 
and China. It is plagued by poor 
infrastructure and low volumes 
of electricity despite having been 
around since the late 1990s. The 
idea of a South Asian energy grid, 
proposed by SAARC in 2004, also 
remains just that.

CONCLUSION

•   There is the question of 
whether there is even a need 
for such a centralised grid. With 
the advent of efficient batteries 
like the lithium-ion and others, 
there is the capacity to store 
energy cheaply and efficiently. 
Eventually, with strong 
decentralised solar projects in 
each country, there may be no 
need for large power plants

• It is clear that for India to 
step up its goal of being the 
solar power generator of the 
world, it needs to increase 
its domestic manufacturing 
for solar modules, as well as 
ancillary products like lithium-
ion batteries. There must be a 
strong strategy on long-term 
development in line with 
the ISA’s goals that address 
price competitiveness and 
profitability. India is largely an 
energy deficient nation, and 
there is the added incentive 
to generate jobs in the energy 
sector

• The policy approach should 
be to ensure domestic 
manufacturers get the upper 
hand in producing goods, 
with more waivers and easier 
loans.  The focus has to be on 
creating an end-to-end solar 
PV manufacturing capacity to 
include solar PV modules, cells, 
wafers/ingots and polysilicon

seen as a potential rivals to the 
World Bank and IMF.  

The catch lies in the fact that 
India imports most of its solar 
panel material from China due 
to the cheaper cost. Solar cells 
and modules worth US$ 1,179.89 
million were imported from China 
in the first nine months of FY 2019-
20, according to R.K. Singh, the 
Minister for Renewable Energy. 
Additionally, this expansion 
was created mostly by private 
companies, some of whom are 
private equity-funded, rather than 
by the government.

India has tried to foster a domestic 
solar industry by imposing a two-
year levy on imports, yet domestic 
manufacturing has not taken off on 
that great a scale. 

VYING FOR THE PIE

India opting for the OSOWOG 
initiative is in a major play to 
strengthen its importance in the 
region, especially against China’s 
GEI. The GEI has the added benefit 
of other components such as road 
and maritime trade to back its 
case up, along with greater access 

Source: Synergia Foundation
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FACEBOOK IN A FACE-OFF
The social media platform faces allegations of not enforcing hate speech and fake news 
rules and siding with administrations for business interests  

ASSESSMENT

Mark Zuckerberg’s creation is the 
one in the eye of the storm, but 
the core issue is the power that 
a private entity has. The founda-
tion of this problem expands to 
all such platforms, and there is a 
need for a systemic response. 

Campaigns demanding 
greater accountability by these or-
ganisations can only have limited 
success and, ironically, even their 
ability to create a mark on social 
media will depend on algorithms 
of a Facebook!

Given the global nature of 
these organisations, it is impera-
tive that they have uniform poli-
cies worldwide and ensure that 
the same ethical standards are 
followed irrespective of the coun-
try of operation. Ultimately, hate 
speech, smear campaigns and 
fake news are a global threat.

consequent public scrutiny resulted
in promises to curb fake information
and hate speeches, allegations that
Facebook has been soft on President
Trump continue to this day.

In fact, a civil rights audit con-
ducted by two U.S.-based lawyers
concluded that “while the audit
process has been meaningful, and
has led to some significant improve-
ments in the platform, we have also
watched the company make painful
decisions over the last nine months
with real-world consequences that
are serious setbacks for civil rights”.

And there are now serious alle-
gations of Facebook having a “deal”
with President Trump and that it has

crafted its rules and algorithms to
his favour. Despite a strong denial of
any such “deal’ by its founder Mark
Zuckerberg, the platform continues
to face criticism.

HATE SPEECH IN INDIA
In India, Facebook has been at the
centre of a controversy after The
Wall Street Journal published an
investigation claiming that the com-
pany’s public policy head for India
and South Asia, Ankhi Das, violated
hate speech rules and refused to act
against posts put up by T. Raja Singh,
a legislator of the ruling Bharatiya

Janata Party in the
southern state of
Telangana.

The report al-
leges that no action
was taken despite
those within the or-
ganisation, pointing
out that his com-
ments on Rohingya
refugees were a clear

violation of the company’s policies
and could lead to real-world violence.

Subsequent to the report, which
led to a furore by Opposition par-
ties and activists, Facebook finally
banned Mr. Raja Singh. However, the

issue runs far deeper
as there are allega-
tions that the company
has been soft on other
leaders of the party and
even aided the party’s
2019 election cam-
paign. It is no secret
that Facebook, and the
company-owned mes-
saging service, What-
sApp, are a backbone

for the ruling party’s social media
campaign. While all political parties
use these platforms, the BJP has
mastered the art of disseminating
messages in social media as early as
the 2014 election campaign. It is only

getting better with time!
Facebook has consis-

tently faced allegations of
siding with the ruling party
and even bolstering its 2019
political campaign. Several
leading publications have
carried reports, specifically
over the proximity of Ankhi
Das with the ruling party, and
it was even raised by parlia-
mentarians.

Can we expect neutrality from platforms like Facebook? 
No, I doubt you can expect neutrality of the platform. I fear 
that nothing short of a league of nations led by the right 
leadership can bring about change in Facebook. At the root 
of the problem is its business model that uses human beings 
as raw material. 

How can the issue be addressed? 
The fight against misinformation is a multi-pronged battle 
with at least five prongs that should engage simultaneously. 
These five prongs include the media, policy (government), the 
tech platforms themselves, academicians (or universities) and 
finally, civil society. In other words, we need everyone. It’s only 
when we engage with all these stakeholders that we 
will succeed.

(H.R.Venkatesh is Director, Training and Research 
at BOOM Factcheck which is a signatory to the 
International fact checking network. He shared 
his thoughts with Synergia)

All stakeholders 
must come together to 
fight misinformation 

‘NEED TO DO MORE’

While the recent episode led to 
an admission by Facebook that it 
“needs to do more” to curb hate 
speeches in India, there has been no 
systemic changes or actions taken 
internally. Opposition leaders and 
activists have explicitly demanded 
the removal of Ms. Das from her po-
sition, but that seems unlikely. 

The company also has huge 
business interests in India, and it has 
lobbied to be on the right side of the 
administration. There are nearly 300 
million users of Facebook and more 
than 400 million on WhatsApp. Fur-
ther, it has also made a humungous 
Rs. 43,000 crore investment in Reli-
ance-owned telecom, Jio platform.

All this only raises more con-
cerns over the impartiality of the 
platform to political forces, be it in 
India or the U.S. But there is little 
control that civil society can have 
over such a massive corporate en-
tity. The issue is also not limited to 
Facebook. 

FACEBOOK,
AND THE

COMPANY-
OWNED

MESSAGING
SERVICE,

WHATSAPP, ARE
A BACKBONE

FOR THE 
RULING PARTY’S

SOCIAL MEDIA
CAMPAIGN

IN INDIA

VIOLENCE PROTESTHATE SPEECH

43,000
CRORE FB INVESTMENT IN JIO

300+mn 
FACEBOOK USERS

400+mn 
WHATSAPP USERS
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continued to live in obscurity 
in Kigali, faced a number of 
assassination attempts. In 
1996, he escaped to Uganda 
and from there to Belgium 
where he was granted politi-
cal asylum.  

Often called a “Rwan-
dan Oskar Schindler” of 
‘Schindler’s List’ fame, Paul 
Rusesabagina established a 
non-profit group called the 
‘Hotel Rwanda Rusesabagina 
Foundation’. According to its 
tax returns, the foundation 
collected over $200,000 be-
tween 2005 and 2007.

In 2005, Mr. Rusesabagina 
was awarded the U.S. Presi-
dential Medal of Freedom, its 
highest civilian award, and in 
2006, he published his mem-
oirs ‘An Ordinary Man’, which 
criticised Rwanda under Mr 
Paul Kagame. In 2007, he also 
reported President Kagame 
to an international tribunal 
of war crimes in Rwanda for 
atrocities committed by the 
RPF.

The Rwandan government 
was quick to respond. The 
local media described Mr. 
Rusesabagina as “a man who 
sold the soul of the Rwandan 
Genocide to amass med-

als.” Mr. Kagame called him 
a “manufactured hero [...] 
made in Europe or America”. 
In 2007, he was accused of fi-
nancing rebel groups in east-
ern Congo. 

During his initial court 
hearings in Kigali, Mr. Rus-
esabagina accepted his role 
in the creation of the Na-
tional Liberation Front (NLF) 
to assist Rwandan refugees 
but said he never supported 
violence. The Rwandan gov-
ernment classified the NLF 
a terrorist organisation and 
blamed it for many killings 
along its porous border with 
DRC.

One of the high-profile 
Tutsi survivors from Hotel 
des Mille Collines was Odette 
Nyiramilimo, a Senator and 
former Minister for Social 
Affairs between 2000 and 
2003. “There is no denying 
that Mr. Rusesabagina risked 
his life to provide refuge for 
my family and me and many 
others,” she told The East 
African.  However, now she 
accuses him of having “sold 
his soul” to the French, “who 
promised him financial gain 
if he became a critic of the 
Rwandan government”.

KAGAME’S LAND

A Tutsi-ruled Rwanda has 
prospered under the iron 
hand of Mr. Kagame, and is 
often called an “Israel in Afri-
ca.” It has one of the fastest-
growing economies in Africa 
and is reputedly one of the 
best places to do business 
in the world (in the  World 
Bank’s 2019 ‘Doing Business’ 
report, it ranked 29th out of 
190 countries).

However, all is not hunky-
dory with this small East-
Central African nation. This 
ethnically torn nation, de-
spite its outward calm and 
progress, remains one of the 
most complex societies in 
Africa and its contemporary 
politics and society continue 
to be undermined by forces 
beyond its control.

Mr. Kagame won power-
ful friends and benefactors 
— the Clintons, the Gates, 
and Tony Blair —and funds 
flowed in.  While he was suc-
cessful in reducing poverty 
and running a comparatively 
“clean” government, he is 
accused of authoritarian-
ism and excesses. His army 
regularly raids border areas 
of the DRC in hot pursuit of 
Hutu rebels and is accused 
of killings, rapes, and looting.  

Political power is con-
centrated in the hands of a 
small clique owing allegiance 
to Mr. Kagame.  Elections, in 
which Mr. Kagame routinely 
gets 99 per cent votes, are 
largely considered a sham 
and constitutional changes 
have ensured he will rule un-
interrupted till 2034.

There is no tolerance for 
political dissent. Political ri-
vals live in trepidation as the 

Rwandans have learnt the 
Israeli art of pursuing ene-
mies to their last breath. Last 
year, another dissident lead-
er was bundled into Kigali 
in a private jet. Others have 
been jailed, and at times pur-
sued in foreign lands where 
they have died mysterious 
deaths. A former Rwandan 
spy chief and a critic, Patrick 
Karegeya who fled to South 
Africa, was strangled in a ho-
tel room in 2004; a former 
Minister living in exile in Bel-
gium drowned in a canal; an-
other fugitive Minister was 
shot in Kenya, and a former 
army chief was shot in South 
Africa. In 2014, a popular 
gospel singer Mihigo was ar-
rested for treason and died 
in police custody.

No doubt, Mr. Kagame 
has been a saviour of 
Rwanda, making it one 
of the best-run coun-
tries in Africa. Rwan-
dan troops, trained by 
Americans, are greatly 
in demand in peace-
keeping operations by 
ECOWAS as also by the 
UN, for their profes-
sionalism.  However, 
the oppressive poli-
cies, largely ignored by 
the powerful western 
world, still guilt-ridden 
for its nonchalance dur-
ing the 1994 massacres, 
make it almost impossi-
ble for the huge chasm 
between the Tutsis and 
the Hutus from being 
bridged.

Conclusion

Q T.M. Veeraraghav: 
How safe are the 

U.S. elections? Is there a 
need to treat democracy 
as a critical infrastruc-
ture around the world 
and make sure that social 
algorithms don’t dictate 
political choices and peo-
ple’s choices?

A Melissa Hathaway: 
There is a lot of ac-

tivity going on in the U.S. 
to ensure the integrity of 
the electoral process and 
that votes gets counted 
—state and local officials 
are working on it along 
with cyber command. 
There is a lot of activity 
to ensure that that there 
is election integrity. The 
‘Social Dilemma’ of how 
platforms like Twitter and 
Facebook are being used 
to manipulate the hearts 

and minds of citizens has 
to be addressed through 
a national narrative and 
awareness, making sure 
that these platforms are 
not manipulated through 
bots and algorithms. It 
has to be addressed with 
the narrative of what’s 
happening, and a counter 
narrative of why democ-
racies are strong because 
they allow for freedom of 
speech and freedom of as-
sembly. It has to be made 
certain that technology is 
not manipulated by other 
governments in order to 
influence or change the 
outcomes of the electoral 
or democratic processes. 
It isn’t seen as algorithmic 
warfare in the U.S. as it’s 
being observed on social 
media platforms, but it 
isn’t being discussed in 
that way.

E X P E R T  Q U E S T I O N

T.M. Veeraraghav, Consulting Editor, Synergia Foundation


