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EDITORIAL
Dear Reader,
May I wish you a splendid new year!
As we ring the closing bell on 2021, Synergia Insights - in
its year-end issue, brings out some outstanding stories
that we covered this year, albeit in an abridged form.
The underlying theme is ‘dealing with uncertainty’ and
‘preparing for future disruptors, gamechangers and
showstoppers’.

committed the ultimate political sacrilege of laying
siege to Capitol Hill. Geopolitically, the pandemic,
instead of bringing the comity of nations together to
fight the virus, as we saw in the Hollywood blockbuster
‘Independence Day’, has led to more squabbles. Big
power rivalry has deepened the chasms in an already
poisoned atmosphere of mutual distrust.

Of course, the COVID-19 pandemic has continued
to be a dominant factor in our lives, with our spirits
fluctuating violently between unreasonable hope and
utter dejection. 2021 had a very encouraging start, with
scientists working overtime to come out with an answer
to the killer pandemic and the infection rates displaying
a distinct downward trend. But these hopes were not
kept alive for long before Delta surpassed all previous
records to reap a deadly harvest globally and sadly even
more in India. Finally, the miracle vaccines emerged and
became fairly common, at least in the rich and middleincome countries.

U.S.-China, U.S. and EU versus Russia and India-China
are hot spots that continue to simmer unabatedly.
Amongst all these, Taiwan has once again emerged
as a possible trigger for the China-U.S. conflict, with
potential global ramifications. However, a little relief
was provided by the coming together of historical
enemies in the Middle East under the Abraham Accord.
And who can ever erase the images of the Taliban’s
unopposed entry into Kabul and the plight of thousands
of its panicking citizens, trying to hitch a ride out of
the Hamid Karzai international airport? This, more
than anything else, had summed up the American
involvement in this nation of Empire killers.

But the intolerable global inequities were again brought
into sharp focus as billions were left unvaccinated, while
rich countries hoarded vaccines for the third, and some,
even the fourth dose. This elicited the prophetic remark
from the Deputy Secretary-General of WHO, Amina
Mohammed. “Remember, we are in this together”, she
said. “No one will ever be truly safe until everyone is
safe”. Not surprisingly, the Omicron variant, with its
lightening spread in the U.S. and Europe, has more than
vindicated her statement. In fact, the revered Oxford
Dictionary has declared Vax as its word of the year, to
capture new vocabulary like - ‘fully vaxed’, ‘anti-vax’
and anti-vaxxers’.

As the year ended, the sports arena too has got engulfed
in the geopolitical struggle between great nations, as the
U.S. and its allies declared their ‘diplomatic boycott’ of
the Beijing Winter Olympics. Meanwhile, India stoically
suffered and recovered from a devastating COVID-19
wave and now hunkers down to face the third onslaught.
The year-end has brought its own share of tragedies for
the country, which lost its first Chief of Defence Staff,
Gen Bipin Rawat, in a tragic helicopter crash. India
has also inherited the shadow of the farmers’ protest
from 2020, which dragged on throughout the year,
the second wave notwithstanding, till the government
finally relented.

The same inequity has been on display in COP 26,
where rich nations called for a much greater sacrifice
from their poorer cousins without making any credible
promises in return. Predictably, the year was dominated
by a staggering number of climate tragedies and ended
with a most unseasonal super tornado in the American
heartland, cutting a swathe of disaster over 300 miles.
Politically, the pandemic has continued to leave its
imprint upon global and national affairs, with classical
liberal thoughts of minimal government and financial
thriftiness being cast aside for nationalistic chauvinism
in the name of public health.

As our President, Mr Tobby Simon puts it; think tanks
will have a major role to play in such disruptive scenarios.
“It is imperative that governments and other nonpartisan think tanks undertake research that forewarns
policymakers and the strategic community about
predictable surprises. By ideating about unconventional
threats and charting a roadmap for the future, a think
tank can successfully transition into a ‘do tank’ ”. So
here is our final edition of 2021 to recapitulate all that
we survived and what lies ahead of us—wishing you all
a very safe and happy 2022!

The Americans welcomed Joe Biden in a contentiously
fought election which did not do any good to their
cherished democratic credentials. President Trump
refused to leave without a whimper despite two attempts
at his impeachment, as his rabid right-wing supporters

Maj. Gen. Ajay Sah

Chief Information Officer
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PREPARING FOR THE
UNKNOWN, UNKNOWN
In boxing, it is the punch you don’t see coming that knocks you out.
Tobby Simon is the Founder and President
of the Synergia Foundation and a member of
the Trilateral Commission.

A

s the world undergoes epochal shifts due to the
disruptions of the pandemic and leans towards a
multipolar order, several opportunities open up
for the discerning and the astute. To capitalise on them,
both governments and the industry will have to identify
and insulate themselves from ‘show stoppers’ to the best
extent possible. However, this ability can only be achieved
by an informed appreciation of the entire gamut of biases
that can be cognitive, organisational or political.

PREPARING FOR GAME CHANGERS AND SHOW
STOPPERS
In 2004, the Slovenian philosopher Slavoj Žižek had
pointed to the possibility of “unknown known”, which
was subsequently interpreted as “what we do not like to
know” by German sociologists Christopher Daase and
Oliver Kessler in 2007. The human mind is an imperfect
instrument. Research has demonstrated that the way we
process information is subject to a multiplicity of glitches
- scholars call them cognitive biases - that can lead us to
ignore or underestimate impending diasasters.
A fundamental reason for such a bias is that we tend to
harbour illusions that things will get better than they really
are. We assume that quiescient problems will not actually
materialize or that their consequence will not be severe
enough to merit preventive measures - “It shall pass or it

The human mind is an imperfect instrument.
Research has demonstrated that the way
we process information is subject to a
multiplicity of glitches - scholars call them
cognitive biases - that can lead us to ignore
or underestimate impending diasasters.
was meant to happen”, we often tell ourselves. It is critical
for organisations to prepare for challenges that may appear
extraordinary and not bound by convention. Although
infrequent in nature and operating in contravention of
dominant rules and societal norms, unconventional threats
can metamorphose and acquire a more conventional hue
with a mutation in the ecosystem. April 29, 1995 was not
a good day for Shell. A group of Greenpeace activists had
boarded and occupied the Brent Spar, an outdated drill rig
in the North Sea that Shell was planning to discard.
Shell’s uncoordinated, reactionary and ultimately futile
response to the Greenpeace protest had revealed a lack of
foresight and strategy. Censured by the press and lambasted
by governments, it had to abandon its plan to sink the Spar.
The attack on Spar had come as a surprise to the company.
But it should not have – Shell actually had the necessary
intelligence to predict what would transpire.

BLACK SWANS, BLACK JELLYFISH AND BLACK
ELEPHANTS
The ‘Black Swan Event’, popularised by Nassim Nicholas
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Taleb, in his 2008 book, ‘The Black Swan: The Impact of the
Highly Improbable’ is today a commonly used metaphor.
These are extremely rare events that cannot be predicted in
advance and have enormous consequences, mostly adverse.
Standard forecasting tools fail to presage them and thus lull
targets into a specious sense of security.
There are, however, two additional metaphors worth
pondering - the ‘Black Jellyfish’ and the ‘Black Elephant’.
The former refers to issues that are well-known and
comprehensible but turn out to be complex and uncertain
in the long run, with a long tail and a nasty sting on its tip!
The latter represents a cross between the ‘Black Swan’ and
‘the Elephant’ in the room, where the challenges are visible
to everyone, but no one feels compelled to deal with them.
In other words, they signify the blind spots that arise
due to cognitive bias, powerful institutional forces, shortsightedness and failure (or unwillingness) to read signals.
In brief, an organisation’s inability to identify, comprehend
and implement policies that address the ‘unknown’ and the
‘unpredictable’ can magnify the risk factors and incur high
latent costs.

THE THREAT LANDSCAPE
Globalisation, while being recognised as the most
progressive force in modern history, continues to draw
disapprobation for its inability to diffuse wealth. This has
triggered a wave of xenophobia, advocating protectionism
and nationalistic rhetoric against greater global integration.
Unfortunately, the institutional capacities to manage
such global issues have not kept pace with the burgeoning
complexities created by modern societies.
Although international establishments like the United
Nations, International Monetary Fund, World Health
Organisation and World Bank had arguably registered
advancements in the 20th century, they have increasingly
failed to adapt to evolving realities in the 21st century. At
the national level, politicians and policymakers have found
it arduous to strike a balance between the compulsions of
domestic politics and the benefits of universal connectivity.
Failure of governance has contributed to the proliferation
of unconventional threats. Maya Tudor, an Oxford scholar,
observes that the incapability of a state to meet the rising
aspirations of its people in a hyper connected world can
accelerate the rise of populism. When such populism fails
to meet aspirations, it deteriorates into first mobocracies
and then anarchies.
Rising income equalities, as measured by the Gene
coefficient, represents another area of concern. Due to the
growing automation and ‘uberisation’ of the world, along
with the ascendancy of platform companies, wealth has
become concentrated in the hands of a few. While disparities
between countries may have reduced, the inequalities within
nation-states have increased.
Such a cavernous gap between the ‘haves’ and the
‘have-nots’ of society is particularly discernible in terms of
income, wealth, education, social mobility, prosperity and

2

political heft. If left unchecked, this can be a perfect formula
for a catastrophe. The escalating cost of education is equally
perturbing.
As higher learning becomes more expensive, driving it
beyond the reach of many in society, social media networks
find it easier to generate echo chambers and manipulate the
human mind. As was recently observed in the context of the
U.S. elections, online filter bubbles can polarise populations,
erode trust in institutions, perpetuate uncertainty, and fuel
grievances. Therefore, the weaponisation of information
through deep fakes and disinformation should be actively
resisted.
Otherwise, it will provide opportunities for state
and non-state actors to deter and coerce adversaries in
an asymmetrical manner. Unless there is some form of
accountability, a progressively expanding and unregulated
information space can blur the difference between fact
and opinion. This makes individuals more susceptible to
misinformation as well as radicalisation.
The agility and ultra-highspeed networks of interacting
smart devices can be potentially exploited by malicious
actors, thereby posing substantial challenges from a societal,
organisational and personal point of view. The poisoning of
Artificial Intelligence (AI) defence systems can also not be
discounted.
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As a growing number of security companies embrace
AI for anticipating and detecting cyber-attacks, black hat
hackers may attempt to corrupt these defences. Even though
AI capabilities help to parse signals from noise, if they fall
into the hands of the wrong people, they can be leveraged to
launch sophisticated assaults.
Generative adversarial networks (GAN) that pitch two
neural networks against one another may be deployed
to determine the algorithms of such AI models. Finally,
all governments need to account for the new classes of
accidents and abuses that may be spawned by ‘21st-century
technologies’.
For the first time, the benefits of nanotechnology,
robotics as well as genetic sciences are well within reach
of individuals and small-scale actors. They are no longer
required to build large facilities or acquire rare raw materials
to derive value from them. Knowledge alone can drive the
application of such capabilities.
It is important to acknowledge that weapons of mass
destruction (WMD ) have been replaced by knowledgeenabled mass destruction (KMD) today. This destructive
potential is further amplified by the power of self-replication.

ROLE OF THINK TANKS
Against this backdrop, it is imperative that governments
and other non-partisan think tanks undertake studies that
forewarns policymakers and the strategic community about
predictable surprises. By ideating about such unconventional
threats and charting a roadmap for the future, a think tank
can successfully transition into a ‘do tank’ that can help
mitigate such challenges.As remarked by Jack Welsh of
General Electric, ‘You are never too old to be surprised’.
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the world must be prepared to deal with threats that
emanate from the thawing of the permafrost.
As global warming continues at an unprecedented rate
and parts of the planet witnesses record-breaking heatwaves,
the Earth’s ancient and forgotten pathogens, which have
been trapped or preserved in the permafrost for thousands
of years, may re-emerge with new vigour. It is exceedingly
important to ascertain such risks and devise appropriate
strategies for countering them.

FORGING AHEAD
Global governance is no longer about individual leaders
plotting their own course. Rather, it entails a coalition
of some of the finest and most avant-garde thinking in
contemporary societies, which replaces competition
with collaboration. High-performing organisations and
individuals, both in the public and private sector, should
strive to devise complementary solutions.
The more valuable their contributions are, the stronger
will their impact be. At the end of the day, the rate of change
and the level of uncertainty is such that it may outpace
good governance. In light of this reality, it is important
for problem-solving networks to upgrade themselves by
becoming more distributed and working in concert with
each other.
Resolving the tension between foresight and inherent
uncertainty is the holy grail strategy for thwarting
unconventional threats. To accomplish this vision, a novel
approach that places strategic adaptability at its core
will be required in the days to come. Any inert failure to
predict such risks can trigger chain reactions that unleash
calamitous consequences.

As remarked by Jack Welsh of General
Electric, ‘You are never too old to be
surprised’.
In keeping with the spirit of this idea, the Synergia
Foundation had foreseen as early as 2008 that pandemics
would pose a serious threat to national security, going beyond
the conventional narrative of health It had simulated the
impact of an Avian flu attack for more than three hundred
policymakers, business leaders and academics.
Eleven years later, this prognosis has, sadly, been proven
true. In 2014, the Synergia Foundation, was one of the first
to demonstrate the threat of the deep and the dark web at
the 50th Munich Security Conference in Germany. Apart
from examining the potential cyber threats for businesses
and governments, it had in 2015 formulated a framework for
fostering dialogue at a global level and understanding the
impact of digital threats to critical infrastructure and the
IoT.
The recently discovered cyber-attacks like SolarWinds
in the U.S. and RedEcho has amplified the need for such
research in India. With respect to the future of biosecurity,

Source: Avenear
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DAWN OF A BIOLOGICAL
WINTER?
Adverse biological events can be as catastrophic to mankind as a nuclear holocaust, underscoring the need to
adopt global mitigation efforts on a war footing.

A

Sambratha Shetty is the COO at Synergia
Foundation and holds a Masters’ in Science
from the University of Greenwich, UK.

pocalyptic predictions about a nuclear winter, rife
with firestorms, poisonous smog and plummeting
temperatures, have long been predicted by the
scientific community and doomsday prophets. There
are, however, two other existential risks that are equally
disquieting – climatological and biological.
While globally there is a consensus, barring a few naysayers, for urgent negotiations to bring down carbon emissions, the threat from a biological winter remains far from
public consciousness, if not entirely ignored. The onset of
the COVID 19 pandemic has exposed a gaping vulnerability
to biological threats, ranging from natural outbreaks to
deliberate staged attacks. Given this reality, preventing
a ‘biological winter’ has assumed as much importance as
thwarting a ‘nuclear winter’ today.

A KILLER OF CIVILISATIONS?
Mankind is no stranger to the killing prowess of the
microscopic virus. Throughout history, epidemics and
pandemics have demonstrated the capability to wipe out
entire civilisations, bringing powerful nations to their knees.
The Antonine Plague in the 2nd century AD, for example,
had killed over 5 million people in the Roman Empire,
hastening the end of ‘Pax Romana’.

Throughout history, epidemics and
pandemics have demonstrated the
capability to wipe out entire civilisations,
bringing powerful nations to their knees.
Similarly, the ‘Black Death’ pandemic, which afflicted
Eurasia between 1346 and 1353 and spread to Europe in
1347, had ended up altering the history of the region.
Rough estimates had put the fatalities at 75 to 200 million
in Eurasia, North Africa and Europe. More recently, the
Spanish Flu which raised its head during the dying months
of the Great War in 1918, had afflicted around 500 million
people around the world. In India alone, 12 to 15 million
people were suspected of having fallen victim to it. Of
course, with the development of science and technology, the
human capacity to prevent and control such life-threatening
events had significantly improved. However, the advent of
the modern industrial era brought its own limitations.
For instance, the development of new transport links
allowed pathogens like the influenza virus to spread
more widely, killing an estimated one million people
in the twentieth century. This was despite the fact that
commercialised air travel did not exist at the time, at least
not at the same scale as it does today. As the world grapples
with yet another pandemic, it is critical to ensure that these
lessons from history do not go unheeded. While it would
certainly be counter-productive to trigger unnecessary

DAWN OF A BIOLOGICAL WINTER?

panic and alarm, the international response to biological
events should be on the same war footing as preventing a
nuclear apocalypse.

EMERGING PATHOGENS
Although the world has largely been preoccupied with
tackling the COVID-19 virus and its multiple variants, there
are other infectious diseases that are equally concerning.
Indeed, in a 2007 report, the World Health Organisation
had warned that infectious diseases were emerging at an
unprecedented rate. This included outbreaks of previously
unknown diseases or known diseases that were rapidly
increasing in incidence or geographic range. Since the
1970s, for example, around 40 infectious diseases have been
discovered, which includes SARS, chikungunya, MERS, avian
flu, Zika, Ebola, swine flu and most recently SARS-CoV-2.
Meanwhile, diseases like malaria, tuberculosis, cholera,
pertussis, influenza, pneumococcal disease, and gonorrhoea
have also re-emerged with renewed vigour.
Experts have identified two transmission patterns
associated with these diseases. The first one consists of rare
events where the pathogen is transmitted through direct
animal-to-human contact, with subsequent infections
arising from human-to-human transmission. HIV, influenza
A, Ebola and the coronaviruses (SARS-CoV, MERS-CoV,
and SARS-CoV-2) are cases in point. The second pattern
involves repeated episodes of direct animal-to-human
transmission or repeated vector-mediated animal-to-human
transmission. These infections are not usually propagated
by human-to-human transmission. Examples include
rabies and other lyssa viruses, Nipah virus, West Nile virus,
Hantavirus, Lyme borreliosis, tularemia, chikungunya,
leptospirosis, and ehrlichiosis.

THREAT FACTORS
With people travelling more frequently and over far
greater distances than in the past, the potential for such
pathogens to spread rapidly and cause global epidemics has
multiplied many times over, as has been seen during the
ongoing pandemic. The fact that humans today live in more
densely populated areas and come into closer contact with
wild animals only adds to these fears. Moreover, changes in
agricultural practices, globalisation of food markets and a
flourishing illicit trade in exotic animals, birds, and insects
have increased the possibility of pathogen transmission.
Meanwhile, climate change is yet another crucial factor. As
the planet warms and the ice thaws, the Earth’s ancient and
forgotten pathogens, which have been trapped or preserved
for thousands of years in the permafrost, may re-emerge
with devastating consequences.
On coming into contact with the right host, they can
unleash a series of diseases that have remained dormant
for a long time. Similarly, climate change can alter habitats
and spread diseases to new geographic areas. For example,
mosquitoes - and the diseases they transmit –can expand
their range into regions where they are not traditionally
found owing to warming temperatures around the world.
Extreme weather events like floods, droughts or heat waves
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can also trigger the outbreak of new diseases. Finally, the
weaponisation of biological agents by states or non-state
actors like terrorists remains a grave concern. After all, such
incidents have been amply recorded in the past.
For instance, Japan was accused of poisoning wells
in China with pathogens like typhoid bacilli during
World War II. Similarly, the Soviet Union had allegedly
developed battle-ready biological weapons that could
trigger anthrax, Q-fever, tularemia, brucellosis, Venezuelan
equine encephalitis (VEE) and botulism during the Cold
War period. Even today, fears abound about conventional
biological agents like anthrax, smallpox, and tularemia
being deployed as instruments of warfare by hostile nations
or rogue actors. The shadowy world of ‘black biology’,
where microorganisms are genetically engineered for
the sole purpose of devising novel weapons of terror, has
only aggravated these apprehensions. As a result, the key
challenge is to prepare for a future infectious disease threat,
whether known or unknown.

BEING BATTLE-READY
Going forward, governments and communities must
leverage their experiences in responding to the COVID-19
crisis so that future generations are better prepared when
similar health emergencies arise. There is clearly a social
and economic case for increasing investments in infectiousdisease surveillance and preparedness. Even as countries
recover from the pandemic, notwithstanding the current
scare of the Omicron, they must learn from their mistakes
in the past by ramping up public communications, contact
tracing, critical-care capacity, testing and other systems for
containing infectious diseases.
The roles and responsibilities of personnel at various
levels of government or between the public and private
sectors must be clearly defined. A sustained advocacy
campaign that overcomes vaccine hesitancy is also
extremely crucial. Finally, there is a clear and pressing
need to bring together researchers from diverse disciplines,
breaking down the barriers between natural scientists,
medics, engineers, and economists in the war against
infectious diseases. At the end of the day, one must not wait
for the biological equivalent of Hiroshima and Nagasaki to
penetrate the world’s defences again.
MAJOR EMERGING AND RE-EMERGING INFECTIONS
DISEASE OUTBREAKS, 2002-2020
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WEIGHING THE ODDS
As Taiwan emerges as an arena for renewed confrontation between the U.S. and China, what lies in store for
this tiny island republic?
Maj. Gen. Moni Chandi is the CSO at
Synergia Foundation & a former Inspector
General of the elite National Security Guard.

I

n 1949, the losers of the Chinese Civil War (Chiang KaiShek), had fled to Taiwan and established the Republic
of China (ROC); and supported by foreign governments,
claimed to be the government-in-exile from mainland
China. In 1971, then U.S. Secretary of State Henry Kissinger
conducted negotiations with the Chinese Premier Zhou
Enlai. The People’s Republic of China (PRC) had a firm
agenda; the U.S. would have to recognize the government
of Beijing, NOT Taipei, as legitimate China, and the ROC
had to be expelled from the UN. Kissinger agreed, and a year
later, President Richard Nixon delivered on those terms.
The U.S. policy of strategic ambiguity (with PRC &
ROC) has existed since then. This creatively crafted policy
enabled the U.S. to still support the ROC and sell arms to the
renegade nation, even as the PRC would replace the ROC
as a permanent member of the UNSC. However, there were
three Red Lines as well. The U.S. would NOT recognize the
ROC as a sovereign independent country, the ROC would
NOT declare Independence, and the PRC, committed to
peaceful reunification, would NOT invade Taiwan.
The PRC justified this ambiguity to its people, reaffirming
commitment to the ‘One-China’ Policy (one-China two
systems) and promising an ultimate reunification with
Taiwan. This policy of strategic ambiguity, which has guided
the US-China foreign policy for 72 years (since 1949), has
opened both Chinas to world markets, and all three parties
(PRC, ROC and U.S.) have drawn considerable economic
benefit from it. The PRC, in particular, has grown from an

THE VIEW FROM CHINA

A foreign policy expert in China has shared his
views on the Taiwan ‘reunification’ issue, under
conditions of anonymity.
“Reunification of the Province of Taiwan with China is
a matter of national honour. It does not matter which
party is in charge of China, any Chinese Government
will support and work towards reunification. I hope the
process of Chinese reunification can be as peaceful as
possible, and that Taiwan is wise enough not to play
into the hands of those who want to goad China into
firing the first shot. If there is a war, Taiwan will be the
biggest loser. Peaceful reunification is a win-win not
only for China and Taiwan but also for the rest of the
world.”
under-developed and poor country to become one of the
richest countries in the world, with substantial military
powers.

CHANGING THE STATUS QUO?
Since 1949, there have been at least three major crisis
situations, wherein the U.S. and PRC faced the prospect
of armed conflict over Taiwan. In 1996, the PRC was
intimidated by Taiwan’s President Lee Teng-hui and his
election campaign, which challenged the ‘One-China’
Policy. At the height of the crisis, with PRC firing ballistic
missiles over Taipei and into Taiwan waters, President Bill
Clinton had ordered two U.S. carrier groups into the Straits
of Taiwan.
At that point in time, the PRC had little choice but to allow
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Militarily, the PLA could conduct an
amphibious operation across the straits,
preceded with missile, air force and naval
attacks to subdue ROC armed forces.
Jung, Ku-Hyun is an Emeritus Professor at Yonsei
University. He is also the former President of Samsung
Economic Research Institute and the Seoul Forum for
International Affairs.

“

A war in the Straits, at least in the next few years,
is not likely. The risk is too high for China and Xi is
not that desperate. At the moment, there are no great
obstacles for Xi Jinping to secure the third five-year term
for his position. There does not seem to be effective
opposition groups to his power extension in China. Any
disorder or serious situation in the Taiwanese Straits
will hinder his move to the third term.
In the unlikely event of a Taiwan War, both Koreas will
be just watching and sitting tight. Despite the wish and
demand of the U.S. and possibly Japan, South Korea will
try not to intervene or provide military assistance, and
North Korea does not have resources to help China.
China does not need the assistance of North Korea,
anyway. However, the U.S. troops in South Korea could
be mobilized together with other U.S. forces in the
Western Pacific, including Japan. The most damaging
outcome of China’s invasion of Taiwan will be the
beginning of the New Cold War, with China, Russia,
Pakistan and Iran on one side and most other nations on
the other. It will be devastating to the world economy,
and crushing to the Chinese economy and also to the
East Asian value chain. The global economy will be
forced to restructure its value chain, and it will take a
decade for a new world order to emerge. The Chinese
economy will enter a serious recession and low growth
for a long time. Xi will end up digging his own grave by
invading Taiwan.

“

the situation to defuse. Today, the reality in Taiwan Straits
has fundamentally changed. On the one hand, PRC has far
more formidable military forces and considerably more
economic clout. On the other hand, the U.S. is a declining
power, with serious credibility issues towards former allies
and interests (Afghanistan, Iraq, Syria). In this context, will
the PLA use its air, missile and naval capacities to launch an
amphibious operation across the Taiwan Straits?

COST OF AN INVASION
Though Taiwan includes several islands, the main island
of Taiwan, on which the capital city of Taipei is located,
comprises 99% of its area (36,176 sq. Km.) and the majority
of its 23M population. Taiwan is located 128 Km from the
coast of South-East China and separated by the Straits of
Taiwan. Militarily, the PLA could conduct an amphibious
operation across the straits, preceded with missile, air force
and naval attacks to subdue ROC armed forces.
Even if ROC armed forces were NOT to offer resistance,
it would thereafter be extremely challenging to contain

popular dissent from the 23M residents in urban Taiwan. It
is unlikely that U.S., Japan, Australia and the UK will launch
military operations to protect the independence of Taiwan.
However, there could be near-unanimous condemnation for
the PLA aggression by the world community.
As the PRC is a permanent member of the UN Security
Council, UN sanctions are unlikely; however, non-UN trade
sanctions and even a ban on Chinese shipping to overseas
ports is probable. The PRC had formally acquired Hong
Kong (7.5M) from UK, in 1997. More than two decades later,
the metropolis still reels from popular protests against the
PRC-supported representative government. The economic
impact of these protests has belied expectations from the
otherwise promising international financial capital.
Other port cities like Shenzhen, Guangzhou, Singapore,
and Kuala Lumpur have gained at Hong Kong’s expense. At
this juncture, PRC’s strategic planners are likely to prefer
refraining from opening yet another, and potentially much
larger, popular movement of dissent. The international
condemnation that the PRC would invite could also have

AS US ARMS TAIWAN, CHINA ARMS ITSELF
Annual US foreign military sales to Taiwan under different
presidents vs China’s military spending since
1990, in current US dollars
China military budget (left axis)

US foreign military sales to Taiwan (right axis)
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for a sum of US$ 750M. Also under consideration for sale to
Taiwan are 66 F-16 Block 70 fighter aircraft manufactured
by Lockheed Martin, estimated at US$ 2.4B. Besides BAE
Systems and Lockheed Martin, Boeing Co. and Raytheon
Tech. Corp. have also been beneficiaries of arms sales to
Taiwan.
Vikram Singh is a Senior Advisor for Asia at the United
States Institute of Peace. He has previously served as
a Deputy Assistant Secretary of Defense for South and
Southeast Asia with the U.S. government.

CHINA-TAIWAN MILITARY CONFRONTATION

“

Will China invade Taiwan? Not today. President
Xi cannot make a decision so consequential - and
potentially catastrophic - without significant planning
and preparation. Xi seeks to lock-in his leadership
beyond the traditional two terms at the 20th Party
Congress in late 2022. He probably wants smooth
seas and uncontested control along his path to being
President for Life.For the United States and other
Indo-Pacific powers, including India, prevention is
key. Assuming President Xi extends his reign, strong
alliances and partnerships with cutting-edge military
and technological capabilities will ensure Beijing
remains uncertain about the risks of an invasion of
Taiwan. The same goes for overplaying China’s hand
along the Line of Actual Control with India or in the
South China Sea. Without credible and unified regional
powers standing firm on norms of behavior, China
will be tempted to unilaterally change the status quo
in many areas over the next 10 years. China can be
deterred from the worst of its possible courses of action
if Chinese leaders believe certain moves could spark a
dangerous backlash and possible escalation. Adequate
uncertainty will help ensure that every time Chinese
leaders consider a cross-strait invasion or another major
act of military aggression, they decide, “Not today”.

Taiwan has warned that its armed forces have the right to “self-defence
and to counterattack,”after China sent multiple warplanes across the
median line between the two Asian neighbours

CHINA: Has
claimed Taiwan
through its “one
China” policy since
1949, and has
vowed to bring it
under Beijing’s
rule, by force if
necessary

“

an adverse and long-term impact on the BRI and PRC’s
exports-focused economy. The downsides from an invasion
of Taiwan appear to far outweigh possible gains from
attempting to subdue the belligerent territory, at least, at
this point in time.

BOLSTERING ARMS SALES?
Admiral Davidson’s remarks to the Senate Armed
Services Committee, which sparked fears of an imminent
PRC assault on Taiwan, were professional reflections
of new realities on China’s Eastern seaboard. It grimly
acknowledges to the Taiwanese people; the U.S. may no
longer be able to prevent a PLA assault on Taiwan. If the
U.S. cannot protect Taiwan, what is the next best thing it
can do? It can help Taiwan to protect itself by improving its
defence capacities. Estimates suggest that since 2015, Uncle
Sam has sold US$ 23B worth of arms to Taiwan.
In fact, selling arms to Taiwan has been a cornerstone
of U.S. policy for successive Presidents (both Democrat
& Republican), from Jimmy Carter (1977-81) to Donald
Trump (2017-21). Currently, the U.S. State Department
has approved the sale of 40, 155mm M109-A6 Medium SP
Howitzer Artillery systems manufactured by BAE Systems

Source: Financial Times, Reuters, U.S. Department of Defence
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Assessment
Provocative PLA military manoeuvres in the Straits of
Taiwan assist in keeping pro-independence political
leaders in Taiwan, in check. It also creates the optics to
encourage more U.S. arms sales to Taiwan.
If, inadvertently or with hawkish deliberation, the PLA
does launch an amphibious operation to capture Taiwan,
they would probably succeed. However, attempting to
subdue the 23M citizens of Taiwan will certainly turn out
to be a law & order nightmare for Chinese security forces.
Of more significance, PRC offensive action in Taiwan is
likely to polarise the world into anti-China and pro-China
groups; and a new Cold War. It would be more beneficial
to mankind as a whole if the current crisis, like other
Taiwan crises in the past, subsides with PLA sabre rattling
and some more U.S. arms to Taiwan.
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CHINKS IN ASIA’S ARMOUR
Asia is buffeted by a wave of security challenges, which makes it imperative for India to be at the forefront of
a global concert of nations that ensures lasting stability.
M K Narayanan is a former National
Security Adviser of India & a former
Governor of West Bengal.

A

cross the world what we witness today is an intense
debate on the vagaries of global politics. What
is most apparent, however, is that a ‘rules based
international order’ hardly exists. The 21st century in many
ways appears quite adrift compared to the final years of
the previous Century. Nothing symbolises this better than
the situation that exists in Asia. In many ways, Asia today
resembles 18th Century Europe, with nations being wracked
by geopolitical rivalries and working at cross purposes with
each other.
The role of China is particularly important in this
context, for it appears to have emerged as a major disrupter
of the existing order, challenging existing rules governing
international politics. Militarily, China is second only to
the U.S. and is openly challenging U.S. supremacy in stateof-the-art weaponry.In the Indo-Pacific, the Chinese Navy
appears well positioned to checkmate even the U.S. The
result has been a series of new alliances and pacts in Asia
and in the wider Indo-Pacific region, such as the QUAD and
the AUKUS. The shambolic nature of Asian security is well
demonstrated by the situation that exists in Afghanistan
today.
Countries in the region, especially democracies like
India, have every reason to feel concerned over recent
developments in this country. Meanwhile, the intensification
of the China-Taiwan rivalry of late raises the spectre of a
major global conflagration in Asia, embracing super powers
such as the U.S. (and its close NATO allies) and China, apart

U.S. priorities appear to change with every
new administration, in contrast to China
which seems able to keep going ahead and
ensure that most Asian nations remain
in its thrall, apart from sending a warning
to countries further afield. The question
uppermost in Asian minds is whether the
U.S. today is willing to ‘bite the bullet’
and ‘walk the talk’ when it comes to a
confrontation with China.
from other countries in the vicinity. It is clearly evident that
China is the common factor in most conflicts in Asia today.

THE INDIAN DILEMMA
From an Indian standpoint, the two most serious issues
of concern for it are its immediate neighbours - Pakistan
and China. One is the legacy of the erstwhile British Empire
and its imperialist priorities, while the other is of relatively
recent origin. While India has fought three-and-a-half wars
with Pakistan (excluding the simmering proxy war waged
through its proxies since the late 1980s), its tensions with
China erupted in the late 1950s, following the backstabbing
incursions of the PLA in 1962.
These tensions continue to fester, leading to sporadic
border skirmishes and frequent sabre-rattling. Since 2020,
the Line of Actual Control (LAC) with China in Ladakh has
become a ‘hot’ border. Currently, the two largest nations

CHINKS IN ASIA’S ARMOUR

of Asia, India and China, are in a state of (undeclared)
confrontation. They share several thousand kilometres of
an undefined, un-delineated (and contentious) border and
have an uneasy relationship at best. This is now threatening
to turn into an ugly conflict in the wake of China’s
unprovoked aggression in the Galwan Heights in Eastern
Ladakh in the spring of 2020.
Both sides have substantially increased their military
presence in this region, as also in many other sectors of
the border.Among Asian nations, India is, perhaps, the
only country that appears to have properly comprehended
China’s plans and the strategic imperatives behind China’s
Belt and Road Initiative (BRI), and has refused to become a
part of it. Today, many countries of Asia are not only willing
to acquiesce in China’s moves but have also ceded ground
to China in return for economic and other favours. India’s
warm relationship with many of the countries in the region
that are at the receiving end of China’s aggressive behaviour
– and its own heightened tensions with China –make it a
prime candidate to play a lead role in countering China.
India also has the moral authority to secure the backing of
most Asian countries - with the sole exception of Pakistan for any such endeavour.

THE INDO-PACIFIC PIVOT
Checkmating China’s expansionist ambitions is crucial
for the future of Asia, if not the world. There have been
periods in the past when the U.S. has uttered brave words
about the need to counter China whenever Sino-U.S.
rivalries seemed to escalate– the ‘U.S. pivot to Asia’ at the
turn of the Century is one of them. However, U.S. priorities
appear to change with every new administration, in contrast
to China which seems able to keep going ahead and ensure
that most Asian nations remain in its thrall, apart from
sending a warning to countries further afield. The question
uppermost in Asian minds is whether the U.S. today is
willing to ‘bite the bullet’ and ‘walk the talk’ when it comes
to a confrontation with China.
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will, however, depend on the implementation of their plans.
Given the recent brouhaha between France, and the U.S.,
UK and Australia, there is a real concern in Asia whether the
new arrangements will indeed achieve the signal purpose of
restricting and containing China.

PERPETUALLY ON THE BOIL
As far as Afghanistan is concerned, Taliban’s ability to
govern its disparate sections, even though it has achieved
control as of now, is a question that begs an answer. After
weeks of dilly-dallying, it had announced a government
consisting solely of Pashtuns and have since expanded it to
include certain other tribes like Tajiks, Hazaras and Uzbeks.
The result sheet of two decades of foreign intervention
in Afghanistan has essentially been negative. None of the
objectives sought to be achieved by the U.S. and NATO-led
intervention have been achieved. The primary objective
of U.S. intervention in Afghanistan, viz., to destroy terror
networks such as Al Qaeda, for instance, has not happened.
The Al Qaeda network, far from being destroyed, has
returned in force. It is, perhaps, stronger today. Newer
outfits such as Daesh, the Islamic State as well as ISIS-K,
have lately made their presence felt across the region. Can
the Taliban ensure stability in Afghanistan? This remains
highly doubtful. There are too many contrary influences
at work. Apart from the fact that Afghanistan is hardly a
country as understood in modern times, it has never been in
the nation’s DNA to accept centralised authority.
What is, perhaps, of even greater concern for countries
in its neighbourhood is that the newly constituted Afghan
Government comprises several individuals who figure in
terror lists worldwide, including that of the United Nations
and countries like the U.S. Also not to be underestimated is
the strong possibility of an internal power struggle between

MAP EXPLAINER AFGHANISTAN

Their concerns are real, given the historical events of
recent decades. Since Vietnam, the U.S. has seldom stood
its ground when situations warranted it - Afghanistan
being the latest example. It appears that other than India
and possibly Vietnam, few Asian nations demonstrate a
willingness to stand-up to China. Another question that
warrants an answer today is whether arrangements such as
the Quadrilateral Security Dialogue (QUAD) and the very
recently established Australia-United Kingdom-the United
States (AUKUS) partnership mark a new beginning and a
determination on the part of the U.S. to counter China.
If so, it would necessarily take U.S.-China rivalry to a
new high, with major consequences for the future of the
region. A distinction has, however, to be made between
QUAD and AUKUS. The former is essentially a plurilateral
grouping that has many other facets, apart from security.
The AUKUS, on the other hand, is essentially a security
pact. Many countries in the region, India included, would
welcome a display of determination and direction on the
part of the U.S. The true success of these new groupings

Source: UN, IMF, Central Statistics Office Afghanistan
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its two main strands, viz., The Quetta Shura and the Miran
Shah Shura controlled by the Haqqani network, which
is linked to Pakistan. It could result in endemic violence
along tribal fault lines leading to disastrous consequences,
not only for Afghanistan but for the Asian region, and in
particular, South Asia.

THE GREAT GAME ONCE AGAIN
The geopolitical impact of the Taliban takeover in
Afghanistan is only beginning to unfold. It is, however,
unlikely to enhance peace in the Asian region or even beyond.
As of now, what is apparent is that different countries are
responding to the Taliban in different and diverse ways,
based on their individual calculations. This is very different
from the situation that prevailed in the 1980s and the 1990s
when the Taliban were completely isolated, and Pakistan
was its sole benefactor. Today, China is apparently willing
to risk dealing with a Talibanised Afghanistan, given its
mineral wealth and strategic location.
This, notwithstanding the fact that China is deeply
concerned about the possible links between the Taliban and
its Uighur minority. Russia, for its part, has not shunned
a Taliban Afghanistan, partly because it has been in touch
with the Taliban in recent years and in the backdrop of
its Eurasian ambitions. This newfound affinity for the
Taliban is not confined to the major powers only. Quite a
few nations of West Asia – including it would seem Iran –
also seem to display a willingness to have dealings with a
Taliban-led Afghanistan and are finding ways and excuses
to do so. Pakistan is the one nation, though, that has openly
welcomed the Taliban takeover.
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alone, the matter is serious enough for all concerned nations
to try and attempt establishing a Global Concert, like the
Concert of Europe in an earlier Century. This alone can
provide a degree of stability to the region.
Current rivalries like that between the U.S. and China,
the U.S., and the Soviet Union, and among certain other
countries of the region and beyond, must not be allowed to
stand in the way of creating such a Global Concert. Nations
in Afghanistan’s neighbourhood, such as India, which have
long-standing links with Afghanistan, must be involved in
this effort. Setting up a new concert of nations of this kind
would, however, demand both ideological diversity as well
as strategic accommodation. Overcoming the odds is not
going to be easy, but every effort must be made to achieve
this objective.

CONCLUSION
Impermanence appears to be the only constant in today’s
shifting milieu. Within this universe the rise of China is
possibly the only constant. Meantime, many new wars are
occurring across Asia and North Africa and despite certain
breakthroughs such as the Abraham Accords (in West
Asia), these have not had any sobering impact on the extant
situation. Not only Asia, but the rest of the world is also
witnessing intensifying polemics, sharpening of differences
between autocracies and democracies and the emergence of
growing authoritarian tendencies. All this belies hopes of a
better New World Order.

FRESH ROUND OF TERROR?
This time around, with Jihadists worldwide feeling
electrified by the Taliban’s latest success, the concerns of
regional countries are even deeper than in the 1980s and
1990s. India, for instance, is worried that it may well have
to deal with not only the Lashkar-e-Taiba and the Jaish-eMohammed, but many newer terror variants such as the
Islamic State, especially the ISIS-K. Adding to the terror
threat is the danger posed by drugs, especially Opium. The
drug route from Afghanistan via other Asian nations has
been revived.
For the cash-strapped Taliban, the opium trade could
prove an easy means to raise funds. This would pose a
global threat of no mean magnitude. The world should,
therefore, take note of the gravity of the situation posed
by the Taliban takeover of Afghanistan. Afghanistan is, in
every sense, a South Asian tragedy. Even as the U.S. retreats
from Afghanistan, there is a growing body of nations in the
West that is, however, seeking to impose a Western solution
to what is primarily an Asian problem, or more precisely, a
South Asian problem.
This would be extremely short-sighted. However, it
is a fact that the impact of the latest developments in
Afghanistan, and more precisely the presence of Talibanised
Afghanistan, will be felt across the globe. For this reason

Source: News Reports
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A MODEL FOR BUSINESS
SUSTAINABILITY

O

ver the past three decades, Dynamatic Technologies
has built a global Aerospace, Automotive and Hydraulic
business, with manufacturing plants located in India,
Germany, UK and USA. It serves marquee global customers like
Airbus, AUDI, Bell Helicopter, BMW, Boeing, Daimler, Dassault,
Hindustan Aeronautics, John-Deere, Mahindra, Porsche, Tata,
Terex and VW Group on a single source basis. Dynamatic
Technologies is now the world’s leading manufacturer of
Hydraulic gear pumps for agricultural tractors and of FlapTrack-Beam assemblies for commercial jets. It also produces
complex castings for leading car OEMs.
The pandemic was a perfect storm for most companies,
especially those with global supply chains. In addition to
supply-side constraints, Dynamatic faced a steep reduction
in sale of its products to commercial aircraft manufacturers
and passenger car OEM’s. To sustain itself the company took
various steps to protect its People, Customers, Suppliers
and Business. Working closely with scientists at the Indian
Institute of Science, Bangalore, Dynamatic established biosafety protocols with regular RT-PCR testing of all employees
from March 2020 onwards at its own Biosecurity laboratory.
Working closely with the Government, the company
demonstrated that safety could be maintained at work with
strict protocols. The state governments of Karnataka and
Tamil Nadu both declared the Aerospace/Defence Industry
as essential services, allowing Dynamatic, its peers and the
entire supplier ecosystem in these critical southern states to
continue operations while the rest of the country was under
a strict lockdown. With the fires of COVID-19 burning all
around, strict protocols at Dynamatic enabled it to minimize
infection rates and continue running all plants.
The company was able to maintain continuity of supply to
all its global customers, and in fact was able to build safety stock
during this period. Dynamatic worked closely with Government
of Karnataka, Bangalore City Police and with local hospitals to
provide onsite vaccinations to 100% of its employees, spouses
and all employees within the extended supply chain. A big

“We are committed to delivering a
sustainable Triple Bottom Line,” says
Udayant Malhoutra, CEO of Dynamatic, “the
health and safety of our People and Planet
are as much on the radar as profitability of
our business.”
focus was made on air filtration and decontamination, as well
as on increasing ventilation in all its buildings, with extensive
use of HEPA filters, UV sterilization and plasma technologies.
Outgoing products were UV-sterilized for customer safety.
Given the sharp decline in sales of commercial aircraft,
Dynamatic quickly pivoted to accelerate production and
deliveries to its defence customers. This not only protected
jobs, but also reduced delivery lead-times to these customers.
During this period the company successfully divested its
non-core foundry business in India which was focussed on
Automotive IC-engine castings. This freed up capital for
investment in its Aerospace and Hydraulics businesses to ramp
up and take advantage of growth in the post-COVID economy.
A large and valuable company-owned parcel of land in
Coimbatore that generated wind-power for the foundries, will
become part of the Southern Defence Industrial Corridor, and
the company’s new Aerospace facilities are being powered by
roof-mounted solar panels. “We are committed to delivering a
sustainable Triple Bottom Line,” says Udayant Malhoutra, CEO
of Dynamatic, “the health and safety of our People and Planet
are as much on the radar as profitability of our business.”
Airbus has selected Dynamatic Technologies from over 12,000
suppliers for the Airbus Global Supplier Award at the Airbus
Virtual Supplier Conference held on the 29th of October 2021,
for its efforts on providing 100% delivery, sustained thinking,
safety implementations and practices during the COVID-19
pandemic.
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A MISSED OPPORTUNITY?
As RCEP reaches the threshold of its final fructification, the debate in India centres around the wisdom of
walking out of this deal at the penultimate moment.

R E S E A RCH

T E A M

T

outed to be the largest trade deal in the world, the
Regional Comprehensive Economic Partnership
(RCEP) is all set to take effect from 1 January 2022.
With Australia and New Zealand ratifying the agreement,
it has reached the critical mass of six ASEAN and three
non-ASEAN countries required for the provisions to enter
into force. Covering a market of 2.2 billion people, the
partnership encompasses almost a third of the world’s gross
domestic product (GDP).
In fact, it is bigger than other regional trading blocs
such as the European Union (EU) and the United StatesMexico-Canada Agreement (USMCA). It is also the first
economic partnership that brings together China, Japan and
South Korea, subject to the instrument of ratification being
deposited by Seoul. Going forward, it remains to be seen
if this regional arrangement bolsters trade volumes and
economic integration within the RCEP. India’s decision to
stay away from the group, in particular, will continue to be
debated as the impact of tariffs reduction and trade linkages
become more visible over the coming months.

TAILWINDS FOR GROWTH
Efforts to establish the world’s largest free trade
agreement had been in the works for quite some time. As
can be recalled, the first initiative was taken in November
2011 during the 19th ASEAN Summit in Bali. At the time,
the RCEP had been envisioned as a partnership for
“progressively eliminating tariff and non-tariff barriers on
substantially all trade in goods”.

Given the pervasiveness of public subsidies
and state-owned enterprises in China, this
is likely to upset the level-playing field
between RCEP members, with trade deficits
ballooning instead of deflating.
Following this, substantive negotiations were undertaken
by countries in the Asia-Pacific, including 10 ASEAN
members (Brunei Darussalam, Cambodia, Indonesia, Laos,
Malaysia, Myanmar, the Philippines, Singapore, Thailand
and Vietnam) and six non-ASEAN states (Australia, China,

V.S. Seshadri, I.F.S (Retd.) is a Senior Fellow for
International Trade with the Delhi Policy Group, Synergia
Roundtable on ‘RCEP and the Road Ahead’, 2021.

“

RCEP is here to stay. The last time India got into an
FTA was in 2011, which was far too long ago. Now,
while negotiating with Australia and the UK, India needs
to have a negotiating strategy and do it better this time
around. India also must infuse more confidence in the
industry and see if we can implement the existing FTAs
better. All this cannot be done without exports going up
significantly, and that is something India needs to pay a
lot of attention to.

“
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Rajiv Sikri has served as a Secretary with the Ministry
of External Affairs, India. In this capacity, he had overall
responsibility for India’s relations with East Asia, ASEAN,
the Pacific region, the Arab world, Israel, Iran and Central
Asia. Earlier, he was Special Secretary for Economic
Relations, supervising foreign economic relations.

“

After careful consideration, India took the decision
to stay out of the RCEP as we are increasingly
worried about India’s growing trade deficit with China
and unhappy with the working of the existing Free Trade
Agreements (FTAs) and Comprehensive Economic
Cooperation Agreements (CECAs) with countries that
are part of RCEP.
Entering into FTAs is as much a political as an economic
decision. When India signed FTAs/CECAs with ASEAN
and East Asian countries of the region a decade or
more ago, we had hoped that opening up our market
would consolidate our ties with these countries, spur
our domestic industry to become more efficient and
competitive, draw in foreign investment, and give a fillip
to our exports of goods and services. Our expectations
have not been met.
India’s trade deficit with the RCEP countries has
grown. China, both directly and via ASEAN, has deeply
penetrated the Indian market, hollowing out many
domestic industries. The RCEP countries account for
about 70% of India’s overall trade deficit. As relations
with China have sharply deteriorated since 2020, the
government has taken a policy decision to restrict trade
and investment with China. If India were to join the
China-dominated RCEP it would open the doors for
China to penetrate the Indian market even more deeply,
which is politically and strategically unacceptable to
India. It also goes against the government’s policy
of Atmanirbharta and ‘Make in India.’ Thus, the
considerations behind our decision to stay out of RCEP
are even more relevant today.
It is not that India is shutting the doors to all FTAs.
It is just that now we are looking at a different set of
countries for possible FTAs. These include Australia,
UAE, Israel, GCC, European Union, UK and Canada.
ASEAN and East Asia no longer have the same salience
in our foreign policy as they did a decade or two ago. It
is noteworthy that today the RCEP signatories appear
to need India more than the other way round, as they
have kept the door open for India to join RCEP at a
later date. India needs some time to fix its domestic
problems before it can think of joining RCEP.

“

India, Japan, Korea and New Zealand). Eventually, the
partnership was finalised in 2019, with fifteen countries
signing the agreement. India was the sole outlier, choosing
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to stay away from the regional bloc on economic and
political grounds.
By virtue of the RCEP deal, a framework has now been
put in place to lower trade barriers and secure improved
market access for goods and services. The aim is to create
an integrated market that is mutually beneficial to the
participating countries, with 2014 as the ‘base year’ for any
tariff reductions. For instance, China has agreed to cut its
average tariffs from 9.4% in 2014 to 1.2% by the 10th year of
implementation.
Besides tariff reductions and eliminations, the pact
has also provided for quota reforms, simplified customs
procedures, less costly rules of origin, harmonisation of
standards and a robust environment for trade in services.
This may boost investor sentiment in the long run, with
a large chunk of the trade volumes shifting towards East
Asia, away from the West. China, Japan, and South Korea, in
particular, are likely to gain the most, given their outsized role
in trade as well as their existing list of top-tier multinational
corporations (MNCs). More broadly, the RCEP is expected
to be an engine for growth as economies in the region seek
to recover from the ravages of the pandemic.

TEMPERING EXPECTATIONS
Despite such perceived benefits, the RCEP has attracted
its fair share of sceptics. Many of them point out that the
tariff and quota reform measures enumerated under the
partnership framework are not that revolutionary, as a large
number of the signatories have already committed to higher
levels of trade liberalisation through the Comprehensive
and Progressive Agreement for Trans-Pacific Partnership
(CPTPP).
Even outside the CPTPP, the tariffs are not very high
for several export/import categories. For instance, Japan’s
single largest export to China is machinery, for which the
highest tariffs are merely 10 per cent. Similarly, Australia’s
main export to China is iron ore, which is already tarifffree. Given this reality, the actual value accruing from tariff
reduction measures need to be subject to careful evaluation.
Some experts point out that the actual gains would have
been much more if India were a part of the agreement,
as its tariffs are generally higher than most other RCEP
countries. However, New Delhi has opted to stay away
for now, drastically diminishing the average reduction in
tariffs. Moreover, the trade deal has been criticised for not
addressing issues relating to competition and state-owned
enterprises in the agriculture and service sectors.
In countries like China, Japan, and South Korea, for
example, domestic players are said to be entrenched in
several service sectors such as air transport or engineering
due to extant government policies. Without tackling this
issue, the purported benefits of liberalisation may remain
confined to paper. Finally, China’s outsized position in
the regional and global economy has been cited as a cause
for concern, as it may automatically translate to certain
supply chain disadvantages for other smaller economies.

A MISSED OPPORTUNITY?

Currently, the RCEP rules do not require member-states to
make any changes in relation to their domestic subsidies or
government industrial policies.
Given the pervasiveness of public subsidies and stateowned enterprises in China, this is likely to upset the levelplaying field between RCEP members, with trade deficits
ballooning instead of deflating. In fact, the RCEP has been
portrayed as a major impetus for China’s state-managed
capitalism, threatening to constrain the relocation of value
chains. It is also viewed as a geopolitical victory for the
Dragon, given the U.S.’ non-participation in the CPTPP and
India’s withdrawal from the RCEP accord.

TIME FOR A RETHINK?
As far as New Delhi is concerned, it is convinced that
the decision to opt-out of the RCEP was the right one.
Citing its existing trade deficits with China and other RCEP
countries, the South Asian giant had apprehended a flood
of cheap imports into its markets, which would harm its
local producers. In fact, its previous interactions with FTAs
in East Asia had proven to be a sobering experience for
the country, as it brought in little-to-no-benefits. The high
incidence of anti-dumping investigations against Chinese
exports only exacerbated these concerns.
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part of global value chains. Domestic companies will be
incentivised to become more competitive, thereby pushing
the country’s reform efforts even further.
This, in turn, can attract greater foreign investments
to the country.By not joining the RCEP, the country has
lost out on this opportunity to reap benefits and shape the
emerging trade architecture. Moreover, strategic analysts
argue that New Delhi should be a part of well-defined
agreements like the RCEP to prevent unfair behaviour by
Beijing. If the latter deepens its share in the East and SouthEast Asian markets through the RCEP, this will only curtail
India’s market access even further. According to experts, the
way to reduce China’s dominance is not to move away from
it but to be a participant in formations that include it. At the
end of the day, it is important to strike a balance between
the containment of and engagement with the Dragon.

15 COUNTRIES SIGN RCEP, WORLD’S
LARGEST TRADE DEAL

Although India had pressed for an auto-trigger
mechanism that would allow it to raise tariffs when imports
crossed a certain threshold, the RCEP did not provide any
such protection. Making matters worse, the country entered
into a border standoff with China at the Line of Actual
Control (LAC) in May 2020, rendering it politically difficult
for the two neighbours to engage through RCEP. Market
access was another sticking point. India was concerned that
the partner countries might resort to non-tariff barriers,
preventing it from increasing its own exports.
This was particularly true for trade in services, where
the liberalisation commitments made by RCEP members
was perceived to be inadequate. In particular, the lack of
concessions for the cross-border movement of professionals
was a bone of contention, given that many of India’s IT
exports were predicated on the same.Others, however,
point out that India would actually benefit from joining the
partnership, as it will have the opportunity to be an integral

Source: VGP
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Kishan S Rana is a retired IFS Officer. He has formerly
served as an Ambassador to Algeria, Czechoslovakia,
Kenya, Mauritius, and Germany.

“

How can India justify its place at the top table and earn
for itself if we do not deal with the world? One value of
RCEP is that it would have forced us to back track from
our protectionist tendencies. India is one of the most
protected markets in the world. But is that the path to
growth?

As the RCEP comes into force in January 2022, all eyes
will be on the region to see if ASEAN member states
become more vulnerable to Chinese power and coercion.
The absence of balancing powers like the United States or
India makes it an effective forum for Beijing to enhance
its presence in the Asia-Pacific region.
For India, it will be critical to avoid a ‘protectionist’ image,
as it stays away from one of the biggest regional trade
blocs in the world. It remains to be seen if the ongoing
FTA negotiations with partners like the U.K., Australia,
European Union or the Gulf Cooperation Council
(GCC) materialise in the immediate future. A successful
culmination of these deals would make for good optics
and make up for the last-minute exit from RCEP.

“
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SHADES OF LIBERALISM
Insistence on an arbitrary division between liberalism and illiberalism obscures the inconvenient truth that a
range of alternatives exists between these ideological poles.
Krishnan Srinivasan is a member of the
Advisory Board at Synergia Foundation & a
former Indian Foreign Secretary.

T

wo noteworthy books, Rudrangshu Mukherjee’s
Twilight Falls on Liberalism and David Runciman’s
How Democracy Ends, predict a bleak future for
democracy and liberalism. Mukherjee calls ours ‘the
worst of times’, when the values of freedom of speech and
dissent, tolerance and respect for institutions of democracy
are under attack, while Runciman contends that voters
everywhere distrust their elected representatives.

Liberalism is prone to transform when
associated with power, and becomes ‘the
first victim in a perceived crisis’.
and pluralism should prevail. Yet the individual was
threatened by the tyranny of the majority: in the tension

THE MATRIX
A lot of people have moved here

Western democracy – the flagship model – has ceased to
work and failed to deliver, and is headed for a long-drawn
out demise. It has become ‘civil war without the fighting’,
and managed to prolong its career only through widening
the franchise, empowerment of women, LGBT rights and
so on, but could come to a close as a result of nuclear war,
climate change, the prevalence of evil like the Islamic State,
or the malign intrusion of Artificial Intelligence.
He regards the three alternatives to liberal democracy
as pragmatic authoritarianism, epistocracy and liberated
technological transformation; the first two have advantages
over present-day democracy in terms of rapid economic
growth, and the third is yet uncharted territory. Liberalism
harbours contradictions; embedded in liberalism are liberty,
equality and freedom from coercion; the autonomous
rational individual’s right to life and property and the right
to resist unjust authority.
The role of government was to be minimal and its
legitimacy based on consent and trust; mutual toleration
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between majority rights and individualism, liberalism was
situated in conflict with democracy. Liberalism is prone to
transform when associated with power, and becomes ‘the
first victim in a perceived crisis’.
Emphasis on the individual could lead to anarchy, and
the benefits of freedom and liberty reduced to the level of
the individual could reduce liberty. Not every democracy
is liberal and not every theoretically liberal society is fully
democratic. Many democracies are liberal in economic
matters and illiberal when it comes to social issues.

partisan media also have much to answer for, in using
expressions that have no place in a people’s democracy, like
anoint, throne, crown and ruler for election winners.
Bangalore historian Ramachandra Guha was prevented
from assuming a professorial post at a Gujarat university by
bigoted right-wing Hindus, and in the American University
of Virginia two Visiting Fellows were boycotted and forced
to resign because they had briefly served in Trump’s White
House. The conclusion is that liberal bigotry is as pernicious
as illiberal fundamentalism.

In the European Union, the self-styled epitome of liberal
democracy, Prime Ministers Viktor Orban of Hungary,
Matteo Salvini in Italy, and Mateusz Morawiecki of Poland
have earned the ire of the EU for arbitrary behaviour and
challenging the dirigisime of Brussels.

LIBERTY THROUGH THE AGES

Outside Europe, leaders like Narendra Modi in India,
Recep Erdogan of Turkey, Rodrigo Duterte in Philippines,
Jair Bolsonaro of Brazil and Donald Trump of USA are
described as ‘populist’, an appellation amorphous and
undefined, and applied to those legitimately elected – some
on numerous occasions and immensely popular in their
own countries – but who displease the secular intelligentsia.
Insistence on an arbitrary division between liberalism
and illiberalism obscures the inconvenient truth that a
range of alternatives exists between these ideological poles.
Not since the 1930s has Europe’s political stability and
democratic consensus been under greater stress. Britain has
become a liability, preoccupied as it is with the outcome of a
mutually damaging Brexit process.
Liberalism and liberal democracy are multi-faceted and
relatively modern political phenomena whose historical
longevity should not be taken for granted. Imperialism and
the priorities of empire were a travesty of liberal universalist
pretensions, and the last century saw the outburst of
violence, inequality, racism and single-party domination
with little opposition other than moral outcry.

Marcus Aurelius – “A polity in which there is the same law for
all, a polity administered with regard to equal rights and
equal freedom of speech, and the idea of a kingly
government which respects most of all the freedom of the
governed.”
Thomas Hobbes – “A free man is he that in those things
which by his strength and wit he is able to do is not hindered
to do what he hath the will to do.”
John Locke – “In the state of nature, liberty consists of being
free from any superior power on Earth. People are not under
the will or law-making authority of others but have only the
law of nature for their rule. In political society, liberty consists
of being under no other law-making power except that
established by consent in the commonwealth. People are free
from the dominion of any will or legal restraint apart from
that enacted by their own constituted law-making power
according to the trust put in it.”
John Stuart Mill – “That the only purpose for which power
can be rightfully exercised over any member of a civilized
community, against his will, is to prevent harm to others. His
own good, either physical or moral, is not a sufficient warrant
... Over himself, over his body and mind, the individual is
sovereign.”
Isaiah Berlin – a) Positive Liberty “What is the area within
which the subject — a person or group of persons — is or
should be left to do or be what he is able to do or be,
without interference by other persons?” b) Negative Liberty
“What, or who, is the source of control or interference that
can determine someone to do, or be, this rather than that?”

Post-1990 there was an attempt at universalisation
of western liberal democracy as the final form of human
government but the western cheerleaders for democracy,
individual human rights and liberalism trampled underfoot
the sovereignty of states guaranteed under the United
Nations in order to effect regime change in countries like
Iraq and Libya, with catastrophic outcomes.
The Enlightenment that promoted truth through
reason and gave rise to liberal values inspired the western
urge to bring these values in an expeditionary manner to
unenlightened parts of the world, but these impulses to
build utopia of equality, liberty and fraternity stopped short
at allies where strategic partnerships are deemed more
important than liberal values.
In India, politicians have entrenched themselves in
extreme attitudes and lowered the rhetoric of political
discourse to unprecedented depths; no merit is ever seen
in the actions of those of a different political persuasion,
and those who call for greater rationality are derided. The
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SCALING THE 6G PEAK
With the rollout of 5G in full swing, the race to 6G has already begun, promising still greater AI, edge
computing and extended reality (XR) services.
Mary Kavita Dominic is a Policy Research
Associate with the Synergia Foundation. She
is a Rhodes Scholar from Oxford University.

M

ore than four decades have passed since the
first generation (1G) of cellular technology was
launched in Japan. Deployed by Nippon Telegraph
and Telephone (NTT), it had firmly put the world on the
path of affordable and all-pervasive mobile telephony. Now,
the fifth generation of mobile standards (5G) is being rolled
out globally, promising to deliver higher speeds, lower
latency and a more widespread network access.
According to reports, the number of global 5G
subscribers could touch 1 billion by the end of 2022, with
technologies like the millimetre-wave spectrum and
beamforming facilitating speeds of up to 10,000 Mbps. At
present, however, the focus is primarily on smartphones
in public networks, while private networks, the Internet of
Things (IoT) and ultra-reliable low latency communications
(uRLLC) are yet to go mainstream.
As of June 2021, 58 countries have deployed 5G
networks, most of which are concentrated in the Americas
and Europe. Large swathes of Asia have also made progress
in this area, with China stealing a march on others. As far as
India is concerned, its auction procedures for 5G airwaves
are expected to commence in the second quarter of 2022.
However, even as this process of commercial deployment
is ongoing, industries are looking at options beyond 5G.
The demand for connectivity has increased at such an
exponential rate that research on the sixth generation of
cellular networks (6G) has already begun.

As far as speed is concerned, it is estimated
that 6G will deliver one terabit per second,
which is a thousand times faster than most
fibre optic packages or home internet
networks today. This would mean that an
average user can download more than 140
hours of movies in just one minute!
A TENTATIVE FRAMEWORK
Currently, 6G is still within the realm of theory. The
research and development process is too premature for us
to derive any concrete information about its technological
capabilities. However, it is largely envisioned as an internet
and communications standard that will serve as a successor
to 5G, with better bandwidths facilitating instantaneous
communication between consumers, devices, vehicles, and
the surrounding environment. Early predictions indicate
that the 6G era will be characterised by advanced levels of
automation and connectivity.
Higher-frequency radio bands are expected to be
employed, which will ensure better speeds and lower
latency. Meanwhile, telecom companies are projected to
favour a flexible and decentralised model, where local
spectrum licensing, spectrum sharing, and infrastructure
sharing become the norm. In other words, the connected
devices may act as antennas with the help of artificial
intelligence (AI) and edge computing, which frees them
from the control of a single network operator. As far as
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speed is concerned, it is estimated that 6G will deliver
one terabit per second, which is a thousand times faster
than most fibre optic packages or home internet networks
today. This would mean that an average user can download
more than 140 hours of movies in just one minute! Even
the spectral efficiency is touted to be two times better than
5G, allowing a large number of users to access advanced
multimedia services instantly and simultaneously. With
respect to latency, 6G is expected to reduce it to less than
0.1 milliseconds, thereby boosting the functionality and
performance of delay-sensitive applications like remote
surgeries or emergency response services. At the end of the
day, however, the standard for 6G will be determined by
the International Telecommunications Union (ITU). The
only certainty is that developers will aim for better speed,
accuracy, and ubiquity, with every passing generation.

POTENTIAL USE CASES
As can be recalled, the 2G and 3G eras had emphasised
more on human-to-human communication through voice
and text. Meanwhile, 4G had heralded a fundamental shift
in the consumption and transfer of data, offering standard
services like video streaming, online gaming, etc. Not
surprisingly, the current 5G revolution has trained its focus
on the Internet of Things (IoT) and industrial automation
systems. In this context, it is but natural to investigate
the potential use cases of 6G. Firstly, it is anticipated that
6G will advance applications like drones, autonomous
vehicles or smart factories, which have already gained
traction under 5G. Technologies like AI and advanced edge
computing can be leveraged to keep these functions running
smoothly while also harnessing record-fast internet speeds
and instantaneous latency. Unlike 5G, AI applications are
expected to be embedded into the design of 6G networks,
thereby helping telecom companies to improve their
operational efficiency.
Secondly, 6G networks may blur the line between
cyber and physical spaces completely, allowing for a more
immersive experience for users. According to a 2019 white
paper on 6G wireless systems (written by Walid Saad, Mehdi
Bennis and Mingzhe Chen), smartphones will be discarded
in favour of wearable devices like headsets, glasses, contact
lenses or other implants that can take direct sensory inputs.
This integration of the human brain with computers,
which allows the latter to support real-time thought and
action, has been termed the ‘teleportation of senses’ or
‘mind computing’. Such immersive and human-centric
applications acquire special relevance, given the recent buzz
around metaverses, extended reality and virtual economies.
Finally, the purported speed and precision of 6G can
enable more advanced technologies and robotic procedures
in industrial applications like specialised manufacturing. The
negligible amount of lag between queries and processing can
also be useful for data-intensive applications like pervasive
edge intelligence, holographic rendering or online gaming.
However, 6G standards are not expected to be rolled out
any time soon. Given that the gap between early research
phases and commercial deployment for past generations

19

of cellular technology has averaged around ten years, it is
expected that 6G will be launched only by 2030. Till then,
governments and companies will have to focus their efforts
on building 5G infrastructures, which can eventually set the
stage for 6G networks.

REQUIREMENTS FOR 6G WIRELESS
TECHNOLOGY
Extreme High
Data Rate/Capacity

Extreme Low
Latency

Peak data rate >100Gbps
exploiting new spectrum bands
>100x capacity for next decade

Extreme Coverage
Gbps coverage
everywhere
New coverage
areas, e.g.,
sky (10000m) sea
(200nm), space, etc.

E2E very low latency <1ms
Always low latency

6G
eMBB

5G

URLLC

mMTC
New combinations
of requirements
for new use cases

Extreme Low
Energy & Cost

Affordable mmW/THz NW & devices
Devices free from battery charging

Extreme High
Reliability

Guaranteed QoS
for wide range of
use cases (upto
99.99999%
reliability)
Secure, private,
safe, resilient,...

Extreme Massive
Connectivity

Massive connected devices
(10M/km2)
Sensing capabilities &
high-precision positioning
(cm-order)
SYNERGIA FOUNDATION

Assessment
Although it may seem that the 6G revolution is still a
long way off, the constant pursuit of innovation by tech
entrepreneurs is likely to accelerate this process. Research
facilities in China, Europe, Japan, South Korea, Russia and
the U.S. are working overtime on this technology. Even the
Indian government has formed a technology innovation
group on 6G, besides exploring a digital partnership with
Finland.
The process of 6G design and standardisation will
come with its own challenges. Given that it will support
high computation and massive amounts of real-time
information, it will require an uninterrupted power
supply. In fact, many of the 6G devices are expected to be
battery operated. This portends an escalation in energy
usage and manufacturing, which can be devastating for
the environment unless a sustainable power source is
embedded into the ecosystem.
While 6G may facilitate the large-scale adoption of
technologies like autonomous vehicles or extended reality
(XR) services, it is important to ensure that they do not
exclude those who are already outside the digital grid. The
ongoing 5G revolution should be leveraged to enhance
digital inclusion, especially within under-developed and
developing economies.
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CHANGING PARADIGMS
Abhay Karandikar is the Director of
the Indian Institute of Technology (IIT),
Kanpur.

T

he Fifth Generation (5G) cellular standards are meant
to deliver multi-Gbps peak data rates, ultra-low latency,
high reliability, and availability. These requirements
have led to a change in paradigm for cellular mobile networks
with employment of technologies like Network Function
Virtualisation (NFV), Software Defined Networking (SDN),
massive Multiple-Input Multiple-Output (MIMO), and
Network Slicing. It has also opened up the usage of mmWave
bands to enable higher network capacity.
Many countries have already begun 5G deployments. South
Korea has rolled out 5G in 80 cities as of January 2020, and
NTT Docomo (Japan) has started offering 5G services since
March 2020. The adoption of 5G in developing countries,
however, has been somewhat slow due to deployment cost
and other technology-related challenges. The emphasis in
many parts of the world is still on providing basic broadband
connectivity. Connecting the ‘unconnected world’ needs to
address requirements such as accessibility, affordability, low
energy consumption, fixed access/low-mobility support, and
large coverage.
There has been a push in standardisation to enable balanced
features in the cellular network so as to support industrial
verticals along with other basic connectivity verticals. From
the standardisation viewpoint, the 3GPP 5G standards from
Release 15 to 17 have introduced the 5G network architecture
with its features and advancements to enable diverse usecases of 5G. Release 15 consists of cloud-friendly, servicebased architecture using network virtualisation. Release 16
has focused on building core capabilities for IP Multimedia
Subsystem (IMS) integration, steering of roaming, location
services, and interworking between New Radio (NR) and LongTerm Evolution (LTE) voice call continuity.
Release 17 has enhanced the support for Industrial
Internet of Things (IoT), edge computing, Unmanned Aerial
Systems (UAS), support of time-sensitive communications,
and satellite access in 5G. The standardisation work on 5G
Advanced has also begun with the ongoing development of

Release 18 specifications, wherein discussions have centred
on the application of AI/ML at air interface, Integrated Access
and Backhaul (IAB)-based infrastructure, enhancements for
multicast/broadcast services, and network energy saving.
The standardisation activities also include enhancements to
support rural use cases.
In this context, Low Mobility Large Cell (LMLC) to address
Indian rural use case, as proposed by the Telecom Standards
Development Society India (TSDSI) was incorporated as part
of rural eMBB test configuration of IMT 2020. Subsequently,
Radio Interface Technology (RIT) of TSDSI (called 5Gi) to
address LMLC has been accepted as part of IMT 2020 family.
Similarly, an IEEE standard (P2061) working group for Frugal
5G aims to propose an architecture for low mobility and
energy-efficient network for affordable broadband access.
With increased focus on softwarisation, 5G networks offer an
opportunity for Indian vendors to leapfrog and start developing
5G network equipment for deployments in India and across the
world, given our expertise in software industry.
With an exponential growth of data-centric and automated
systems, 5G networks may not be able to meet the future
demands necessitating evolution towards Sixth Generation
(6G) cellular standards. The future systems aim to support
holographic communications, tactile Internet, and timeengineered services. From the perspective of a densely
populated country like India, end-to-end network scalability
is a significant aspect while designing future networks. A
complete rethinking of 5G network architecture may be
required to support these services and features.
ITU has already identified a few gaps in 5G cellular
standards: lack of service-user interaction, readiness for
holographic and multi-sense media, precision of time in
services, requirement of richer access network, beyond besteffort services, and tighter integration of heterogeneous
networks.This sets an ambitious goal which may require
convergence of various interdisciplinary fields. This also opens
up opportunities for India to contribute and make an impact
on the global standardisation. An important beginning has
been made with TSDSI facilitating the 5Gi RIT to IMT 2020.
More efforts can be made by the Indian research community
to take their research contributions to 3GPP and other global
standards development organisations such as IEEE.
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Sanjay Nayak is the CEO and Co-Founder
of Tejas Networks, an optical, broadband &
data networking products company.

G is a game-changer, bringing in a host of services that
were only in the confines of imagination; whether it is the
smart grid, remote surgeries, autonomous cars, or factory
automation. 5G standards are continually evolving over time.
Long Term Evolution (LTE), which was defined in Rel-8 and Rel9, has seen continued enhancements through LTE-Advanced in
Release 10 and Release 12. This further led to LTE-Advanced
Pro in Release 13, which was completed in 2016. The first phase
of 5G NR (New Radio) specifications (Release 15) was released
with many important new advances. 5G NR which forms the
foundation of 5G service has already evolved in important ways
since the 3GPP standardized Release 15 in late 2018. The new
provisions boost seamless video and data transmission and
enable new use cases across multiple industries such as smart
cities, smart transport, and smart surveillance. Release 16 not
only introduces capacity and operational enhancements, but
also expands 5G’s reach into new verticals with enhancements
to URLLC (Ultra-Reliable and Low Latency Communication)
and V2X Phase 3 for automotive applications.
Release 17 also presents further enhancements to reducing
latency to aid remote-control applications. Thus, Releases
16 and 17 will play a critical role in expanding both the
availability and the applicability of 5G NR across a myriad of
applications. As the work on framing technologies that form
the basis for the implementation of 5G networks around
the world is almost complete, we look towards 2030 and
beyond 5G. The recommendation on IMT-2020 specifications
(Recommendation ITU-R M.2150) contains 3 radio interface
technologies: “3GPP 5G-SRIT”; “3GPP 5G-RIT” and “5Gi”.
Currently, ITU-R is evaluating future revisions of the
recommendation ITU-R M.2150. Even further ahead, we have
the ITU-R Working Party 5D working on future technology
trends for “IMT towards 2030 and beyond”. 5G made a giant
leap towards supporting revolutionary low latency applications.
However, the rapid rise in the use of data-centric and nearinstant ultra-high-throughput connectivity applications
such as AR, VR, holographic telepresence, e-health, robotics,
and unmanned applications will exceed the capabilities of
even the most advanced 5G systems. 6G will use multiple
band higher mid-bands (6GHz-24GHz), Terahertz bands and
introduce reconfigurable intelligent surface (RIS) among
other radically new architectural features. Besides delivering
a plethora of futuristic applications, developing countries like
India can derive significant socio-economic benefits through

the adoption of 5G/6G. As per a recent study cited by TRAI,
5G can have a cumulative economic impact of ~$1 trillion on
India’s economy by 2035 spanning multiple industries such
as manufacturing, healthcare, education, agriculture, media,
transportation etc. Moreover, 5G will drive a new cloudbased architecture that will make the network predominantly
software driven which makes it ideally “sweet spotted” for India
with its strong software and design talent pool. India has all the
necessary elements to create a vibrant domestic ecosystem for
designing and developing 5G/6G radios and backhaul systems,
software, chips and handsets including global top-10 optical/
broadband equipment suppliers such as Tejas Networks. When
coupled with the mission-critical nature of several 5G/6G use
cases (e.g., public safety, emergency response, drones, and
autonomous cars), inherent vulnerabilities of key technologies
underlying 5G/6G implementations such as IoT, IP and cloud
services, and changing geopolitical dynamics, there are major
security concerns regarding 5G/6G network implementations.
The focus for policy-makers is therefore to ensure a careful
selection of trusted domestic suppliers for the design,
construction, maintenance, and management of the 5G/6G
networks. End-to-end security is guaranteed with full product
IPRs maintained and controlled within the country.
The Department of Telecommunication (DoT), Government
of India has set up a robust ecosystem for the development and
driving adoption of 5G mobile communication technologies.
Few key developments in India are highlighted below:
• A 5G Testbed project which is a large-scale project involving
top Indian technology institutes supports an end-to-end
5G testbed comprising of 5G BS and UE nodes that support
enhanced mobile broadband (eMBB), Ultra low latency
communication (URLLC), and massive MTC including NB IoT
services.
• Adoption of a “Made in India” 5Gi standard by ITU (a
few features are also being integrated into 3GPP) will costeffectively provide better uplink network connectivity in the
rural areas India and other emerging economies.
• Major Indian telcos have commenced 5G pilot trials and
published initial results
• TRAI has initiated a discussion paper on 5G spectrum and
the final spectrum auctions set to happen in the mid of 2022.
• Indian ecosystem is working on a home-grown 4G solution
which can be upgraded to support 5G NSA. Indian network
equipment and infrastructure vendors, systems integrators,
and technology companies are collaboratively developing
products and solutions for country-specific 5G/6G use cases
to ensure India has the capability to support end-to-end 5G
deployments locally as well as the world over.
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CHANGING THREAT
SCENARIOS
The 21st-century geostrategic environment is replete with complex relationships and strategic
interests, making national security an expensive and highly complex endeavour.
SYNERGIA FOUNDATION
RE S E A RCH
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redefining the basic concept of warfare. Even major military
powers are restrained from unmitigated use of force,

D

Military burdens are growing, demanding newer
proficiencies in kinetic combat, in emerging domains, in
precision, intelligence, military IOTs, algorithmic warfare,
multi-domain operations, even as legacy challenges like
unsettled borders and cross border terrorism remain
as hitherto fore. After a brief hiatus post the Cold War,
geopolitics is well and truly back and has got particularly
accentuated in the post-pandemic world. Also, at no other
time in human history has technology had such a gamechanging impact on warfighting as we are witnessing today.
These two factors can be studied to arrive at a grounded
projection for the future.

EVOLVING GEOPOLITICAL CONTESTATIONS
The 21st-century geostrategic environment is one with
complex relationships, strategic interests and influences.
Political compulsions, globalisation and digitisation are

Lt. Gen Raj Shukla, PVSM, YSM, SM, ADC is the
General Officer in Command of the Army Training
Command (ARTRAC).

“

Over the last few decades, we have seen monumental
changes in the character of war – space and precision
challenging the fundamental tenets of fire and manoeuvre
in combat; the changing equations in the text (the
squadron/ company battles, the nature of the physical
fight) and the context (emerging domains / the impact
of technology) of combat; the dramatic new strains in
the combined arms balance – loiter munitions and lethal
autonomous weapon systems displacing the traditional
prima donnas - the tanks and the artillery, etc. Now,
the staggering pace of change, in-depth and width, in
complexity and nuance, did merit nimble responses, but
strangely, some quarters of the strategic community came
to the puzzling conclusion that the probability of conflict
was receding. In fact, the reality was quite the opposite
- military burdens were only growing, demanding newer
proficiencies: in kinetic combat, in emerging domains, in
precision, intelligence, military IOTs, algorithmic warfare,
multi-domain operations, even as legacy challenges, like
unsettled borders and cross border terrorism remained.

“

efence strategists have always been caught short
in their predictions, especially when disruptive
technologies down the ages have changed their
course without any forewarning. One only has to see the
impact of gunpowder, firearms, the railway, telegraph,
aeroplane and now nuclear weapons, digital networks and
space to understand the magnitude of this task. Contrary to
a perception that the probability of conflict is receding, the
reality has been quite the opposite.

CHANGING THREAT SCENARIOS

Air Marshal Anil Khosla , PVSM, AVSM, VM, ADC is
a retired Indian air force officer who served as 42nd Vice
Chief of the Air Staff (VCAS) of the Indian Air Force.

“

The changing character of warfare is changing the
fundamentals of application of mass vis à vis precision
effects. Whereas the earlier concept used mass to achieve
a breakthrough and needed large numbers to deliver
sufficient quantity at a critical point to achieve destruction,
precision can neutralise or dislocate using a much lesser
amount. This makes aerospace power a dominant factor in
the modern battlefield.

“

due to loss of faith amongst their population in political
institutions and lack of appetite for military action. Thus,
there is an inclination to invest in ‘remote warfare’, which
favours the use of remote sensing and surveillance, targeting
and precision weapons rather than ‘boots on the ground’.
Information, automated decision making and data
science all add to new capabilities and provide a clear edge
to those who possess them and have mastered them for
battlefield usage. The foremost contest in the years to come
will be between the U.S. and China in terms of preserving,
circumscribing or expanding their respective rights to
explore and exploit the globe. Such a titanic contest will not
be without its subtexts in diplomacy, trade and economy in
terms of access to microchips, rare earths, other minerals,
foods stuff and their flows, as well as partnerships and
countervailing coalitions.
This will incite, and at times exacerbate, similar contests
in the regional context too - Iran-Saudi Arabia, Iran –Israel,
China-Japan and closer to home, China –India. Political
warfare will also grow in salience which is, after all, the logical
application of the Clausewitzian doctrine, albeit applied in
times of peace, employing comprehensive national power economy, soft power, trade, public diplomacy, deep fakes and
innovative imaging ideas. We see it being waged relentlessly
in Russia and Iran; crippling sanctions are devastating the
economy and the very quality of life.
In the context of South Asia, Lt Gen Raj Shukla, GOCin-C Army Training Command, predicts that the competition
will get intense where two consequential powers –the
world’s number one and number three economies in
purchasing power terms- are growing in close proximities in
the absence of historical buffers. Of course, a modus vivendi
between the two can be sought and is desired, but there is
also a growing risk of their geostrategic spaces intersecting,
if not clashing.
The geostrategic spaces between China and India will
inevitably intersect due to the unsettled nature of our
borders; due to the salience of ‘unification of territories’ in
the Chinese worldview and the inexorable logic of balance
of power politics - allowing for only one regional hegemon
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Future security challenges will be more and
more complex, multi-dimensional and nontraditional in both kinetic and non-kinetic
form. Success would lie in the ability to
act in the shortest possible time inside the
decision cycle of the adversary, demanding
a very high level of real-time situational
awareness.
and the need to diminish the closest peer competitor.
China’s comprehensive strategic makeover has many shades
and layers. India now has a superpower on its Northern
Borders whose economic growth and military power have
been matched by the scale and depth of its ambitions.
China’s military modernisation has been both perspicacious
and deep, and it is in the process of a transition from the
industrial era warfighting to digital era sophistication and
capacities.

TRANSFORMING THE NATURE OF WAR FIGHTING
Lt Gen Philip Campose, former Vice Chief of Army Staff,
Indian Army, describes the warfare of the future as hybrid
in nature, at times fought against a nuclear backdrop, with
a mix of regular and irregular warfare, asymmetric warfare,
economic warfare, technological warfare and informational
warfare. In 1980, Alvin Tofler had prophetically written in
his book ‘The Third Wave’ that “Force based warfare will be
transformed in the future into knowledge-based warfare”.
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The first Gulf War proved his theory, and at the end of that
war, he wrote his next book ‘War and Anti War’ that “in the
future.
The way wealth will be made will also decide how wars
are undertaken”, predicting that military commanders will
use computer networks to create situational awareness
and informational superiority, make faster and efficient
decisions and increase the accuracy of their predictions,
just as corporations do in their business practices and
predictions. Future security challenges will be more and
more complex, multi-dimensional and non-traditional in
both kinetic and non-kinetic form. Success would lie in the
ability to act in the shortest possible time inside the decision
cycle of the adversary, demanding a very high level of realtime situational awareness.
Long-drawn out conventional wars are a thing of the
past due to diminished international acceptability of
capture of territory & collateral damage, and also increasing
economic costs. Terrorism, piracy and sectarian conflicts
are extending the boundaries to the grey zone, hybrid,
sub-conventional conflicts in the ‘no peace, no war’ realm.
Advances in blockchain will transfer the advantage in cyber
warfare from offence to defence, and in quantum, there are
a host of applications. 3D/4D printing, cyber blockchain, AR
VR, autonomous systems, directed energy platforms, rail
guns and hypersonic missiles all are no longer confined to
the realm of science fiction. Technologies for Intelligence
and Surveillance are leapfrogging generations at a time,
with immense computing power available to scientists,
instrumentations, metallurgy, and communications.
Quantum information technologies comprise quantum
computers, cryptography, radars, clocks and a host of
other systems which work on the principles of quantum
mechanics. This is a highly complex science that may render
obsolete existing understanding of computing across many
fields and impact national security - affecting everything
from secure communications to faster code-breaking
and making it almost impossible for stealth aircraft and
submarines to hide.Air Marshal Anil Khosla, former Vice
Chief of the Air Staff (VCAS) of the Indian Air Force, calls
space the strategic centre of gravity in future battlefields.
“The side which can dominate space for communications,
collection and positioning - while denying the same to
the adversary- will get the winning edge”, he says. With
Intelligence, Surveillance and Reconnaissance (ISR) entirely
satellite-based, both sides will carry out kinetic and cyber
attacks against space-borne platforms. It will be extremely
difficult for high signature surveillance platforms to survive
as satellites, especially in low earth orbits. Once weapons
systems like Fractional Orbital Bombardment Systems
(FOBS) are fully operationalised, as being allegedly done by
China, then the entire gamut of nuclear deterrence based on
ICBMs will be rendered redundant.

DEFINING A SECURITY STRATEGY
Faced with an existential threat to their continuation as
a nation state, countries will have to evolve their respective
strategies in order to survive. Dr. Uzi Arad, National Security
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Adviser to Prime Minister Benjamin Netanyahu, highlights
the dilemma that confronts small and less powerful nations
as ‘National Strategy’ cannot be made in isolation; it must
take into account the interplay between nations. What a
major power like the U.S. evolves, other smaller countries
have to adjust. So this interdependency among the grand
strategies of players is an impediment to defining our
own strategies. It is this combination of uncertainties and
dependencies that paralyses the production of coherent
grand strategies.
As per Lt Gen Philip Campose, there appears to be
a general sense now that conflict situations need to be
dealt with more optimally through smarter utilisation of
instruments of hard and soft power available to the state.
This may augur the beginning of a new era of optimal
warfare where countries will increasingly display higher
levels of circumspection while taking decisions on conflict
situations, howsoever grave the provocation. Yet, peaceful
intentions never prevented an adversary from encroaching
on a neighbour’s sovereign space, as India learnt to its cost
in 1962. So capacity building, irrespective of the economic
cost, will be the order of the day.

IN THE INDIAN CONTEXT
Preparing for future conflicts is a core responsibility of
the government, and the perspective of a nation’s hard and
smart power is viewed by its potential adversaries through
the prism of its level of preparation. This is also critically
examined by potential investors to check whether their
investments are in a ‘safe’ place to do business. Apart from
technological capabilities, India will have to usher in a novel
culture, an enabling ecosystem, and an agile bureaucracy
to run it. China publicly acknowledges that the long-drawn
processes of democracies provide its own autocratic system
with an edge in the global competition for supremacy.
It is not that India is not acting; a considerable amount
of work has been done in professional military education,
disruptive technologies, talent management, massive
outreach to academia and start-ups. There is a greater
connect between foreign and defence policies. However, we
do need to enhance the rapidity and scale of our responses
more exponentially—the creation of the CDS and the
Department of Military Affairs is itself a sound beginning. In
our long-term strategising, we will also need to answer some
critical questions.
Will strategic autonomy suffice, or do we need to build
greater military heft into various partnerships/countervailing
coalitions? What should be the right balance between the
maritime and continental emphasis in our force structuring?
India has to be prepared to face this entire spectrum of
threats, which will consistently increase in technological
sophistication and complexities, demanding a matching
full-spectrum capability. We also need to usher in unfettered
Civil-Military Fusion. To enable cross-pollination of the best
talent, we need the finest Indian minds by moving beyond
government spaces and the traditional areas of recruitment
by creating an agile bureaucracy and a defence ecosystem of
innovation and enterprise.
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ARE GREEN WARS
IMMINENT?
As the global economy makes a transition from fossil fuel dependence to renewable energy, an alteration of
geopolitical structures is imminent.
SYNERGIA FOUNDATION
R E S E A RCH

T E A M

E

ven as the outcomes from COP26 failed to satisfy
climate warriors across the globe, it has kept hopes
alive by reiterating a common commitment towards
saving the planet. Energy is the lifeblood of all economic
activities, and hence the entire process of production,
distribution and consumption has implications for the
future. Global power structures have developed around this
energy landscape, beginning from steam and power to oil,
gas and later nuclear energy. Underscoring the criticality
of such energy supply lines, maritime chokepoints like
the Straits of Hormuz, the Malacca Straits, Cape of Good
Hope, Suez Canal, the Bab el Mandeb straits, the Turkish
straits, Panama Canal, and the Danish Straits have become
geopolitical pressure points.With its well-known adverse
impact on the environment, fossil fuel usage has become the
focal point of global review, and there is immense pressure
to put an end to it.
The highly lucrative energy supply chain - from production
to pricing, distribution, and consumption - has been a keenly
contested space, with a wide spectrum of influential people,
from corporate honchos to nouveau riche emirs having a
stake in it. The no-holds-barred greed of mankind has put
at risk a sustainable future for our ecosystem over the last
century-and-a-half. Climate change is now threatening to
alter the very nature of geopolitical contestation between
nations, with emphasis on the ownership of, or control over,

Climate change is now threatening to alter
the very nature of geopolitical contestation
between nations, with emphasis on the
ownership of, or control over, the flow of
energy supply lines.
the flow of energy supply lines. As the global energy industry
is inevitably forced to reorient towards renewables, it gives
rise to new power centres with those who own, produce and
control green energy sources calling the shots.

POLITICS OF THE RENEWABLE ERA
Over the last decade, technological innovations nurtured
in research laboratories have matured to such a stage that
renewables are increasingly being deployed commercially as
a sustainable energy source. As this energy transformation
gathers pace, the risk of conflicts and geopolitical instability,
based on oil and gas hegemony since the early 20th century,
will hopefully reduce. Sadly, however, the direction of
renewable development has been far from inclusive, with
glaring disparities visible across the globe. Since basic
raw materials like lithium, cobalt, and rare earths are
controlled by a few nations, it makes the sector susceptible
to cut-throat completion, compounded by sheer greed,
nationalistic fervour, and the inherent competition between
nation-states.
Thus, fresh barriers are emerging in the energy ecosystem,
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“

The security of supply and volatility of prices in critical
minerals will play a big role in geopolitics. In lithium,
cobalt and rare earths, the top three producers control
over 75 percent of current production. China alone is over
60%. In rare earths, if you include the processed materials,
it is closer to 90%. Even with recycling, the dependence on
supply chains, countries, regions and if I may say, supply
routes will open a new era of geopolitics.

“

which are impeding the deployment of sustainable green
energy worldwide. It is clear that a speedy transition to a
net-zero future requires a strong infrastructure comprising
of inexpensive yet efficient solar panels, powerful energysaving electric motors, long-lasting batteries, low-cost
wind turbines and other renewable energy technologies.
The essential components in their manufacture are rare
earths, and these are available in a few corners of the earth.
Countries like China have been the first to recognise their
geopolitical worth. Indeed, those who have a monopoly over
the mining, processing and manufacturing of such basic
components will dominate the renewable energy space over
the coming years.

NEW ENERGY POWER CENTRES
Presently, we are in a transitory phase, as the world
slowly but steadily moves away from total dependence on
oil/gas/coal to a combination of fossil fuel and renewable
energy usage. This shift is already altering the geopolitical
linkages to energy, although not so drastically at this early
stage. The route to carbon neutrality will invariably affect
global power plays and lead to fresh geopolitical alignments.
The geographical concentration of critical minerals is even
more acute than that of oil and gas, which will create new
revenue streams. While in 2020, the total revenue stream
from coal was around $400 billion and the so-called
transformative minerals was $50 billion, by 2040, coal will
be down to $150 billion, and transformative minerals will be
hovering just below $300 billion. This revenue stream will
be concentrated in a few hands. With respect to lithium,
cobalt, and rare earths, the top three producers control over
75 per cent of current production - China alone has over 60
per cent controlling share, and in rare earths, it is closer to
90 per cent, if the processed minerals are included.
This already tilts the balance of power heavily in favour of
a select few countries, and these realignments are bound to
cause a major change in global politics. There will be further
challenges when countries like China occupy a dominant
position in the renewable energy sector through its monopoly
over critical minerals and materials like solar panels. Huge
investments that stabilise the supply of renewables and

increase flexibility through technological innovation will
be required by all countries. Access to technology and
critical minerals will define the shape of energy politics.
Practical application of renewable energy will necessitate
cooperation amongst nation-states - sharing technology,
finances, know-how, and resources as no single country will
have all the resources and means to achieve the ambitious
global targets. “Newer technology and systems that are on
the anvil, and some that are being closely held, if they are
not shared as ‘global commons’ would only reinforce the
dominance of current major technological powers,” warns
Mr Ranjan Mathai, the former Foreign Secretary of India.
The road to decarbonisation is an extremely difficult one,
and if ‘Net-Zero by 2050’ fails, this could be the causative
factor. A JP Morgan report notes that both the funding and
the human behavioural changes needed for decarbonisation
has so far been grossly underestimated.

THE INDIAN STORY
A senior executive of an oil and gas company, who spoke
to the Synergia Foundation, clearly defines the challenges
facing countries like India. “The reality is that it is incredibly
difficult for any country to achieve these targets by itself.
As a result, the ability of nations to collaborate and share
technology, finances and resources is one of the issues that
will constantly crop up.” India is at the cusp of making
significant changes to its energy infrastructure. In 2010, the
solar mission had aimed to reach 20 GW in 2022, which was
revised by the government in 2015 to reach 100 GW by 2022.
The reason for increasing energy generation capacity
by five times was to make ‘India a global energy leader’. As
Chinese companies are proving more competitive in the
market with cost-effective pricing, India is now relying less
on its domestic capacities than cheap imports, leading many
to question the deliverables of the ‘Make in India’ project.
While cost-effective schemes are naturally the first choice
in the market, it is important to recognise the impact these
will have in the long term. It is just as important to build
the capacity of Indian manufacturers, so that the vision of
energy security is truly embedded within the government’s
‘Make in India’ initiative.

Nobuo Tanaka, Former Executive Director of the
International Energy Agency, 106th Synergia Forum:
‘Geopolitics of Energy in the Transformation towards
Carbon Neutrality?’

“

Once the world emerges from the current depression or
stagnation caused by the pandemic, the oil demand may
start rising by 2002 or even as late as 2027. However, some
oil companies are claiming that the peak oil is closer than
earlier imagined. It may have already occurred in 2019. It is
inevitable that even Big Oil will move away from oil. There
is a risk of stranded assetisation of the fossil field.

“

Ranjan Mathai, Former Indian Foreign Secretary and
High Commissioner to the U.K, 106th Synergia Forum:
‘Geopolitics of Energy in the Transformation towards
Carbon Neutrality?’
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A FEVERISH ‘FAB’ RACE
Core Infotech has become pre-eminent among all the high technologies and the player that leads in it will
gain the edge in big power rivalry.
Dr. Arogyaswami Paulraj is an Emeritus
Professor at Stanford University who won
the Marconi Prize in 2014.

A

country’s power today is best measured by the
strength of its economy; a strong economy also
means resources to build the other dimensions
of national power, including Military, Intelligence, and
Diplomacy, that enable a country to pursue its core national
interests. Economic, Intelligence and Military (EIM) power
is an essential base if diplomacy is to be effective.
The EIM power triple is today heavily dependent on
the technology base of the country. Three hundred years
ago, differences in technology between nations were
much smaller, and geography, culture and societal factors
determined which countries prevailed over others. That
changed with the arrival of technology-driven industrial
revolutions, making technology the overwhelming
foundation of national power today.

such as computer, telecom and AI systems and related
semiconductors (often called Core Infotech), advanced
instrumentation such as those used in semiconductor
manufacturing,
commercial
aircraft,
advanced
propulsion and energy systems, and patented (branded)
pharmaceuticals.
The U.S., in recent decades, has risen to be the leader in
many mass-market high technologies and has consequently
emerged as the reigning superpower that has shaped much of
the world to suit its own core interests. For most countries,
the dominant core interest is national security, but the U.S.
enjoys advantages of geography and natural resources, and

SHIFTS IN CHIP PRODUCTION
Global semiconductor manufacturing
by location (in percent)

RIDING THE WAVE OF TECHNOLOGY
Technology is advancing more and more rapidly, but it
also diffuses, over time, around the world in search markets
and profits. A widely diffused technology, say, for example,
the electric power grid, is everywhere and not a technology
differentiator. But R&D intensive and closely controlled
high technologies that also command large global (mass)
markets offer a huge competitive advantage for national
influence and power.
Examples of mass-market high-technology manufacturing industries are core information technologies

source: semiconductor industry association
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A big challenge for the U.S. is that its
semiconductor companies are heavily
driven by stock market dynamics, and that
is not friendly for the kind of long-term and
patient capital and R&D investments that
semiconductor technology needs.
its core interests are largely economic. The U.S.’ pursuit of
core economic interests has brought it enormous wealth.
With a GDP of 25 trillion $, the U.S. can support the other
elements of its national power - a massive military machine
(annual budget $725 billion), a vast intelligence apparatus
($70 billion annual budget) with deep intelligence assets
spread widely across the globe, as well as its influence or
control over multi-national organisations like the UN,
World Bank, IMF. But it is fair to argue that all this power
is ultimately derived from its technology supremacy in
the past century. If the U.S. losses this supremacy, it will
profoundly erode its economic interests.
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its lead in semiconductor fabrication to Taiwan and South
Korea and is roughly on par with China. The U.S. also led in
chip design with Intel’s development of the microprocessor,
and it still maintains this lead.
Other segments of the semiconductor industry include
electronic design automation (EDA), where the U.S. is still
dominant, and semiconductor fabrication equipment (SFE)
for fabs where U.S., Europe, and Japan are the leaders. China
has several companies in the EDA and PFE, but they are not
yet at the leading edge. China’s gap in these two sectors is
hard to assess, with analysts suggesting it could be from 2
to 10 years behind. The other segment of core infotech is
the end systems/boxes that range from laptops to cloud
computing/data centres.

VALUE CHAIN ACTIVITIES

NEW PARADIGMS IN THE TECHNOLOGY RACE
In the recent decade, Core Infotech has become preeminent among all the high technologies. Firstly, all other
high-technology sectors embed Core Infotech in their
products or need it for manufacturing or in their R&D
processes. Moreover, Core Infotech is crucial for intelligence
and military capability. It also plays an increasing role in
economic growth. The role of the internet and telecom is
well known, but now the push for 5G, AI and digitalisation is
further advancing its role in today’s economy. China’s rapid
advances in high technologies pose a challenge to the U.S.
technology supremacy and hence its economic interests.
The U.S. is most threatened by China’s progress in Core
Infotech, where as in selected areas like 5G and AI, it is likely
ahead of the U.S., and in other areas, it is rapidly closing the
gap with the U.S.
Ironically, in some areas like semiconductors, both the
U.S. and China trail behind Taiwan and South Korea, further
complicating the competitive landscape. In the following
sections, I discuss the relative status of the U.S. and China
in Core Infotech and focus mainly on the semiconductor
segment. The global semiconductor industry now
commands about $500 billion of annual revenue. In terms of
market share in semiconductor manufacturing (fabrication,
a.k.a. fab), Taiwan leads with nearly 50 per cent share, South
Korea is next at 12 per cent and the U.S. and China trail
behind at around 8-9 per cent market share.
In the semiconductor chip design (a.k.a. fabless)
segment, the U.S. remains the global leader and is still ahead
of China. In terms of consumption of semiconductors (i.e.,
assembled into end products like phones or cloud / data
centres, commercial jets), China is the largest and ahead
of the U.S. The U.S. pioneered semiconductor technologies
with the invention of the transistor at Bell Labs and the
Integrated circuit at Intel/Texas Instruments. It has now lost
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China is the market leader here, particularly in 5G and AI
infrastructure. But South Korea and the U.S. are particularly
successful in smartphones. Overall, in Core Infotech, the
market share measured in terms of value addition, China
has around 32 per cent share, while U.S. stands at 30 per
cent. It should be emphasised that Core Infotech is a highly
globalised and intertwined industry. A semiconductor fab,
whether it is in China or Taiwan or the U.S. all depend on
mostly the same 5000 + companies in their supply chain,
spread across East Asia, Europe and the U.S. Self-reliance by
any individual country in semiconductors is infeasible.
Meanwhile, the U.S. and China have complementary
needs - the U.S. needs China’s manufacturing supply chains
as much as China needs the U.S. for its innovation engine
and its vast markets. The massive global core infotech
engine will shut down if any of its participants, whether they
be China, Taiwan, South Korea, or the U.S. should decouple
from the ecosystem.

THE US-CHINA CONUNDRUM
Given the importance of semiconductors from a
commercial and national security perspective, the U.S.
sees its economic interests are now threatened and have
decided to use various means to contain China’s rise in
this technology. The U.S. policy must be fine-tuned since
American companies like Apple, Broadcom, Qualcomm
are heavily reliant on China in their supply chains, R&D
operations and, most importantly, a huge revenue source.

29

semiconductors.
A big challenge for the U.S. is that its semiconductor
companies are heavily driven by stock market dynamics,
and that is not friendly for the kind of long-term and
patient capital and R&D investments that semiconductor
technology needs. Also, the U.S. govt has little historical
precedent for using public funds to subsidise private-sector
tech companies and finding political consensus for this may
be difficult. But the race is on.
At the least, three trillion$ of global investment in the
semiconductor industry is expected over the next ten years.
China has committed around 1.4 trillion $ in public and
private investments, while the U.S. will likely invest around
400 B $ in the same period, with perhaps a third of this
coming from the U.S. government.China can certainly pump
massive capital investments, but success in this industry
also lies in skills, experience, and innovation culture, and
this does take decades to build.
The U.S., on the other hand, has a history of innovation
in Core Infotech – almost every breakthrough from
microprocessors to internet protocols to MIMO wireless
were invented in the country. This will be an interesting
battle to watch over the coming years.

R&D INVESTMENT BY THE SEMICONDUCTOR
INDUSTRY, IN DOLLARS (2018 & 2020)

A strong retaliation by China, while hurting US
companies, will also shut down the global core infotech
ecosystem. China also has about 20 fabs that operate 70
nm (nanometer) to 12 nm nodes. Most of them are China
HQ companies like SMIC, but TSMC and Samsung also
operate fabs in the country. This capability allows China
to meet most of its semiconductor needs, from 5G and AI
infrastructure to commercial jets and its intelligence and
military needs. Where it lags is in the leading edge 5 nm
node, now primarily used in high-end smart phones where
low power and performance are at a premium.
This gap has particularly hurt China’s high-end phone
manufacturers like Huawei. China does have companies in
every segment of the fab industry, but they are probably two
to five years behind the current world leaders. Ironically,
the U.S. is also in a somewhat similar technology position
to China – its flagship companies like Intel and Micron are
not, like China, in the top tier. But the U.S. companies have
access to cutting edge EDA and SFE technologies.
China, on the other hand, thanks to U.S. embargos, will
have to mostly develop EDA and SFE technologies internally.
U.S. policy initiatives to slow China’s semiconductor
industry has been to stop China’s investment in U.S. high
tech industries from accessing technology (CIFIUS), and
block China’s access to EDA and SFE technology from
the U.S., and its allies. The U.S. has also clamped down on
research collaborations with China in this technology. But
it is not clear if all this is adequate to stop China’s rise in

Source: Semiconductor Industry Association White Paper, 2021
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CLIMATE CHANGE; VIRAL
EMERGENCE
As climate change and viral emergence converge, the threat intensifies, with devastating global sequelae.
Dr. Gifty Immanuel MD, PhD is the
Medical Director at Synergia Foundation &
an Infectious Disease Specialist.

T

he origin of life on earth was preceded by the
arrival of viruses. Viruses are an intriguing class of
primordial life forms that have left indelible imprints
on the human genome.
Our history is punctuated by viral plagues, scourges, and
pestilences, from Smallpox to Ebola, HIV/AIDS to COVID-19.
Planetary climate change acts as the most important driver
of viral emergence.

VIRAL SANCTUARIES
Each virus has its unique habitat, reservoir, and
ecological milieu. They replicate and propagate within these
zones until climate change modifies their environment. For
instance, bats are reservoirs for several lethal viruses, from
Ebola to SARS-coronaviruses. The geographical distribution
of these bats can shift due to climate change.
Such a transformation in the spatial presence of the
bat population may result in virus-laden bats encountering
humans. Increasing CO2 readings, altered precipitation
levels, rising temperatures, and topographical changes in a
forest favor the migration of many bat species. Such viral
sanctuaries in climate change hotspots can increase hosthuman contact and, thereby, disease transmission. This
could have been the pathway for the emergence of SARS

Increasing
CO2
readings,
altered
precipitation levels, rising temperatures,
and topographical changes in a forest favor
the migration of many bat species. Such viral
sanctuaries in climate change hotspots can
increase host-human contact and, thereby,
disease transmission.
CoV-2 from a previously unidentified ancestral bat virus.

PERMAFROST VIRUSES
This planet’s cryosphere, which includes glaciers,
snowcapped borders, and permafrost, is an unexplored
repository of viruses. In a frozen state, viruses can remain in
suspended animation, ready to spring back to life as climate
change thaws their surroundings. Pandemic viruses like the
H1N1 virus (1918 Spanish Flu) and the Variola major virus
(Smallpox) have been resurrected from frozen cadavers.
These permafrost zones are sentinels of global warming,
revealing the earliest signs and negative indicators of
climate change. Melting ice will release viruses that have
been frozen in it for an extended time. Exposure to such
exotic viruses poses a serious threat to visitors, tourists, and
the endogenous population in these areas.

VIRAL ZOONOSES- SHED-SPILL-SPREAD
The dynamics of viral disease transmission are linked

CLIMATE CHANGE; VIRAL EMERGENCE

to environmental stressors exacerbated by climate change.
Many of the lethal viral diseases are zoonotic. Wildlife
infected with such viruses sheds (excretes) them constantly.
This mechanism increases the chances of spillover (infection
between two species).
Eventually, this leads to human infection and further
spread (transmission). The cascade of such events is
significantly influenced by climate variability and weatherrelated factors.

• Thomas, A., Reddy, K.S., Alexander, D., & Prabhakaran,
P. (Eds.). (2021). Climate Change and the Health Sector:
Healing the World (1st ed.). Routledge India.
CLIMATE CHANGE & INFECTIOUS DISEASE
Increased funding for climate and health
Nations must invest in appropriate strategies to
address climate related health risks
Integrated
surveillance
and control

VECTOR-BORNE VIRUSES
Certain classes of viruses are spread from person-toperson through insects called vectors (mosquitoes, ticks, and
mites). These diseases range from seasonal Dengue Fever to
Yellow Fever. Thermal barriers (distinct temperature belts)
around the globe prevent vectors in warm tropical countries
from invading cold temperate countries.
However, with global warming, there can be translocation
and migration of these vectors to temperate zones. This
causes the establishment of infection by vectors with an
increased geographical range. The movement of vectors
from equatorial areas towards the polar regions is facilitated
by warmer temperatures. It could result in the emergence
of Zika, West Nile, and Dengue in previously unsuitable
environments for viral transmission.
Viruses as biological entities have infiltrated every
ecosystem on this planet. No group, nation, or individual
is immune to the negative effects of an imminent climate
emergency. As climate change and viral emergence converge,
the threat intensifies, with devastating global sequelae.
Our attempts to address climate change have intrinsic
implications for future viral outbreaks.
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Additional investment should support
training to maximise the effectiveness
of programmatic investments and
create career paths in climate and
health research and advocacy

1. Location, location

Some areas that have experienced
significant shifts in the climate, including
parts of Africa and the Middle East, are
underrepresented in the evidence base,
which limits conclusions about climatic
influences in certain regions

3. Extreme events

Insufficient attention has been
paid to the impacts of increasingly
frequent and severe extreme weather
events, which can influence the timing
and intensity of disease outbreaks and
hinder response efforts

SYNERGIA FOUNDATION

Assessment
Planetary climate change acts as the most important
driver of viral emergence. Such viral sanctuaries in
climate change hotspots can increase host-human contact
and thereby, disease transmission.
These permafrost zones are sentinels of global warming,
revealing the earliest signs and negative indicators of
climate change. The dynamics of viral disease transmission
are linked to environmental stressors exacerbated by
climate change. As climate change and viral emergence
converge, the threat intensifies, with devastating global
sequelae.
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A SOUTH ASIAN POTBOILER
Simmering tensions, age-old disputes and competitive tensions are more pronounced than ever in the
Indian subcontinent.
SYNERGIA FOUNDATION
RE S E A RCH
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he past year has been one of upheavals in the
political, economic, health and strategic spheres, and
this is acutely reflected in South Asia. India is at the
epicentre of an increasingly thorny geopolitical situation,
which includes the dramatic entry of Taliban into Kabul,
the spectre of a collusive two-front faceoff in the North and
the West with two nuclear powers and a neighbourhood
rendered distraught by the economic backlash of a pandemic.

A RESTIVE AFGHANISTAN
Afghanistan has, of course, occupied centre-stage after
the sudden collapse of the U.S. propped Ashraf Ghani
regime. India had invested nearly $3 billion in treasure and
even more in political capital in the country, hoping that
the stability promised by the U.S. and its NATO partners
would be a lasting one. Now its Afghan policy lies in tatters
as diplomatically, it has failed to have a backup plan in place.
The Americans had anticipated that the Taliban would one
day form the government in Afghanistan (although not so
soon as it occurred), and the Doha talks were predicated on
this assumption. In contrast, it appears that New Delhi has
remained strangely unprepared for the Taliban takeover. For
India, the most pressing problem is the presence of groups
like the Islamic State, Al-Qaeda, Lashkar-e-Taiba and other
militant organisations in Afghanistan. An even bigger worry
is that the malignant Haqqani network is an integral part of
the Taliban leadership. Based on its past experiences, there
is understandably a deep suspicion and prior aversion to the
Taliban among official circles in India, with some considering

We have got to judge engagement with
the Taliban based only on one simple
proposition – does it help to advance and
safeguard our national interests?
them to be an adjunct of the Pakistani military. However,
with no likelihood of the Taliban being dislodged from Kabul
any time soon, India must reconsider its relations with the
powers that be. As articulated by Mr. Krishnan Srinivasan, a
former foreign secretary to the Indian government, “Taliban
is a reality that cannot be ignored. Therefore, India must
open channels of negotiations. The past is never a good
guide to the future. We have got to judge engagement with
the Taliban based only on one simple proposition – does it
help to advance and safeguard our national interests”?

PAKISTAN’S INTERNAL WOES
Recent shifts in the geopolitical canvas of the region have
left a mark on both India and Pakistan, albeit for different
reasons and in different measures. Pakistan is under
domestic pressure to shift its focus to economic concerns.
The country has remained on the ‘grey list’ of the G7
Financial Action Task Force (FATF) since 2018, which limits
investments and loans. Hammad Azhar, Pakistan’s finance
minister, is pushing to restart imports from India — namely
cotton and sugar — to improve domestic consumption and
textile exports. A focus on trade and economic relations
will prove beneficial for both countries, given that political
and military relations will likely remain strained in the
foreseeable future. Geopolitically, the worsening economic
and humanitarian situation in Afghanistan, facing a virtual
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economic lockdown by the west with its assets frozen, is
increasing the burden on Pakistan. Apart from the threat
of a wave of refugees, instability within Afghanistan due to
sheer economic mismanagement will not reflect well on
the Taliban’s closest ally and mentor. This is reflected by its
inability to come to terms with a restive Tehrik-e- Taliban
Pakistan (TTP), which has revoked its short-lived ceasefire
and threatens renewed violence.

THE SHADOW OF THE DRAGON
As the two mega powers in the region, Beijing and New
Delhi tread their paths cautiously while keeping a watchful
eye on each other! China has had a growing footprint in
the region, and its growing ambitions are evident in the
border standoff with India. India’s relationship with its
neighbours is also overshadowed by growing evidence of
Chinese influence and economic engagement in the region,
particularly in countries such as Sri Lanka and Bangladesh.
However, the biggest concern for Indian security strategists
is a China-Pak collusive challenge. For a long time, it had
remained a theoretical discussion point, but in 2020 it
emerged as a very real possibility. In case of a conflict
between India and Pakistan, China could posture along the
northern and eastern border, keeping the Indian military
divided and using its influence in international forums to
bring about a ceasefire at the earliest. In the worst-case
scenario, both could simultaneously orchestrate their
military operations to tie down India on all its borders.
Pakistan openly boasts of a collusive support from China
in case of a war with India. But in these challenging times,
Nirupama Roy, former Foreign Secretary of India, advises,
“First and foremost, both nations have to ensure that there
are self-correcting mechanisms that are built into our
relationship that will prevent it from becoming prey to selfdestructive threats of conflict”.

SRI LANKA –PUTTING TRADE FIRST
India has traditionally been among Sri Lanka’s largest
trade partners in the SAARC and one of its leading investors.
However, China’s growing footprint in Sri Lanka, with
infrastructure projects over the last few years, has been of
great concern to New Delhi. This was further accentuated
after the passage of the controversial Colombo Port Bill
in May, which critics argue will give China considerable
control over nearly 62 acres of land being developed as
a special economic zone. This leaning towards China,
despite government assurances of neutrality, will come at
a price. While the dire economic compulsions of this small
island nation are understandable, its strategic location
in the Indian Ocean makes it an arena of big power play.
Thus, when it takes measures with long-term strategic
implications, it is bound to generate strong reactions from
its friends and neighbours. With a ‘little Chinese territory’
perched strategically on its southern extremities, India may
have to relook its strategic relationship with its neighbour.

BANGLADESH - AN ISLAND OF PROGRESS
India and Bangladesh have historically enjoyed friendly
relations, which have been cemented by strong economic
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ties. “Bangladesh is India’s biggest development partner and
India’s largest trading partner in South Asia, contributing
to economic prosperity and supply chain resilience.” says
Mr. Harsh Vardhan Shringla, the current Indian Foreign
Secretary. Bangladesh has pursued an export-oriented
industrialisation approach, having strongholds in textiles,
shipbuilding, fish and seafood, jute, and leather goods. By
managing to balance the multiple interests of India, China,
Japan, Russia, and the U.S., the country has been able to
protect its own national interests and develop an economic
rapport with its neighbours and abroad. Amidst improved
economic prosperity and social development, however,
there are signs of distress in the country with respect to
freedom of speech and the silencing of political opposition.
The dire circumstances of the Rohingyas migrants have
also gained international attention. The relatively moderate
Sheikh Hasina government continues to enjoy an excellent
rapport with the present political dispensation in New
Delhi, barring a few minor irritants now and then.

NEPAL - NEIGHBOURS FIRST
Since 2015, the year Nepal promulgated a new constitution
through a historic Constituent Assembly which New Delhi
found problematic in a number of ways, bilateral relations
have been turbulent. The low point came via an unofficial
blockade at the India-Nepal border, which deprived the
Nepalese of crucial supplies. Since then, relations have been
suffering from mutual distrust and suspicion, from which
they are yet to fully recover. The new coalition government
formed under Prime Minister Sher Bahadur Deuba is trying
to find ways to mend ties with India. There have been a
series of meetings, which have improved relations, despite
the boundary dispute which has existed for over six decades.
Notwithstanding these fluctuations in relationships at the
political level, overall bilateral relations are satisfactorily
moving ahead, irrespective of whichever party forms
the government. Continuous dialogue is clearly the way
forward, such that pending bilateral issues also get ironed
out, and an emphasis on trade and economic activities take
centre stage.

BHUTAN - LEGACY OF CLOSENESS
India and Bhutan have a long history of deeply entrenched friendship. Skirmishes with China in the 1940s
resulted in the Treaty of Perpetual Peace and Friendship
with India in 1949, which established the foundation of
contemporary India-Bhutan relations. It cemented India
as a foreign policy advisor and a defence ally to Bhutan,
thereby successfully keeping China away. In addition, it
ushered in the concept of free trade, which enabled Bhutan
to access new markets for trade. Bhutan’s relationship with
India is a good example of how the latter can strengthen
its neighbours and stabilise the region through strategic
partnerships and multilateral trade agreements. Though
India may not have the cash flow to support massive FDI
in entire South Asia, it can still offer diplomatic, technical
and infrastructural support to develop the region. Indeed,
the policy of ‘Neighbourhood First’ is best reflected in the
country’s approach with Bhutan.
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LOGIC IN ACTION
As articulated by Napoleon Bonaparte, “Nothing is more difficult, and therefore more precious, than to be
able to decide.”
Doron Shalom Avital is a former Chief
Commanding Officer of Sayeret Matkal & a
former member of Israeli Parliament.

A

s a young boy, I was always mesmerized by stories
of great men and women of action at fateful crossroads of decision-making. Then, like as today, I felt
the full weight of the moment of truth as it confronts the
individual, the man or woman of action, with the imminent
necessity to decide. Alongside, as I was climbing up the
ladder of education, I found myself just as well captivated by
the great intellectual stories of our times, in particular 20th
century analytic philosophy and, at its core, the machinery
of modern logic.
How do then the cool contemplative modes of the
philosophical and analytic outlooks that are better fitting
of the philosopher’s armchair at the fireplace hang together
with the heat of the battlefield or the angst of the ticking
clock of time left to the completion of a daring special
operation? Not accidently, and in fact as consequence, I
have chosen a course in life that challenged me to visit the
poles of both theory and practice.
I set myself on a mission to unravel the tension between
the contemplative inquiry, supposedly theoretical, aiming
at the logical structure of things, and the uncompromising
test of life and action. The puzzle of the gap between theory
and practice has become ever since the guiding question
of my life. What is planning? I confront two approaches to
planning.
The first is the one I saw as a mission to myself to cultivate
in my many years of military service. The second is the one

The necessary trade-offs relationships that
exist between the segments of the polygon
express the fundamental tension between
partnership and competition: partnership in
a joint goal and competition over resources,
both material and abstract
I saw as representing a deep-rooted fallacy that holds a firm
grip on today’s conventional wisdom about planning. To
further examine the logic of the competing models, I was
required to analyse the concept of “The Standard”.
I argue that the false model of planning has its roots in
an attitude of an uncompromising adherence to the power
of literal obedience to standards and rules. The standard,
or what is outlined by a rule as prescribing a future course
of action, is seen as an answer to the fundamental tension
between theory (planning) and practice (execution).
I argue in contrast that the standard does not produce
an answer but rather what I call: ‘A Well-Defined Question’.
In essence, it is a meticulously well-planned invitation to
exercise a fresh judgment.
A judgement that has as an anchor the default answer
that the standard produces but is open to extension as it
confronts the new frame of reference of the test of reality I
present a new tool for planning and execution: ‘The Polygon
of Risks’ or ‘The Polygon of Execution’.
The Polygon is a geometric illustration of the underlying
tension that exists between all dimensions of the operational
project. The construction and conceptualisation of the
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trade-offs that exist between the various dimensions segments of the polygon - is the first topic on the planner’s
agenda.
I position the concepts of ‘Daring’ and ‘Taking Proactive
and Well-Informed Risks’ as necessary logical constituents
of the polygon and show how in contrast the false model of
planning is responsible for an operational culture that is riskaverse. It encourages, in fact, the piling up of false securities
at the segments’ level that eventually lead to the collapse
of the polygon. The necessary trade-offs relationships that
exist between the segments of the polygon express the
fundamental tension between partnership and competition:
partnership in a joint goal and competition over resources,
both material and abstract
When this tension is not managed well, that is, when
the players’ local optimisations overshadow the global
optimisation required for the success of the project, the
execution polygon collapses. In this scenario, we may find
the setting of the bar of ‘High Standards’ in players’ spheres
of responsibility to conceal a hidden agenda of personal
insurances taken against a possible failure. Once the overall
risk is not mitigated by way of collaborative joint executional
dialogue, the process that leads to a collapse of the polygon
is literally unstoppable. I further examine the way in which
we should translate the polygon into sequential critical
decisions on the timeline. The execution polygon is not
rigid scaffolding but a dynamic conceptual illustration of
the project. It will need now to be converted into successive
decision junctions. We will find the content of a decision
and its timing on the timeline to be inseparable.
The right decision is the one that is taken at the right
time. The moment of decision is in fact the last moment
of deliberation, the first moment available for action, i.e.
the first possible ‘Can’ is also the latest possible ‘Must’.
Deciding too soon is analogue to the ‘Jumping of the Gun’.
The decision maker is forcing a pre-conceived answer to a
state of affairs not ripe for an answer, e.g. the target in the
shooting range is not yet erected.
Late to decide and the decision maker may envision what
he or she should have done but reality is no longer available
for them to harness it right, e.g. consider a tennis player’s
frustration when reviewing a too-late-to-react move in the
video replay. ‘The Moment of Truth’ is the moment when
everything is on the line and from which there is no turning
back. Its nature is of “One Shot, One Opportunity”. This
must shed true light on the analysis of the logical structure
of failures as unwarranted repetitions of past lessons.
The schooling curriculum indeed consists of important
abstractions drawn from past lessons. However, it is when
we project them in a fashion that is literal or mechanical
that we must cross way with failure.
The paradox of education is that what we must repeat in
school and simulation must be extended and not repeated
in real life. What then is required of us, so we do not fall
into the fallacy of repetition in face of the moment of truth?
This is the core genius that the moment of truth asks of
its protagonists. It is here that the words of Napoleon
Bonaparte resonate so well when he argues that “nothing is
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more difficult, and therefore more precious, than to be able
to decide”. Last is the underlying conceptual connection
between Strategy, Logic, and Ethics.
We need to be aware of the tension between strategy
as a process of setting goals and deriving backward as it
were the steps that are necessary for achieving these goals,
to the inescapable ruling of the ethical imperative. This
unavoidable tension is particularly important against the
backdrop of contemporary culture that is guided by a vision
of personal success and achievement that may threaten our
ability to do what is right. Most of all, I am troubled with
the role logic may play, first as a liberating force enabling a
change that is tuned to the ethical imperative, and second,
as a force designed to justify on logical grounds, as it were,
the existing power structure.
It is in this junction that brave individuals will be called
to challenge the governing logic of the zeitgeist - logic that
operates now as an oppressive force that serves the vested
interest of beneficials of existing order. When ‘success’ is
favoured over doing what is right, as we must admit is the
prevailing cultural mood of our times that the words of
Emanuel Kant carry their full weight: “Do the Right thing
and leave the Consequences to God”. For this, we need
heroes and heroines that challenge the time by bearing the
full weight of responsibility that comes with the doing of
what is Right.
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INTERNET FROM THE
SKIES
Innovations in space manufacturing have propelled satellite broadband initiatives forward, promising to
usher in a new digital revolution.
SYNERGIA FOUNDATION
RE S E A RCH
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ith COVID-related lockdowns confining people
to the four walls of their homes, there has been
an exponential increase in the demand for
broadband communications. The use of fibre-optic internet,
in particular, has expanded among internet subscribers,
boasting 42 million net additions in 2020 alone. Mobile
networks and proprietary technologies have also gained
in popularity, with network operators managing the surge
in traffic reasonably well. Certain sections of the global
population, however, continue to grapple with connectivity
challenges. According to data from the Global System for
Mobile Communications, around 8 per cent of the world is
still outside the coverage of mobile internet. In this veritable
milieu, satellite broadband has been projected as the
‘connectivity solution for the future’, promising to augment
existing network communications systems like mobile
cellular and fibre-optics. Indeed, quite a few companies have
already invested in outer space constellations to facilitate
high-speed internet services across the globe. For instance,
the Starlink project by SpaceX has rolled out beta broadband
services for customers in the U.S., U.K., and Canada. By
launching more than 12,000 (1,700 to date) satellites in lowearth orbit, it seeks to deliver low-latency internet services
in remote areas with little-to-no terrestrial infrastructure.
Meanwhile, the Bharti Airtel-backed OneWeb has put 322
satellites in orbit, planning to increase them to 648 by the
middle of 2022. Amazon has also entered the fray with

Satellite internet presents a significant opportunity for countries like India, where
almost 20-25 per cent of the population
reside in areas with limited terrestrial
infrastructure.
Project Kuiper, although it is yet to launch its first satellite.

LEO CONSTELLATIONS
Space internet is hardly a new concept. It has been
around since the heyday of satellite television in the 1990s
when companies would beam connectivity to dishes
installed on the rooftop of a building. However, internet
services at the time were reliant on geosynchronous
satellites (GEO) orbiting at 36,000 km above a fixed place
on the Earth’s surface, resulting in limited bandwidth and
high latency. Even now, GEO satellites have an approximate
latency of 500 milliseconds. Since this is much higher
than existing broadband platforms, satellite internet has
limited applications. For instance, cruise liners use it only
when they are so far from the coastline that they cannot
connect to any cell tower. In recent times, however, the
large-scale development of low earth orbit (LEO) satellites
by global players like SpaceX, OneWeb, Amazon and Telesat
has transformed this sector. These satellites are able to
orbit at a much shorter distance from the Earth’s surface,
driving the latency as low as 30-50 milliseconds. Moreover,
LEO constellations do not maintain a static geostationary

INTERNET FROM THE SKIES

Aaron Shull is the Managing Director and General
Counsel at The Centre for International Governance
Innovation (CIGI), Canada.

“

In the public discourse, discussions surrounding
outer space have been limited to science-fiction.
However, that is rapidly changing. There is now greater
awareness of space and the associated policy issues
which have been brought into sharp relief by the plans of
SpaceX to launch its Starlink constellation. The SpaceX
plan is to put around 42,000 satellites into orbit. But
SpaceX is not unique. OneWeb, Telesat, and Amazon
have similar strategies. The number of satellites in
orbit 10 years from now will be unlike anything in
human history. At the same time, the military uses of
outer space are also now making news. On November
15, Russia tested a direct-ascent anti-satellite (ASAT)
missile against a defunct satellite target. The resulting
explosion created a substantial debris field in lowEarth orbit (LEO). Leaving aside the obvious geostrategic security issues presented, the debris is a real
problem. But it is also linked to the above issue of
space traffic control and the massive constellations
of satellites being launched. The combined trends of
a proliferation of satellites and increased space debris
means that there will be a heightened risk of collision,
collisions that would then create more debris, creating
even greater risk of future collisions. And so on. This
produces a troubling situation where it is increasingly
challenging to find orbital slots, or “parking spots”,
for satellites in outer space. The significance of this is
compounded by the looming reality that satellites will
come to comprise one of the most important parts of
the infrastructure of the digital economy. More and
more people will rely on satellites for communication,
connectivity, and economic empowerment. But these
orbital parking spots are allocated on a first-come, first
served basis. More specifically, the assignment of slots
in geostationary earth orbit (GEO) is done through
the International Telecommunications Union (ITU),
which is an international organisation. The issue is
that a ‘first-come-first-served’ principle in GEO slot
allocation, by definition, privileges the first comers
– rich, technologically advanced nations. These slots
are finite. That is one of the central issues of space
governance. No state should have privileged access.
They did not create space; they did not invent it or hold
a patent on it; they do not have a unilateral call on these
resources. However, the current system is designed
to ensure a space race. The contemporary governance
arrangements were designed well before the present
modern technical capabilities were even imagined.
It is hard to understand why a thoughtful mature
evaluation would not require a reconceptualisation of
this governance structure.
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position. Unlike GEO satellites, they regularly circle the
globe, facilitating a continual and ubiquitous service of
high capacity. This is expected to hasten their commercial
deployment over the coming months, bolstered by
affordable launch capabilities, innovations in spacecraft
manufacturing, advancements in onboard satellite
communications technology and an increase in private
sector participation.

EXPANSIVE COVERAGE
As businesses and individuals look to leverage space
internet, comparisons with terrestrial networks are
inevitable. Unlike mobile cellular or fibre optic services,
satellite broadband is not dependent on the laying of
copper wires or cables. Since the aggregation of data is
done in outer space, they are practically unbounded by
ground infrastructure. This, in turn, makes them a useful
innovation in areas where cable infrastructure cannot be
installed due to prohibitive costs, geographical remoteness
or other logistical issues. Indeed, satellite internet presents
a significant opportunity for countries like India, where
almost 20-25 per cent of the population reside in areas with
limited terrestrial infrastructure. It can provide coverage
for not only rural communities but also ‘top-up’ capacity
in suburban areas that do not have access to high-capacity
fibre-optics or 4G/5G telecommunications. Adding to these
benefits, Space India 2.0 estimates that the cost of covering
one square kilometre from space will be $1.5-$6, which is
significantly lower than the amount required for laying
ground infrastructure. Besides addressing accessibility and
cost issues, projects like Starlink also promise to deliver
better data speeds. Currently, the average internet speed
is 10-40 Mbps, depending on the geographical location
of a user. This is expected to go up to 300Mbps, once the
services are fully operationalised. Despite these purported
benefits, however, satellite internet comes with its own risks
and challenges.

STUMBLING BLOCKS
As with any other wireless network, satellite connections
may be susceptible to weather interference, affecting the
reliability of services. In fact, the Starlink FAQ page clearly
states that heavy rain or wind can affect the satellite internet
connection, potentially leading to slower speeds or a rare
outage. Other obstructions like buildings or trees may also
compromise the strength of the signal. This is in sharp
contrast to fibre optic cables which are buried deep in the
ground, enabling them to perform effectively, irrespective
of the prevailing weather conditions. Moreover, the services
offered by satellite companies are currently expensive. For
instance, SpaceX has priced its beta services at $99 a month.
This is in addition to an upfront cost of $499 for the Starlink
kit, which comprises a user terminal and a Wi-Fi router.
At these rates, the ordinary consumer will not be able to
transition to satellite broadband, especially in developing
economies like India. Recognising this, companies like
OneWeb and Telesat have opted for the B2B route for now,
whereby they will focus their efforts on enterprise services

“
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As mega-constellations take shape in LEO, we must
think about the space culture we want to achieve. At
Lockheed Martin, space is a place where everyone can
benefit—from communications and GPS to security.
And those services do not have an option to fail. As
with any large infrastructure project, in-orbit capability
takes time and an ongoing commitment. Space is an
environment where you simply cannot set and forget.
We, too, believe in the power of nanosat constellations.
In fact, with HiveStarTM and SmartSatTM demos, we
are showing more processing can be done in space with
shared computing of in-orbit assets. The ever-growing
need for data has seen the industry drive towards newer
orbits, different spectrums, unproven technology, all
with a higher appetite for risk. The higher appetite for
risk is driven by our customers needing solutions faster
and users who have an ever-increasing thirst for data. On
top of that, companies need to balance those priorities
with investors who need a return. Unfortunately, there
are few quick returns in space, underscoring that large
space projects take commitment. The new entrants to
the space sector have been the biggest risk takers and
fastest tech developers, disproving the theory that
space can only work if you have heritage. However, the
important point about heritage is that it is based on data,
and it is this data that enables many of us to mitigate the
risk of critical failure. When you look at rural broadband
projects in developing markets, many struggle because
users cannot afford the service. At least, not yet. With
competition and proliferation, more affordable options
are on the horizon. But it takes time and a belief on
how space can transform life on Earth. In any strategy,
the foundation must be a solid understanding of what
customers want, how much they can afford and risk
tolerance of shareholders. That is true for B2C markets
as well as B2G. Many of us are amazed by the likes
of Space X, Amazon and OneWeb. They make new
launchers and 1,000-satellite constellations look easy.
However, it is not easy. It is extremely difficult, and each
show the dedication, passion and patience required to
achieve the end goal. Democratising space takes all of
us to create more opportunities in orbit to help more
people on this planet. But it is a vision that needs solid
customer understanding and a consistent strategy that
helps now and, in the decades to come.

“

and backhaul for mobile operators. This implies that they
will enter into partnerships with terrestrial telcos to provide
cellular backhaul in remote regions where the mobile
infrastructure is weak. Of course, cost considerations are
not just restricted to the average internet user. They also
constitute an entry barrier for small and medium firms

looking to enter the satellite broadband space. After all, the
latter is a capital-intensive industry with a huge appetite for
risks. Every launch costs hundreds of millions of dollars,
with LEO satellites being required to be replaced every five
years or so. If this is indeed the case, then it will be critical to
democratise this sector. Government policies, in particular,
will have to make risk capital available at different stages for
the space industry to truly flourish. Finally, the equitable use
of the spectrum is a key concern that needs to be addressed.
In India, for example, terrestrial telcos and satcom operators
have crossed swords over the allocation and allotment of this
scarce resource. Apart from disagreeing over the possible
allotment of a 28 GHz frequency band for 5G networks, the
two sides have clashed over the mode of allocating satellite
spectrum. While telecom operators have supported an
auction mechanism, satellite internet companies advocate
for an administrative allocation of spectrum. Against this
backdrop, governments and companies will have their
work cut out in building an ecosystem that allows satellite
internet to peacefully coexist with terrestrial networks.

Raz Itzhaki Tamir is the co-founder and CEO of NSLComm,
a company that manufactures satellite equipment and offers
spacecraft communication services. He previously served as an
adjunct lecturer at the Ben Gurion University of the Negev.

“

It seems like the war on ‘internet from space’ was won
before it started. The CAPEX exposure of constellations
left the field to four constellations: Starlink, Kuiper, Telesat
and OneWeb. The number of satellites filed, and the scarcity of
available frequencies made it clear that there is simply no room
for other constellations. Is this true? Is it possible to change this
rock-solid paradigm? Imagine that there was a constellation
with a CAPEX so low, that it would not take multiple years
to breakeven? Such a constellation would not have to serve
multiple use cases in order to secure the huge revenue stream
required by the business model. Such a constellation can
focus on a single revenue stream and optimize the system in
a way that would make the space and ground segments even
more cost effective. A communication satellite is basically
a communication dish in space. If one wants to have more
capacity, one needs a larger dish in space. Yet, as most of the
satellite structure is required to hold the dish during launch
(as a launcher is a bomb that explodes slowly), a larger dish
will require a larger satellite. As the cost of manufacturing and
launch is proportional to the weight of the satellite, this quickly
leads to the high CAPEX discussed before. Well, if the satellite
did not have to carry the dish through launch, it could be
90% smaller, with 90% lower CAPEX! Using expandable dish
antennas will enable this impressive saving. Companies like
NSLComm are building constellations that cost only a fraction
of the cost of the giant constellations discussed. Implementing
design for manufacturing (DFM) techniques that enable mass
production helps to take the costs even lower. Thus, the future
of space-based communication does not have to belong to
mega-constellations, but to innovative concepts that enable
reliable, cost effective and flexible business plans.

“

Craig McGilvray is the Regional Director and Asia
Business Leader at Lockheed Martin Space.
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THE SPECTRE OF 26/11
As we look back at the tragedy that was 26/11, it is critical to take a deeper look at what has been done and
what remains to be done to prevent a recurrence of such incidents.
Maj. Gen. Ajay Sah is the CIO at Synergia
Foundation, with experience in conflict
resolution, peacekeeping & counter-terrorism.

W

hile the scars of the 16/11 Mumbai serial attack
on the Indian psyche may have healed somewhat
(although not for those who lost their loved ones
in that ghastly assault), as we complete its 14th anniversary,
there are many questions still being raised about the lessons
imbibed from that bloody episode in our short modern
history.
The geopolitics of this blatant attack on India’s
sovereignty is not the subject of this piece, as much has
been debated on that subject. The biggest outcome of the
attack was a realisation that India’s vulnerability to external
threats was not addressed by its formidable land defences;
in fact, the sea that had brought in the East India Company
for its two century-long rule into the subcontinent had once
again been the trapdoor into India’s soft underbelly.

While these infrastructural changes are
important and much needed, the heart of
intelligence efficacy lies in having a single
entity to act as an overall coordinator of
intelligence - an Intelligence Czar.
attention by various expert bodies that met formally and
informally behind the scenes - smelling out the possibility
of any such attacks in the future to proactively to nip them
at the bud, securing India’s 6000 km long and porous
coastline, and a robust operational strategy to deal with the
attackers once the breach had taken place.
While India has so far evaded a repeat of 26/11, in scale
and magnitude, a series of copycat attacks have shaken
democracies across the globe. Kenya, an oasis of democracy
in troubled east Africa, has suffered two major terrorist
assaults in the recent past- the 2013 Westgate shopping
mall attack (71 fatalities) and the 2015 Garissa University
massacre (148 students killed).

In many ways, 26/11 can be called an inflexion point in
India’s internal security paradigm when the state realised
it could no longer take a threat to its cities and its citizens
lightly. State-sponsored terrorism wielded through
hardened, thoroughly radicalised youths honed in militarygrade skills, and supported by the fruits of digitisation, was
the new threat, not tank columns cutting through the plains
of Punjab or the deserts of Rajasthan.

AN INTELLIGENCE SHIELD

India’s enemies have changed their tack to take advantage
of the new realities; is the Indian security establishment
geared up to meet this challenge? There were three broad
aspects of internal security that received the maximum

For India, the first warning bells had been sounded by the
1990 Kargil intrusions, which exposed the weaknesses in its
intelligence infrastructure, as its civil and military agencies
were caught flat-footed by the Pakistani Army. A decision

France experienced two in just one year (2015) - the
January Charlie Hebdo massacre and, even worse, the
November serial attacks throughout the French capital,
killing over 120 people and forever changing how the West
looked at the threat of Islamic terror.
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was then taken at the apex level to implement a series of
reforms to comprehensively rebuild the intelligence setup.
The Intelligence Bureau, responsible for domestic
intelligence operations, was designated the lead agency
for the generation of counter-terrorism intelligence and to
coordinate with other intelligence agencies by establishing
a Multi-Agency Centre (MAC) at Delhi. Later, subsidiary
MACs (SMACs) were established regionally in different
states. However, the output of the MAC remained at best
desultory.
As per a report of the Parliamentary Committee, the
bulk of inputs came from the Defence Intelligence Agency
(DIA) or Research and Analysis Wing (RAW), with only a few
border states contributing a minuscule percentage, showing
the lack of initiative and interest on the part of state counter
intelligence establishments, which should theoretically have
the best human intelligence assets and be the first to raise
the alarm about any pending attack.
The military side of coordination was to be conducted
by the newly created DIA, raised in 2002 under a threestar officer from the Army. To provide technical support
in terms of signal intelligence and satellite imagery
and its interpretation, the National Technical Research
Organisation (NTRO) came into being in 2004. However,
all these new organs of the intelligence community failed
to pick up the faintest spoor of the Mumbai attack at the
planning stage, thus forcing another round of reforms after
the dust of 26/11 had settled down.
The Centre created the National Investigation Agency
(NIA) to investigate terror cases, and today its sleuths are
a common sight collecting forensic evidence at the site
of every major terrorist attack. That they have achieved
a measure of success in some of their investigations is a
matter of record, although whether they have pre-empted
or prevented any major attack is not known in the public
domain.
Two reforms post-26/11 have been most controversial
and difficult to implement. The first is the National Counter
Terrorism Centre (NCTC), which was based on the
successful American model and the British Joint Terrorism
Analysis Centre. The NCTC would have superseded the
MACs and by collating and analysing intelligence from every
possible source, could have generated analysis to detect and
pre-empt terror attacks.
However, it was argued that it went against the very
character of India’s federal structure, taking away from the
states, their constitutional right to manage law enforcement
within their jurisdictions and creating a super agency (the
IB) with the charge of investigation and arrest powers across
state boundaries. The second major reform was the creation
of the National Intelligence Grid (NatGrid), a countrywide
information-sharing network. Serving as an integrated
database for counter-terrorism, NatGrid would bring
together the databases of all security agencies, avoiding the
loopholes that enabled 26/11 to happen.
Apart from intelligence agencies, the data would receive
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inputs from government organisations on bank transactions,
visa and immigration records, as also the National Crime
and Criminal Tracking System that links over 14,000 police
stations countrywide. It is widely believed that if something
akin to NatGrid was existing, the crucial reconnaissance of
Mumbai carried out by David Headley would have appeared
on the radar and red flags raised.
While the first two phases, as approved by the Cabinet
Committee on Security, were completed by 2014, the balance
two phases are pending. These two phases require certain
legislative amendments for sharing and transfer of data
which come under privacy laws such as bank transactions
and internet usage.
Civil rights activists have been objecting to likely
violations of individual privacy, as the bulk of the access
has not been available to law enforcement agencies to
date without court permission. In fact, Delhi High Court,
in response to a public interest litigation, has directed the
central government to stop collecting data through NatGrid
on the ground of ‘insufficient oversight’.
In a recent interview, the Indian Home Minister Amit
Shah confirmed that NatGrid would soon be operationalised.
He blamed the delay on the two-year long pandemic. While
these infrastructural changes are important and much
needed, the heart of intelligence efficacy lies in having a
single entity to act as an overall coordinator of intelligence
- an Intelligence Czar.
Intelligence communities the world over are notorious
for their turf battles and concealing intelligence from rival
national agencies in order to score brownie points with the
national leadership, and India is no exception. During the
deliberations on the restructuring of India’s intelligence
infrastructure, the parliamentary committee had observed
that “while there are agencies like NIA, IB, MAC and NSG
and some in the pipeline like NatGrid that are cumulatively
capable of addressing these menaces, there is no single
unified authority to coordinate the operations of these
agencies and ensure a quick response in times of crisis like
the 26/11 attack”.
The National Security Adviser (NSA) is responsible
for intelligence management, but there is no way he can
keep a hands-on approach on the plethora of agencies
with overlapping mandates and fierce competitiveness.
Intelligence experts advise the creation of a single
overarching intelligence czar who can provide a single point
of advice to the national leadership. Obviously, such an
appointment would carry with it an extraordinary amount
of power and influence and would at times put the NSA
under its shadow.

SECURING THE COASTLINE
Till 26/11 happened, there was a tendency to underplay
the threat of terrorist infiltration through India’s vast
and porous coastline, despite the fact that the 1993 serial
Mumbai bombings had been executed through explosives
and arms smuggled in boats from Pakistan. Once the land
frontiers in Punjab and Rajasthan had been fenced by 1999,
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a sense of complacency crept in as these effectively put an
end to the large-scale smuggling of explosives and weapons
to give effect to major terrorist acts in the Indian heartland.
Then came 26/11 and the threat scenarios changed
overnight.Obviously, the Indian Navy found itself
cornered at the inquest that followed this huge national
embarrassment. However, all credit to the ‘silent service’
that they quickly got into action to initially put into place
an immediate coastal security plan and then followed it up
with several recommendations to the central government
with regards to a National Maritime Security apparatus.
As an immediate measure, the Indian Navy (IN) was
given the overall charge of maritime security, with the
Indian Coast Guard (ICG) placed under its operational
command, similar to the shift in command over Central
Police organisations that takes place along land borders
during times of war. In the last decade, the IN has been the
driving force behind various fundamental changes that have
been instituted to make our coastline less porous and more
difficult to breach with impunity.
The various maritime security agencies - IN, ICG, the
state coastal police etc., have been institutionally mandated
with their respective coastal security responsibilities to avoid
confusion. IN continues to act as the overall coordinator,
with stakeholders at multiple layers of governance. The
specific roles have been clearly spelt out - IN is to be assisted
by the ICG, state marine police and other central and state
agencies, with the ICG designated as responsible for coastal
security in territorial waters, and the marine police to be
responsible for coastal waters up to 12 nautical miles.
One area in which IN has been specifically working
on diligently is Maritime Domain Awareness (MDA). To
implement this, projects like Coastal Security Network,
the National Automatic Identification System chain
and National Command Control Communication and
Intelligence Network are being created. A network of radars
is providing surveillance cover at a greater depth over a
larger area which, along with satellite cover, would provide
all-weather 24 x 7 domain awareness.
Apart from electronic surveillance, human intelligence is
also critical to identify a potential threat, and towards this
end, the coastal fishing community has been incorporated.
In addition, the IN has been imparting training to the BSF,
CISF marine wings and state maritime police in seamanship.
The biggest challenge is monitoring over 300,000 registered
fishing vessels that ply on India’s fish-rich coastal belt.
The respective states’ boat registration authorities and
the fishing communities themselves are being involved to
ensure every boat is in radio communication and fitted with
transponders to reflect their position in real-time. However,
this cannot be fully implemented till all fishing vessels are
fitted with an Automatic Identification System (AIS).
More important is the inability of successive
governments to appoint a National Maritime Security
Authority who, like the Int Czar could act as a single point
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adviser to the national government and oversee the overall
coordination of maritime security. As per a recent statement
by late General Bipin Rawat, Chief of Defence Staff, the
organisational structure of an apex body, the National
Maritime Commission, is being worked out, which will act
as the apex body to coordinate maritime security.

OPERATIONALISING AN IMMEDIATE RESPONSE STRATEGY
In developed countries, the first responders to a terrorist
attack are the local police beefed up by their militarised
Special Weapons and Tactic Team (SWAT), made famous
by Hollywood movies. Before 26/11, even a major metropolis
like India’s financial heart, Mumbai, lacked such a capacity,
leading to the long delay in the arrival of the National
Security Guard from New Delhi, a delay that proved fatal for
a majority of the victims.
The local police must be equipped, trained and
empowered to limit the damage of a terrorist strike in an
urban scenario, till such time as specialised units like the
NSG arrive. The creation of the four NSG hubs at Mumbai,
Hyderabad, Chennai and Kolkata, has been implemented,
reducing the reaction time. However, the creation of police
SWATs remains hamstrung due to misplaced priorities for
the allocation of scarce funds allocated for the modernisation
of state police forces.
SWAT equipment is expensive and mostly available ex
imports, and state governments find little political advantage
in investing in them. Few cities like Mumbai and Bangalore
have created their SWATs, employing ex-military officers to
raise them, but the trend, sadly, is not countrywide.

Assessment
9/11 was a major wake up call for the U.S., which went into a
frenzy to prevent a repeat by focussing on intel collection,
coordination and assessment as well as the creation of the
Department of Homeland Security. Sadly, this urgency
was witnessed in India only in the immediate aftermath
of 26/11, but with time, other priorities have eclipsed the
demand for a definitive counter-terrorism strategy and
the accompanying infrastructure to manage it. Hopefully,
the measures already put in place will be able to thwart or
deal with any future major terrorist episode.
Due to India’s federal structure and an affinity to deal
with rising situations through ad-hoc measures, the
current national counter-terror structure is far from being
adequate by any standard. One important hurdle is the
legal structure, a legacy of the colonial era, which is not
capable of dealing with modern-day realities. The plethora
of anti-terror acts like the UAPA has many loopholes and
is hampered by many laws and regulations that states
have enacted from time to time. TADA and POTA failed
to deliver the desired results, and now we are toying
with UAPA. While security agencies claim that these
regulations tie their hands, civil rights activists call them
‘draconian’ and ‘targeting’ one particular community and
infringing the basic civil rights of the common citizen. So
the debate drags on and on.
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BEYOND A LINEAR
ECONOMY
The future if circular; it is extremely intelligent, highly digital, and maximises the value of every molecule of
material used.
SYNERGIA FOUNDATION
T E A M

S

ince the onset of the Industrial Revolution,
manufacturing processes have been largely been
static. They take inputs in the form of raw materials
or intermediaries, put them through the production process
and derive the finished commodity. A considerable mass
of unutilised, undifferentiated raw material is discarded as
waste.
Since this is a once-through process, the amount of waste
only increases with the scale of production. As articulated
by Mr. Shyam Sharan, former Foreign Secretary of India, “In
the new value system, disposability is considered a greater
convenience - products are used and thrown, which means
that you have a larger amount of waste.
The consumer market, and to a degree economies, are
dependent upon disposability to survive”. In fact, the World
Economic Forum (WEF) in 2019, had estimated that nearly
half of the global CO2 emissions were due to the 92 billion
tonnes of materials freshly extracted and processed. In this
context, it is critical to devise technology that allows the
waste material to flow back into the manufacturing process
again.
This will not only reduce the amount of waste generated,
but also ensure more resource conservation. Thus, a ‘circular
economy’ (CE) endeavours to minimise, if not entirely
eliminate, such humongous amounts of waste. As per WEF

Steve Evans, Director, Institute of Manufacturing,
University of Cambridge, 110th Synergia Forum on
‘Transitioning to a Circular Economy’.

“

Governments have to help the industry de-risk their
circular economy experiments at scale. We also
need significant knowledge improvement. We need to
understand the materials we use in a deeper way in order
to replace them with other materials. This competence is
part of a policy package that might help the industry move
to a circular economy.

“

RE S E A RCH

estimates, it has the potential to generate up to $4.5 trillion
of economic benefits by 2030.
Prof Steve Evans, who is a Director at the Institute of
Manufacturing in Cambridge elaborates, “If we increase the
amount of material maintained in the circular economy, it
will mean that we extract and grow less raw material. But
more importantly, we will process those virgin materials that
grow less, and that is where the big savings will come from.
The savings do not come from factories that are circular.
They come from the fact that those factories are taking
in materials that are at the end of their first life, rather than
virgin materials”.
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Rajeev Khushu, Chairman of Board of Directors, India
Electronics and Semiconductor Association (IESA), 110th
Synergia Forum on ‘Transitioning to a Circular Economy’.

“

India is now producing close to 250-300 million
smartphones. There a huge opportunity for the country
to examine how the electronic waste generated can be
reused. From 1 million smartphones, we can actually
extract close to 15 kg of Radium, 34 kg of gold, 350 kg of
silver and 16,000 kg of copper.

“

IS IT PRACTICAL?
Although a CE may appear to be a costly proposition
to begin with, in reality, it will transform the cost pie of
manufacturing in the long run by reducing material and
labour costs. In fact, it can also increase profits, both in the
short term and the long term, assures Prof. Evans. However,
there are some challenges that need to be addressed. For
one, No company - whether big or small - can implement
a circular economy on its own. Even if one organisation
decides to take preemptive action, it will have limited
impact, unless the entire supply chain evolves.
Therefore, economic feasibility is not the only barrier.
Citing the example of the fashion industry, Prof. Steve Evans
explains - “The typical fast fashion consumer in Britain
spends £50 every week. They buy one item and use it once
only, in its entire life. The industry can halve that price by
allowing them to take as many items as they want from their
wardrobe back to the shop and replace it one-for-one with
an item in the shop.
So, they would be allowed to have, say, 20 items at home.
But notionally, they have a wardrobe of thousands of items
on the high street”. This would not only double the profit
for fashion brands, but also reduce consumer prices and
environmental costs. However, one or two brands cannot
implement this system on their own. They will need to be
backed by robust policies and a cooperative industrial effort.
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No company - whether big or small - can
implement a circular economy on its own.
Even if one organisation decides to take preemptive action, it will have limited impact,
unless the entire supply chain evolves.
resource efficiency are applied. Thereafter, things may start
to get a little more difficult.
It is at this point that government policies become
important, as they can assist industries in de-risking their
experiments. Along with this, there is a need for significant
knowledge improvement and in-depth understanding of
materials to help the industry transition into a circular
economy.Moreover, innovative ideas need to be sold to the
consumer.
Quoting from previous experiments in the fast fashion
industry where consumers were encouraged to swap their
once-worn clothing items, Prof Evans notes that only one
person had raised complaints about stained clothing out of
a sample size of 1709 consumers. Even in that case, however,
the problem had stemmed from a manufacturing defect, as
opposed to staining by a previous user.

RECYCLING WOES
Ofcourse, it is not always the case that the same
parameters of resource efficiency or recycling can be
applied universally across all sectors, especially in the
metallurgical industry. As per Mr. Richard Morgan, Director
and Head of Public Affairs at Anglo American, even with the
latest recycling techniques, it is not possible to obviate the
need for fresh, virgin materials like platinum root metals or
copper.
So, there will still be a place for traditional mining
activity. Nevertheless, it is essential that all segments of
the industry participate in the dialogue for a CE, so that no
single company influences the entire process. Citing the
example of platinum, Mr. Morgan explains that it is not very
concentrated in the ground and therefore, needs a great

RESOURCE EFFICIENCY

Turning rice straws into clothing fibres is a case in point.
Over the next 30 years, such practices are likely to become
more normalised. As per the research carried out by Prof.
Evans, the first 20 per cent of benefits flowing in from the
circular economy are available for free, if the principles of

Shyam Saran, former Foreign Secretary, Government
of India, 110th Synergia Forum on ‘Transitioning to a
Circular Economy’.

“

We have moved away from a time when products were
appreciated for their durability. Under the new value
systems, disposability is considered a greater convenience.
Products are used and thrown, which means that a larger
amount of waste is generated. The consumer market, and
to a degree economies, are dependent upon disposability
to survive.

“

To implement CE, it is imperative to understand the
fundamentals of resource efficiency. By reducing the
amount of raw material required to make current products
with existing technology, manufactures can make their
industry CE-compliant in its entirety. For example, clothing
materials can be replaced with biologically-based materials,
derived from farm waste.
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because about 50 per cent of this can be processed. The
same, of course, applies to agricultural waste. Today,
agricultural waste is effectively burned and this worsens
the air pollution in the country. North India, in particular,
suffers at the end of every year.

“

Current analysis suggests is that even if we recycled
more, it would still not obviate the need for fresh,
virgin materials like platinum root metals or copper. So
there will still be a place for traditional mining activity.
But it would be remiss of us, as future planners, to not
have conversations around circular economy, especially
with big client countries like India.

“

deal of refining and smelting with huge energy inputs to
turn it into platinum and other group metals. Moreover, the
aluminium produced from recycling does not have the same
properties as aluminium produced from oxide. This is also
true for copper and this could have dangerous consequences
for the electronics industry.
As far the electrical vehicle industry is concerned,
the recycling of batteries is a concern.For instance, Ola is
coming up with a factory that will produce about 10 million
units a year, which is equivalent to around 15 per cent of the
entire current global production of two-wheelers. However,
all these two-wheelers are going to be powered by battery
technology, which is finite.
This will have to be recycled in some form or the other.
At the same time, there is a huge debate in India around the
introduction of hydrogen fuel technology. Blue hydrogen,
in particular, raises critical questions, as the carbon waste
generated after capture and sequestration is usually buried
in the ground. How this will fit within the CE framework is a
matter that needs to be investigated further.

THE INDIAN CONTEXT
The Indian industry is seeing a great deal of focus on
electronics, with the government taking the lead in building
a semiconductor fab in the country. India is producing close
to 250-300 million smartphones. At the same time, we have
heaps of electronic waste getting dumped. So, there is a
huge opportunity for the country to examine how it can be
reused. As per Mr. Rajeev Khushu, one can extract close to
15 kg of Radium, 34 kgs of gold, 350 kg of silver and 16,000
kg of copper from about one million smartphones. There
is a considerable amount of work being done through the
Ministry of Electronics and Information Technology to
sustainably produce and consume such electronic products
in the country. By 2050, half the world’s population and
India’s population will live in cities, and the municipal solid
waste could increase to about 400 million tons a year, as
compared to the 62 million tons generated in 2016.
The reality is that about 70 per cent of this waste is
disposed in open landscapes without proper treatment or
containment. But that in itself represents an opportunity,

The Confederation of Indian Industries (CII) has done
path-breaking work in this area by demonstrating the ability
to economically extract the stubble and reprocess them into
briquettes across 300 villages, which can then be offered
for sale. This, in turn, generates an additional source of
income for farmers or, for that matter, other bioprocessing
industries. As per Mr. Nitin Prasad, who is the Chairman of
Shell Companies in India, the country is already quite an
efficient and circular economy. This has probably to do with
its genesis as a largely closed economy for many decades.
Culturally, we still believe in using a thing till it breaks down.
We then repair it and reuse it for decades. Our vintage fleet
of vehicles, both private and commercial, is a case in point.

THE PROGNOSIS
As the world moves closer to a climate-friendly future,
all industries will be measured across the whole value chain
of their products. The entire range of inputs will be assessed
to ensure that there is an ethical end product in the market.
This trend is already visible in steel and copper, as both
investors and traders in the London Metals Exchange are
increasingly scrutinising the full value chain.
From a human rights and governance perspective,
questions are also being raised with respect to cobalt and
other rare earths, which originate from locations like the
Democratic Republic of Congo (DRC). Meanwhile, the
financial services sector has a major role to play, as we are
increasingly seeing investors and shareholders in public
companies demand more from corporate boards in relation
to the UN Sustainable Development Goals (SDG). This
pressure will only encourage industries to develop the
circular economy in a more accelerated and productive way
over the coming years.

Richard Heald, OBE, Former MD of NM Rothchild and
Chairman of UKIBC, 110th Synergia Forum on ‘Transitioning
to a Circular Economy’.

“

The financial services sector has a huge role to play
in the circular economy. We are increasingly seeing
investors and shareholders in public companies make
more and more demands of their boards and companies in
relation to the sustainable development goals. Investors
are wanting to invest in these companies not for purely
commercial purposes, but for other reasons as well. I think
this pressure, as it continues, will encourage us to look at
ways in which we can develop the circular economy in a
more accelerated and productive manner.

“

Richard Morgan, Director and Head of Public Affairs,
Anglo American, 110th Synergia Forum on ‘Transitioning to
a Circular Economy’.
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THE MID-TERM TEST
Forthcoming assembly elections in UP are grabbing headlines as a test case of Prime Minister Modi’s
popularity against a rejuvenated opposition.
T. M. Veeraraghav is a Consulting Editor
with the Synergia Foundation & a former
Resident Editor with the Hindu.

T

wo years into his second term, Prime Minister Modi
and his ruling party fight to retain their dominance
in the elections to India’s most populous state. More
important than the prestige involved is the impact that the
results will have on the future trajectory of the opposition in
India. Independent India’s electoral politics has been, more
often than not, dominated by the most populous state of
Uttar Pradesh (UP).
The state, with a population of over 200 million (greater
than that of Russia), has 80 seats in the national parliament
(Lok Sabha) and has the distinction of having coroneted 9
out of 15 Prime Ministers including Mr Narendra Modi, who
won his parliamentary seat from the Varanasi constituency
in UP.
All the prime ministers from the Nehru-Indira Gandhi
family too picked UP to fight their electoral battles
successfully. Not surprisingly, the elections for the 400-odd
assembly constituencies scheduled early next year is being
watched very closely. The results could be taken as a crucial
indicator of the direction in which not only state but also
national politics will veer towards in the coming years.
Personally, for Mr. Modi, it will be a test of his stature as
a national leader who can influence the election results for
his Bhartiya Janata Party, both provincially and nationally.
The current Chief Minister of UP, Yogi Adityanath, a protégé
of Mr. Modi and once touted as a future successor, has had
a tumultuous tenure, and the outcome remains uncertain at

The question now being asked is whether
the shortcomings of the Yogi Adityanath
government in handling the COVID second
wave and the simmering farmers’ anger can
be exploited by SP for a victory.
this stage.

CHANGING DYNAMICS IN CASTE-BASED
POLITICS
The steady decline of the Congress Party in UP since
the early 1990s created space for the rise of caste-based
regional parties like the Samajwadi Party (SP) and Bahujan
Samaj Party (BSP). These parties, with the majority support
of Dalits and economically poor classes along with a broad

UTTAR PRADESH
BJP

Assembly Elections
SP BSP INC AD Others
Party-wise Seat Share (Total 403)

312

19

2017
39.7%
22.2%

47
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acceptance by the Muslim minority, could successfully keep
the Congress at bay since 1989.
The SP built itself around the Other Backward Caste
(OBC) votes and BSP built around the dominant Dalit vote,
and both sides tried to woo the minority Muslim vote. Riding
the wave of Hindutva politics following the 1992 demolition
of the 16th century Babri Masjid at Ayodhya, also claimed by
Hindus as the birthplace of Lord Rama, BJP steadily grew in
strength.
It staunchly advocated the right of Hindus to construct
the Ram Janam Bhoomi temple in Ayodhya, a claim that was
upheld by the Indian Supreme Court in 2019. Nearly two
decades of poor coalition governments and corruption in
the regional parties culminated in a landslide BJP victory
during the 2017 State assembly elections.
The BJP won 312 of the 403 seats in the state, with nearly
40 per cent of the popular vote virtually breaking the spine
of the regional parties and the Congress. For the first time,
the elections were fought entirely along communal lines,
which were further reinforced by the choice of the Chief
Minister- Yogi Adityanath. Mr. Adityanath is a Hindu monk
who has been the head priest (mahant) of the influential
Gorakhnath Math in Eastern UP.
With a penchant for politics, Yogi Adityanath has been
elected to the national parliament for five consecutive terms
since 1998. Firmly in the saddle, under Yogi Adityanath’s
watch, the BJP put up a superlative performance in UP in
the national parliamentary elections of 2019, winning 62 of
the 80 seats. The success was largely due to the polarisation
of Hindu voters in favour of the BJP.
As regards the caste-based voter base of the two regional
parties, SP and the BSP, the BJP was able to breach their caste
linkages, something that its national rival, the Congress,
failed all these years. While this dominance of the BJP
seemed unassailable, the catastrophic health care situation
in the state during the second wave of the pandemic and
a massive farmer’s movement against three newly passed
farm laws has seriously weakened the BJP’s rural and urban
support base.
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to retain a semblance of relevance under another scion of
the Gandhi family, Priyanka Gandhi Vadra and has failed to
forge any meaningful political alliance in the state. The only
real opposition to the BJP juggernaut is coming from the SP
under the former Chief Minister Akhilesh Yadav.
The UP elections now appear as a clear two–way fight
between the ruling BJP and the SP. Over the years, the
SP under the politically astute Mulayam Singh Yadav, the
founder of SP and Akhilesh’s father, has formed a strong
alliance with caste-based outfits and the minority Muslim
vote bank to build up its electoral arithmetic, which proved
so successful in the past.
The question now being asked is whether the
shortcomings of the Yogi Adityanath government in handling
the COVID second wave and the simmering farmers’ anger
can be exploited by SP for a victory.
Interestingly, this is a trend that is emerging across
India where the challenge to the BJP is coming from strong
regional parties like Trinamool Congress (TMC) in West
Bengal under Chief Minister Mamata Banerjee.
In fact, Mamata Banerjee has sounded the bugle for
an alliance of regional forces to take on the BJP and
projected herself as the opposition’s national face, publicly
questioning the relevance of the Congress. As regards the
minority vote, it too seems to be veering towards regional
forces and away from their traditional support base in the
Congress, tethering on the margins.
While defeating the BJP remains a gargantuan task, if
the SP manages that feat, it will be a massive boost for the
opposition. However, if the BJP reiterates its dominance,
then the impression that it is unassailable for the foreseeable
future in Indian politics will be firmly sealed, even after
the catastrophic health care crisis and a massive farmers
movement.

New Delhi tried to do last-minute damage control
by repealing the controversial farm laws. Controversies
continue to dog the BJP in its efforts to win back the support
of the farmers, especially in Western UP, where a BJP Union
Minister’s son has been accused of ‘mowing down’ protesting
farmers, creating a major political embarrassment for the
embattled party.

THE PROGNOSIS
Against this backdrop, there appears to be an element
of doubt in the BJPs election confidence to retain power in
this crucial state and thus maintain its dominance over the
national political scene. However, the opposition remains
riven by divisions and self-serving political opportunism,
which makes any opposition unity virtually impossible.
The largest national opposition, Congress, is desperate
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A DELUGE OF FALSEHOOD
In a mad rush to collect information the easy way, are we being led astray, unable to discern between the
truth, half-truth and total falsehood?
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ith their ever-expanding tentacles, social media
platforms have consumed our lives, with social,
political, economic and cultural consequences.
Indians, like citizens the world over, are hooked on to
digital platforms - 530 million on WhatsApp, 448 million on
YouTube, 410 million on Facebook and about 18 million on
Twitter, and counting.
As technology enables the rapid acquisition of data
and dissemination of news and information, consumers
are overwhelmed by the sheer speed and potency of this
avalanche! However, the role of technology platforms in
proliferating fake news, misinformation and disinformation
cannot be ignored. While platforms themselves may not be
the originators of such information, they have facilitated an
enabling infrastructure for the same.

A manipulated information environment
does not bode well for democratic countries,
with citizens being deprived of the right
to exercise their independent judgement
about political choices and decisions.
ground in recent times, ever since the 2020 U.S. presidential
elections. It refers to an artificial intelligence-based human
image synthesis technique that makes it difficult to
distinguish between reality and fiction.

APPROPRIATING BLAME
The sheer mass of misinformation generated by the

DECIPHERING THE SEMANTICS

Kris Berwouts, a Belgian academic, has referred to fake
news as a “narrative used to mobilise people”. A threat of
video manipulation, also known as ‘deepfake’ has gained

Bill Emmott, Former Editor-in-chief of the Economist,
99th Synergia Forum on ‘Journalism in a Disinformation
Pandemic’.

“

An often-overlooked angle is the undeniable significance
of professionally trained journalists as truth-tellers,
agents of accountability and counter activists against the
disinformation pandemic. Though the digital information
revolution had fantasized about citizen journalism
destroying the need for professional journalism, the
reality is quite the opposite – journalists are crucial now
more than ever.

“

Across the many terminologies in use to describe this
slew of information, there are some interesting differences.
‘Misinformation’ is used to describe a theory unknowingly
shared by someone known to you. ‘Disinformation’, in
contrast, refers to the deliberate spread of information to
mislead or manipulate readers. There is, of course, also ‘fake
news’, which is described as a piece of ‘conspiracy theory’
that flourishes when governments and politicians do not
function with transparency.

A DELUGE OF FALSEHOOD

Ethan Zuckerman, Former Director of the Centre for
Civic Media at MIT, 98th Synergia Forum on ‘Searching for
News in a Social Media Algorithm’.

“

The price of advertising in the current system of digital
media is prone to abuse. It can be seized by people to
spread disinformation or indulge in trolling. Bots may be
used to artificially amplify content. The current system has
given rise to echo chambers. To offset this, money must be
spent on moderation and control measures so that a mob
mentality does not predominate these spaces.

“

exponential growth of telecom infrastructure and crashing
data rates is a key challenge. Sadly, this deep penetration has
not translated to higher digital literacy. This naturally raises
the question of who should decide what should be put out
on the web. Mark Zuckerberg has famously opined that he
does not want to be an “arbiter of truth”.
What speech should therefore be allowed and who
should decide the same are pertinent questions that need
to be addressed.Ethan Zuckerman, the Director of the
Centre for Civic Media at MIT and an Associate Professor
of the Practice at the MIT Media Lab, laments the retreat
of traditional media in the face of this digital onslaught. As
per him, in the U.S., the traditional news media has operated
on the three-tier model: Production -> Distribution &
Discovery -> Audience.
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triggered by fake news about food being served in a certain
restaurant. Most recently, a report by Max Fisher in the New
York Times has revealed alarming details about a virtual,
‘disinformation-for-hire’ economy.
Catering to political parties, governments and private
organisations, this refers to the burgeoning industry of
‘black public relations (PR) firms’, which deploy fake
accounts and false narratives to manipulate online opinion
in exchange for money. Aggravating this further, there are
‘Influence Operations’ conducted by states, which seek to
wage war by other means. These lie at the intersection of
information fabrication and discourse management. In
recent times, online disinformation operations attributed to
nation-states like Russia or China have caught the attention
of financially motivated individuals and groups. According
to media reports, in the run-up to the 2016 U.S. Presidential
elections, private actors had raked in massive profits by
pushing political propaganda through fake news sites and
online troll farms.
In fact, researchers at Oxford University have identified
around 48 countries where private firms work with
governments and political parties to fuel disinformation

TYPES OF MIS- AND DISINFORMATION

This model has changed rather radically – the internet
and social media have added yet another tier. The citizen/
audience can now amplify content by making news items go
viral. They can also produce fresh content, and this has its
own dynamics. As of now, the distribution is free since we
do not pay as much to distribute information. However, the
cost of discovery has gotten higher. Content now goes viral
because citizens amplify it, and the discovery mechanisms
notice it and push it even further.

A PURPOSE BEHIND THE MADNESS?
In the ongoing social and political discourse, very few
people are capable of discerning between fake news and the
truth. So overwhelmed are they with such false information
that even when shown the truth, they refuse to believe it.
As evidenced by the 2016 Cambridge Analytica scandal,
there is an entire design and architecture to this effort.
A considerable amount of misinformation can also be
discerned in local and regional languages as well.
Very often, these are the heart of the manifesto on which
elections are fought, and a false narrative does considerable
damage to the entire exercise of democratic rights. There
have also been instances around the world where WhatsApp
groups have been created to spread misinformation or
further agitations. For instance, in Sri Lanka, there was
an anti-Muslim riot by the Sinhala majority, which was

Source: Groundviews
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campaigns. It is estimated that nearly $60bn is spent on such
contracts with private organisations. With demonstrable
competence in an array of digital platforms, they sow
discord and push viral conspiracies, exploiting filter bubbles
and existing user bias. Moreover, the growth of artificial
intelligence and automated bots have rendered these
disinformation tactics more sophisticated, as traffic can be
generated at a much faster rate than usual. Given this reality,
the quality of civic discourse is under severe threat, as public
opinions can be coloured by fake news and unsubstantiated
facts. A manipulated information environment does not bode
well for democratic countries, with citizens being deprived
of the right to exercise their independent judgement about
political choices and decisions.

MUZZLING FREE SPEECH?
Although misinformation and disinformation thrive in
social media algorithms, there is a debate about censoring
the content. Some people believe that social media
platforms, which host such problematic content, has the
moral responsibility to take down posts. Other believe
that this is tantamount to conferring them with extreme
amounts of power. This ideological divide was particularly
visible when social media platforms decided to ban former
U.S. Doanld President Trump after the Capital Hill attacks
in January 2021. Many proponents of absolute free speech
believe that the social media is a virtual public square, and
people should only be censored if they break the country’s
laws. Others argue that banning people on social media will
push people further to the fringe.
While the mission to eliminate fake news is essential
to curtail the spread of panic in circumstances such as the
COVID-19 pandemic, it is equally important to be cautious
while regulating the same. It should not be used as a cover for
restrictive government measures which curtail journalists
and the free media. Whatever may be the result of this seesaw between free speech and curtailment of misinformation,
social networks have come to play the role of an arbiter of
free speech, a function they are not necessarily qualified or
comfortable in executing!

49

journalists, had performed the role of fact-checkers when
there was a massive outbreak of misinformation about an
Ebola outbreak in north-eastern Congo, leading to largescale massacres.
The number of such fact-checking websites worldwide
has quickly grown from 145 in 2016 to 341 this year,
according to Duke University’s Reporters’ Lab, but these
still pale in comparison to conspiracy theories. S. Venkat
Narayan, a senior journalist and President of the Foreign
Correspondents’ Club, New Delhi, feels that despite being
pushed to the wall and fighting for its survival, the written
word (or the print media) still has a big place in the larger
scheme of things. In his view, the traditional media in India
continues to enjoy considerable credibility. While the
circulation of newspapers has seen a downturn in many
parts of the world, in India, it continues to rise. Ultimately,
the power of those who peddle disinformation is enormous,
as many are state-backed. To confront them, there needs
to be a strong confluence of entities with expertise in a
cross-section of fields backed by the technological ability
to keep governments, societies and individuals insulated
from malicious propaganda. Support by big tech companies
for organisations that genuinely produce accurate news
would be an excellent opportunity to combat fake news and
deception effectively.

WHERE TRUST IN THE NEWS
IS HIGHEST & LOWEST
% agreeing “you can trust news most of the time”
in selected countries in 2021*

COUNTERING THE DELUGE
Detecting the spread of fake news has gained urgency
and scientific tools such as artificial learning and algorithms
have rapidly gained currency. Research from the Lancaster
University in the UK has indicated that there are linguistic
clues to spot fake news. Social media and messaging
platforms rely on technologies like artificial intelligence
and machine learning to fact-check and control malicious
information. But this is not enough. Human intervention
is important in order to exercise greater control over
misinformation and its ominous impact on the real world.
Digital literacy is equally critical. On the part of the
government, it needs to work closely with organisers like
‘fact-checkers’ and genuine news creating organisations to
thwart fake news Another full-throated approach has been
to debunk the theories, an approach taken by Mr. Katsuva at
Congo Check. The organisation, along with two other local

Source: Reuters Institute Digital News Report
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HOTBED FOR INSTABILITY?
The Middle East is one of the least stable regions in the world today, especially because of the renewal of the
nuclear race and the confrontational style of diplomacy led by the new Iranian President.
Haim Tomer is the former Chief of Israeli
foreign intelligence, counterterrorism and
international operations.

T

o grasp the complexities of the Middle East, it is
necessary understand the historical factors that have
shaped the region. The history of the Middle East
over 100 years is influenced by the “generation syndrome”.
Every 30 years or so, the political system has undergone a
transformation. The younger generation, disillusioned by
the political system it inherited, has sought to import and
impose a new political agenda.

GENERATIONAL CHANGES
In the first two decades of the 20th century, there was
an inclination to adopt Western democratic principles.
This was visible in Egypt and Iraq, then under the influence
of the British mandate, and in Syria and Lebanon under
the French. In the 1950s, as Communist Russia became a
dominant power, the younger generation tilted towards
socialism. The Young Officers coup in Egypt in 1952 quickly
spread to Syria, Libya, Yemen and finally Iraq. When the
Cold War was at its peak, the major Arab countries stood
alongside USSR against the West. Israel was the American
agent in the region.
Thirty years later, the Islamic revolution swept through
the region, overthrowing the Shah and ushering in Ayatollah
Khomeini in Iran. The Iranian revolution inspired a host of
Islamic parties all over the Middle East. This new generation
infused with religious fervour is exemplified by the
Muslim Brotherhood who were involved in the attempted
assassination of President Assad in 1981, an act carried out

A couple of active civil wars with a permanent
reservoir of extremist Islam could give birth
once again to another wave of international
Islamic terrorism, following the foot prints
of Al-Qaida and ISIS.
by his own soldiers. A year later came the Islamic mutiny
against his regime in Syria. The same year Hezbollah was
established in Lebanon and followed by the Hamas faction

10 YEARS AFTER THE ARAB SPRING: GAINS
FOR DEMOCRACY?
Selected countries in the Arab World by their 2020 EIU
Democracy Index score and change in rank (2010-2020)

Source: Economist Intelligence Unit

SYNERGIA FOUNDATION

HOTBED FOR INSTABILITY?

51

Moreover, a couple of active civil wars with a permanent
reservoir of extremist Islam could give birth once again to
another wave of international Islamic terrorism, following
the foot prints of Al-Qaida and ISIS

PROGNOSIS FOR THE FUTURE
Jonathan Zadka, is the Consul General to South India
(Bengaluru) at the Israel Ministry of Foreign Affairs

“

The new grouping (between the U.S., Israel, India and
UAE) should be viewed as a quadratic engagement
between four countries that share a lot in common and
have strong bilateral bonds between them. It is not
directed against anyone but rather is in place to promote
joined economic-related development and cooperation.

“

in Palestine (1986). This was the era of the big Islamic wave!
Fast forward thirty years to 2010 and we see yet another
transformation - the Arab Spring which blossomed in Tunisia
and spread like wildfire over the entire Middle East. It was
a clear and resounding call for long due social changes in a
society which had remained feudal and ethnic in character
despite the trappings of socialism. It arose from the ruins
of Arab economies modelled on Soviet communism. But
the lack of relevant and efficient political platforms coupled
with strong ethno-religious roots changed the course of the
Arab Spring from a social revolution to an ethno-religious
conflict as we see it today. It has turned the Middle-east into
one of the most unstable regions in the world.

POLITICAL RIVALRIES
At the politico-religious level, the two main rivals are
the Shiites and the Sunnis. As a matter of fact, this includes
Iran and its satellites in the region, namely Hezbollah and
the Houthies in Yemen and some of the Iraqi Shiites on
one hand and the Sunni conservative regimes like Saudi
Arabia and the other Gulf States on the other. The region
today is more politically and ethnically divided than ever.
Internationally, the Middle East was the battlefield of
big power rivalries during the Cold War. More recently,
President Donald Trump’s policy of putting ‘America First’
was somewhat isolationist.
On the other hand, we have all seen a throw-back to the
old Soviet Russia policy of manipulating the flow of events
in the Middle East under Putin. He has actually driven the
outcome of the Syrian civil war by dispatching military
forces which fought alongside the lranian/Hizballah troops
against the Syrian opposition. That changed the balance of
power in the Middle East, the international competition in
the region, and in some respects leaves it open to a much
greater Russian influence, which still continues after the
first year of the Biden administration’s Middle-east policies.
As was mentioned, the Middle East is one of the least
stable regions in the world today. This is true especially after
the renewal of the nuclear race since the unilateral abolition
of the JCPOA by the former U.S. administration and the
confrontational style of diplomacy led by the new President
of Iran Ebrahim Raisi.

Five pertinent questions can sum up the future hanging
over the bleak skies of the Middle East. The Nuclear race The Middle East remains a hot bed for suppressed nuclear
ambitions. Not only Iran but also Egypt and Turkey are
attracted by the idea of nuclear capabilities. The world’s
biggest concern should remain the likelihood of a nuclear
race in this volatile region, especially in light of the shrinking
international influence and the challenges that the local
regimes have been facing internally.
Military conflict in the offing? - Another issue deals with
the possibility of a new big war in the region. Here, one
should not underestimate the current tension between Iran
and Saudi Arabia, and Iran and Israel. These are the two
big potential flashpoints for the next big wars. An outbreak
of such a war could inevitably draw in participants from
outside the region. Future of Autocratic Regimes - The next
big question which begs an answer is the future of autocratic
regimes.
The popular discontent is so high in these countries that
it is not too risky to predict that the region is ripe for a fresh
wave of civil unrest that could easily turn violent. Terrorism:
The Middle East, despite the dismantling of ISIS, remains
a fertile ground for the emergence of new Islamic terror
movements. The need for a new Sykes-Picot Plan: This refers
to a new grand plan, which would take into consideration the
new ethnic forces and their ambitions, including that of the
Palestinian people, as it was accomplished in the Balkans in
the beginning of this millennium. Without such a reshaping
of boundaries, it will be quite impossible to bring stability
and peace in the region.
TRUMP & THE MIDDLE EAST
Trump presidency from Jan 2017
Sep 2020: US brokers
Israeli-Arab normalisation
deals.
Jan 2020: Iran’s top military
leader killed by US and the
US’s Israeli-Palestinian
peace plan unveiled
Oct 2019: US troops withdraw
from north-eastern Syria
Sep 2019: US scraps Iran nuclear
deal and applies sanctions
May 2018: US pulls out of Iran
nuclear deal and applies sanctions

Dec 2017: US recognises
Jerusalem as Israel’s capital
and relocates embassy

2017

2018

2019

2020
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A REGULATORY MAZE?
Amidst the crypto boom, regulators may seek to create opportunities for the industry to grow, even while
securing the interests of investors and consumers.
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oney, as we know it, is poised at the cusp of
a revolution. Accelerated by the COVID-19
pandemic, digital payment systems like credit
cards and e-wallets have disrupted the physical cash market.
The younger generations, in particular, have adapted to
these digital solutions with great alacrity, portending a
mobile payment market of $12.06 trillion by 2027.
Meanwhile, blockchain technologies are ushering in new
alternatives to physical cash in the form of cryptocurrencies,
stable coins and central bank digital currencies (CBDCs).
These are touted to be the next big step in the evolution
of money, with critical implications for governments,
corporations, bankers and ordinary citizens.
Of course, the crypto world has attracted the most
attention in recent times, with the market hitting a trilliondollar cap. More than 12,000 coins have been listed in
exchanges across the world, with billions invested in crypto
exchanges and blockchain-based Web 3.0 start-ups. While
the future looks promising for Web 3.0., it may be impeded
by sudden bans or regulatory ambiguity.

VOLATILITY AND GROWTH
The timeline of the crypto asset and blockchain industry
in India has been volatile, to say the least. As can be recalled,
the Reserve Bank of India had banned any sort of investments
in virtual currencies as early as April 2018. In March 2020,
however, the Supreme Court of India reversed the banking
ban, terming the curbs on crypto illegal. Following this,

Touted to be the ‘anarchist’s dream’, the idea
of a currency falling outside the control of
the central banking system has predictably
rendered the regulatory system jittery.
Finance Minister Nirmala Sitaraman clarified that India
would take a calibrated approach towards crypto going
forward.
Most recently, the Parliamentary Standing Committee
had invited the industry for public consultation. Although

2021: YEAR OF THE CRYPTOCURRENCY
% change in price of selected cryptocurrencies in 2021*

+7,555%

Dogecoin

+760%

Maker
Ethereum
Dash

+324%
+198%

Litecoin

+115%

Bitcoin

+113%

Source: CoinDesk
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the “Cryptocurrency and Regulation of Official Digital
Currency Bill, 2021 was officially listed as a matter for
deliberation, it was not introduced in the winter session of
parliament, leaving the space completely unregulated.
Despite the above chain of events and price volatility,
however, the Indian industry has grown in size over the past
few years. According to a report by Wazirx India, there has
been a total of $43B USD in trading volume during 2021,
with a 1000% increase in female investors. Around 66% of
users are below 35 years of age. Similarly, another study by
Nasscomm has pointed out that there are around 230 Indian
start-ups in the crypto blockchain space, which have the
backing of nearly 15 million Indian retail investors.

VCs FLOCK TO CRYPTO
In India, exchanges like CoinSwitch Kuber and CoinDCX
have raised capital from venture capital firms (VCs) and are
now valued as unicorns in the start-up crypto space. Even
crypto start-ups in the country have raised close to $511
million, according to Venture Intelligence. This is in line
with global trends, where derivatives exchange like FTX
have raised close to $1-billion. Similar funding rounds have
also been raised by the New York Digital Investment Group.
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questions like who will regulate crypto or what law will
govern the space. Whether it will be classified as an asset
or a commodity is also a pressing issue. Clearly, it will be a
complex whirlwind of a few years in crypto policymaking. It
remains doubtful if there can be a ‘one-end’ law or a single
legal body that overlooks the industry.
This is simply because the blockchain sector is evolving
at a rapid pace, requiring regulators to constantly engage,
debate and deliberate with various stakeholders. Another
chain of thought suggests that the benefits of blockchain
can be leveraged without adopting cryptocurrencies. The
success of such solutions, however, will be assessed on
the basis of their ability to tackle money laundering, terror
financing and tax avoidance, along with the benefits they
bring to the current public and private infrastructure.
This article incorporates insights from Mr Aritra Sarkhel,
the Director of Public Policy, Government Affairs and Content
at a leading cryptocurrency exchange in India.

GLOBAL CRYPTO NORMS

It is, however, important to remember that this is just
one side of the investment story. Crypto start-ups, through
their protocols, also allow members of the community to
invest in their companies through token sales. This way,
users who believe in the idea of a protocol can take part in
public or private token issuances, allowing the funding in
crypto companies to remain decentralised.

REGULATORY LANDSCAPE
Touted to be the ‘anarchist’s dream’, the idea of a
currency falling outside the control of the central banking
system has predictably rendered the regulatory system
jittery. While the RBI in India has been very vocal in its
scepticism about crypto, governments around the world
have taken different stands. On the one hand, Beijing has
opted for a complete ban on crypto exchanges and mining
companies, prompting crypto prices to crash and companies
to move out of mainland China. At the other end of the
spectrum, El Salvador - the central American nation, has
made bitcoin a legal tender and is now actively investing in
the creation of bitcoin cities.
As far as the U.S. is concerned, different states have
adopted different positions. For example, New York, Miami
and Wyoming have pulled ahead in terms of regulation. At
the same time, Congressional hearings and debates between
the government and industry players are still going on in
other parts of the country. Meanwhile, the European Union
has opted for a relatively milder regulation of the industry.
But the bloc has created draft legislation called ‘Markets in
Crypto-Assets’ (MiCA), which seeks to regulate currently
‘out-of-scope’ crypto-assets and their service providers in
the EU, providing a single licensing regime for all member
states by 2024.
In India, policymakers are primarily concerned about
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Assessment
Crypto and blockchain solutions promise to transform
the structure of the web today. As opposed to centralised
companies with central control, Web 3.0 seeks to remove
the middle layer and democratise internet architecture
through community-led companies.
Such technologies, however, come with their own
challenges. Although blockchain was once hailed as
unhackable, recent studies suggest that it can be as
insecure as any other form of storage. For instance, a
report by MIT technology review indicates that hackers
have stolen almost $2 billion worth of cryptocurrency
since 2017. Similarly, the decentralised and anonymous
nature of cryptocurrencies can play an important role in
the success of darknet marketplaces.
Regulators are also concerned that the benefits of
traceability may reduce in the case of person-to-person
transactions. Of course, such transactions can be possibly
routed through exchanges to bring them under the
regulatory net. But if two or more exchanges decide to
collude with each other, transactions may be undertaken
without any records, undermining the entire blockchain
architecture.
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IT’S TIME FOR AFRICA
Within the deeply divisive nature of politics and society in Africa, the pandemic can further magnify
entrenched prejudices and economic disparities, if they are not reined in now.
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ith a steadily growing population, Africa’s 1.1bn
workforce will be the world’s largest by 2040.
There are clearly many ‘Africas’, with varied
economies: from the oil exporters of Nigeria, Angola,
Libya and Algeria to the diversified economies in Egypt,
South Africa and Morocco. In addition, countries such as
Kenya, Tanzania, Ghana and Cameroon are in transition
from agriculture to manufacturing and service economies.
For years, Africa’s growth has largely been influenced by
commodity prices due to a rich base of mineral resources.
In the last decade, several countries have tried to
diversify away from a resource-led economy by investing in
other sectors, largely manufacturing, services and tourism.
On nearly all the social and development indicators, Africa
occupies the lowest rungs of global development. The
Economist in 2000 had reflected the pervasive cynicism
of the time with a cover title, ‘The Hopeless Continent’,
while in 1984, Time magazine summarised Africa as ‘Coups,
Conflict, and Corruption’. However, since then, progress
has been made with a steady revision of global perceptions
on African society based on rapid economic growth and
progress on human indices.

MIXED BAG OF OPPORTUNITIES
With 70 per cent or more of the population under the
age of thirty in most African countries, the demography is
clearly in favour of a youth bulge. This presents a mixed bag
of opportunities and challenges - if harnessed productively,
it will create wealth and geopolitical influence, but if allowed

While income disparities persist, a genuine
middle class is emerging, which many
predict is Africa’s real currency.
to get out of hand, the burgeoning numbers of unemployed,
directionless youth will pose a threat to national harmony
and peace. It would require innovation, rapid development,
and massive job creation to ensure the demographic
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dividend does not turn into a distress call for poverty,
unemployment, and conflict.
Economic growth aside, development indices often get
skewed in Africa owing to the complex and divisive nature of
the continent’s social fabric. With more than 3000 tribes of
different ethnicity, it is a fertile ground for polarisation and
chaos! Not one country has a homogenous mix of ethnicity
that will pull together for stability and governance.
With tribal loyalties taking precedence over national
unity, Africa has been torn asunder repeatedly by inter-tribal
conflicts throughout its complex history. Diversity across the
continent is not an easy space to navigate. In countries that
have experienced record economic growth, such as Angola
and Equatorial Guinea, these have been largely fuelled by
rich oil reserves. Rwanda and Ethiopia, which have made
good economic progress, remain unstable politically, with
ethnic conflicts barely suppressed.
In the case of Ethiopia, the threat of fracturing along
ethnic lines is already a very real one. Resource-rich
Congo continues to struggle with its governance model
and rampant corruption with external forces fishing in
its troubled waters. South Africa, the role model for the
rest of the continent, has shown steady deterioration as
corruption at the highest echelons becomes commonplace,
and growth indices slip. Zimbabwe, once a popular tourist
destination with rich farming land, has still to recover from
the economic devastation incurred due to the wrath of the
western nations during President Robert Mugabe’s dismal
four-decade long rule.
While statistics on Africa are often unreliable, broadly,
the numbers suggest that human development has made
significant progress. War, famine and repressive political
regimes have become rarer. Health indices have also rapidly
improved due to the gradual easing of HIV/ AIDS combined
with a curtailment of malaria thanks to the distribution
of mosquito nets. African economies are consistently
growing faster than almost any other region of the world.
While income disparities persist, a genuine middle class is
emerging, which many predict is Africa’s real currency.
This might not be a strictly ‘middle class’ as per Western
definitions, but it constitutes a growing and prosperous
segment of the population. China’s entry into the African
continent has improved infrastructure and boosted its
manufacturing sector. Other investor countries, including
Brazil, Turkey, Malaysia and India, are following its lead, and
the entry of foreign players has rapidly improved growth
prospects for the African economy. While the pandemic
has caused a global economic crisis, the plight of an already
vulnerable Africa is doubly weakened.
Economic impacts are evident with a GDP contraction of
2.1 per cent in 2020, the continent’s first recession in half a
century. This could potentially mean serious debt challenges
and defaults, all of which could halt Africa’s progress
toward prosperity. The slow rate of COVID vaccination is
not helping the economic resurgence. As per the WHO,
vaccination penetration will be 40 per cent by August 2022
and will reach 70 per cent only by 2024. Not surprisingly, as
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per WHO figures, there was a surge of more than 83 per cent
of new cases during the first week of December, owing to the
new Omicron variant.

DIGITAL AFRICA
As the African economy emerges into a more successful
and advanced era, China has been one of the first countries
to identify and make inroads into this development.
Chinese focus has expanded from infrastructure to the
digital economy, expansion of trade and investment, green
economy etc. It has been Africa’s largest trading partner for
many years now, and the ‘Digital Silk Road’ is Beijing’s new
penetrative policy in Africa. The Digital Economy initiative
for Africa is, of course, well supported by the international
community, including the World Bank. A push for digital
initiatives is expected to bridge the gap by unlocking new
pathways for rapid economic growth, innovation, job
creation and access to services.

CHINA’S DIGITAL SILK ROAD IN AFRICA
DATA CENTERS AND SMART CITY INITIATIVES
MOROCCO
ALGERIA

EGYPT

MALI
NIGERIA

GHANA

DJIBOUTI
ETHIOPIA
KENYA
TANZANIA

ANGOLA

Data Center
Smart City Initiative

ZAMBIA

MOZAMBIQUE

ZIMBABWE

SOUTH AFRICA
Source: Australian Strategic Policy Institute
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Assessment
The divergent forecasts for Africa are indicative of the
complexities involved. The ongoing pandemic that shows
no sign of abating makes it that much harder to predict
and plan future growth trajectories. However, the steady
rise of an ‘African middle class’ is very encouraging.
Governance challenges remain and will likely be the
deciding factor in shaping the future of Africa.
The gains made in the last decade may get wiped out if
Africa’s debt and development finance challenges are not
addressed adequately by the international community.
The G20 is trying to support temporary debt relief
for developing countries through the Debt Service
Suspension Initiative. However, even in these schemes,
debt payments are only deferred, and the initiative covers
only a small fraction of Africa’s total bilateral debt. Much
larger financial support will be needed to assist Africa in
recovering from the pandemic’s aftermath.
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THE INDUSTRIAL
METAVERSE
The Metaverse promises to open a new vista for humankind, where the physical world will seamlessly merge
with virtual reality, facilitating industrial use cases.
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ith social media giant Facebook rebranding
itself as ‘meta’, the term metaverse has garnered
renewed attention. Touted to be the next iteration
in the history of the internet, the concept is compared to a
3D virtual environment, where users can work, play, transact,
and interact with each other. However, there are interesting
use cases for the metaverse outside the social networking
realm. For instance, BMW has collaborated with Nvidia
Omniverse to simulate every aspect of its manufacturing
operations online.

TECHNOLOGICAL CONTOURS

The chief policy conundrum is to adapt
linear thinking in an exponential world; to
comprehend what we are confronted with
before it is too late for policy compilation.
Against this backdrop, it is important to appreciate
the technological layers inherent in a metaverse so that
policymakers can stay ahead of the game. The metaverse
is not a single technology. It entails advances across four
distinct fields. Foremost is artificial intelligence (AI), which
can generate new forms of data instead of harvesting them
from the internet.

While the current thinking around metaverse is not
entirely inclined towards an industrial application, the
technology certainly merits attention. According to
Mr. Pindar Wong - an internet pioneer, the chief policy
conundrum is to adapt linear thinking in an exponential
world; to comprehend what we are confronted with before
it is too late for policy compilation.

Then there is advanced computer graphics, which
eliminates the need for mobile phone screens or laptop
screens, extending them via glasses and augmented reality
goggles. Advances in human-computer interaction is another
crucial element, blurring the distinction between the real
and virtual worlds. While this may sound like science fiction,
the fact is that even today, Facebook has wrist sensors that
can detect human muscle or intended muscle movements.

The COVID-19 pandemic is a quintessential case of
linear thinking in an exponential world. The virus has been
racing ahead with its numerous variants, while the scientific
community is desperately trying to catch up using a reactive
model. Another example is the cryptocurrency issue; many
countries, including India, are rushing to ban it in its entirety,
befuddled by its policy environment.

Finally, blockchain also comes into play, as these virtual
worlds exist across space and time. Indeed, Meta’s technical
roadmap clearly indicates how it intends to develop this
technology, using the designs from contributors to make
virtual products and virtual properties. These can then be
marketed and transferred across virtual rooms or virtual
worlds.

THE INDUSTRIAL METAVERSE
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OPPORTUNITIES AND CHALLENGES

Pindar Wong is the Chairman of VeriFi (Hong Kong) Ltd.
He is an Internet pioneer, who co-founded the first licensed
Internet Service Provider in Hong Kong in 1993. He shared
his views on the industrial applications of the metaverse at
the 111th Synergia Forum.

“

The metaverse is not a single technology. I would say
they are advances across four different areas - artificial
intelligence, computer graphics, human-computer interaction
and blockchain technology.

“

The economic implications are evident, as these
ecosystems will need to enable the exchange of digital assets,
with non-fungible tokens playing a potentially important
role. There is also a political dimension that cannot be
ignored. In South Korea, for example, cities like Seoul have
already introduced some form of a metaverse, which hosts
political discussions.

INDUSTRIAL APPLICATIONS
Today, we are increasingly seeing digitisation of
production across the entire spectrum of the industry.
The German auto giant BMW, for example, has continued
building on the momentum of its ‘Factory of the Future’
initiative. On average, it produces one new vehicle every
minute, expanding the initiative to include digital twin
projects at three additional factories.
This meets BMW’s demands for continuous
improvement and innovation through simulation of complex
production scenarios, which hastens output, increases
agility and optimises efficiency.Using Nvidia’s Omniverse,
which enables new advanced simulation capabilities, it
can collaborate and simulate everything, right from the
level of the plant to the complete engineering works. It can
connect all the design stakeholders through the Omniverse
ecosystem.
By using GANs, the automaker can observe and seek
new data, simulating them to configure existing factories
and save raw material. This also enhances worker safety.
In sum, it is a very flexible simulation environment. The
concept of assembly line manufacturing is also undergoing
transformation. Traditionally, production had started with
a prototype, eventually graduating into a series production.
However, some production lines had required around
10,000 items to be produced before they could be calibrated
for mass manufacturing. This made it difficult for a new
design change to be incorporated after a production cycle
of over 10,000. Metaverses, however, can preclude this
wastage. BMW, for example, can design 90 per cent of its
product containing the customer’s choice, even before
manufacturing the car in its factories.

Seamlessly shifting from the 2D world or the 2D internet
to a 3D space is a critical challenge. Today, researchers
have made a decisive breakthrough by making it possible
to create a 3D animatable model with a single 2D picture.
No 3D modelling software or experience is required. It is
completely automatic and easy. This 3D model can be rapidly
brought into the Nvidia omniverse, an open platform for
real-time virtual collaboration and simulation.
This means, for example, that the photo of a car can be
turned into a 3D model, complete with working headlights
and blinkers. It can then be driven around in a virtual world.
This gives creators of any skill level the ability to generate
3D models for diverse use cases. Similarly, technologies
like LiDAR (Lite Detection and Ranger) can be used to shift
from 3D to 2D.
Ofcourse, all these innovations will have enormous
ramifications for intellectual property, as they can facilitate
piracy or the copying of designs. It may also become difficult
to distinguish between real and fake products. Meanwhile,
holographic projection is yet another impressive technology.
MDH Hologram is the most popular player in this field,
as it produces the holograms of famous pop stars who have
passed away, and brings them back to life in a certain sense.
The same technology is also used by politicians during
election campaigns. Given that the metaverse can enable
virtual goods production and a simple trading economy,
deciding on the virtual currency may constitute a key
challenge.
A slew of existing digital currencies like Bitcoin or
Facebook’s Diem may come to play an important role in this
economy. Digital currencies introduced by central banks can
also act as a medium of exchange. Only time will tell how
the economic and industrial applications of the metaverse
evolve with technological advancements.

LAYERS OF THE METAVERSE
Experience

Games, Social, Esports,
Theater, Shopping

Discovery

Ad Networks, Social,
Curation, Ratings,
Stores, Agents

Creator Economy

Design Tools, Asset
Markets, Workflow,
Commerce

Spatial
Computing
Decentralization
Human
Interface

Infrastructure

Source: Building the Metaverse Jon Radoff

3D Engines, VR/AR/XR,
Multitasking UI,
Geospatial Mapping
Edge Computing, AI
Agents, Microservices,
Blockchain

Mobile, Smartglasses,
Wearables, Haptic,
Gestures, Voice, Neural
5G, Wifi 6, 6G, Cloud,
7nm to 1.4nm, MEMS,
GPUs
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A ‘CLOUDY’ FUTURE?
As governments and businesses take to the ‘cloud’ to host their computing resources online, there are real
concerns over its security and resilience.
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ccelerated by the COVID-19 pandemic, the cloud has
emerged as one of the most ubiquitous and versatile
technologies of our time. By hosting computing
resources such as data storage, servers, applications,
development tools and networking capabilities online,
it has completely revolutionized the business world.
Organisations can now shift their workloads to the cloud,
reducing their dependence on legacy software and ‘on
premises’ alternatives. This, in turn, ensures low upfront
costs and geographical flexibility, allowing a resilient and
agile workforce to remotely access computing power.
Against this backdrop, it is no surprise that the cloud market
is projected to grow at a CAGR of 19.1 per cent from 2021 to
2028 (as per Grand View Research).
Contrary to predictions that a large number of employees
would return to the office after the lockdown, remote and
hybrid working has continued to be the preferred option
for many, portending an explosion in cloud services
adoption. Even governments have emerged as major users
of the cloud, leveraging them to improve the delivery
of public services. However, as much as cloud adoption
offers flexibility, growth, efficiency and productivity, it also
exposes organisations to cyber threats, data breaches and
accidental loss of information. In this context, devising a
comprehensive risk management and mitigation strategy
will be critical over the coming years.

POINTS OF VULNERABILITY
In the cloud environment, lack of security readiness

The dominance of a few CSPs can lead
to an asymmetry in the relationship
between customers and oligopolistic
companies, which manifests in the form of
uncompetitive pricing.
is a key challenge. As per a survey conducted by the
International Data Corporation (IDC), a startling 98 per
cent of companies had experienced at least one cloud data
breach in 2020-21. Given that cloud computing leverages
a host of technologies, it also inherits their vulnerabilities,
with storage, network and virtualisation being the gravest
threats. Moreover, the interconnectedness of the cloud
is a significant vulnerability. Unlike traditional cyber
domains, the cloud has no perimeter to speak of. This

Lt. Gen. (Dr.) Rajesh Pant (Retd), National Cyber
Security Coordinator, 103rd Synergia Forum on the ‘Future
of Cloud Security’.

“

Application security covers everything from early design
and threat modelling to maintaining and defending the
product application. Security must be built into the design
process. Since cloud deployments are often greenfield, new
opportunities can be created to engage with the security
aspects.

“
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This included a misconfiguration of user access controls,
poor security practices due to a lack of IT expertise, and
even the intentional misuse of privileges. Finally, the
fact that only a few companies can offer the hyper-skilled
services associated with the Cloud, increases the possibility
of a systemic failure. In 2020, it was estimated that Amazon,
Microsoft, and Google had accounted for nearly 71 per
cent of the suppliers that offered cloud infrastructure and
platforms as services. In other words, the virtual computing
systems of most businesses were predicated on a few cloud
service providers (CSPs). The dominance of a few such
CSPs can lead to an asymmetry in the relationship between
customers and oligopolistic companies, which manifests in
the form of uncompetitive pricing.
There are also other risks that can accompany this unique
combination of ubiquity and concentration. When a single
technology vendor has a large concentration of customers
relying on its services, a single breach or outage can have
a cascading effect. The 2017 server outage of Amazon Web
Services, which disrupted a whole range of websites like
Quora, Imgur, Trello, Flickr, Glassdoor and the Washington
Post, is a case in point. More recently, incidents like the
SolarWinds hack have demonstrated how the compromise
of multi-client providers can affect all downstream clientcustomers. As a result, organisations will have to diversify
their vendor portfolio over the coming months.

BUILDING GUARDRAILS
For business enterprises, any comprehensive cloud
security strategy will have to be designed to protect physical
networks, data storage devices, computer virtualisation
frameworks, data servers, operating systems, middleware,
end-user hardware and software applications. Data
security, of course, will be a critical area of focus. Tools like
encryption will have to be deployed to ensure the protection
of sensitive information at all transport layers, as the data
will then be effectively unreadable or meaningless in case of
a breach. Similarly, identity and access management will be
pivotal in restricting users - both legitimate and malicious
- from entering and compromising systems. In this regard,
organisations can develop a comprehensive plan of action
that manages identities and authorisations with cloud
services.
Password management, multi-factor authentication, and
attribute-based access control will also fall within this area.
Building the ability to recover from non-malicious triggers
is equally critical for cloud resiliency. This entails a detailed

data retention (DR) and business continuity (BC) plan,
which facilitates data retrievability and back-ups in case of
data loss. It should also be accompanied by detailed employee
recovery instructions as well as frameworks for testing the
validity of backups. Currently, there is a lot of narrative in
the cyber-world about zero-trust architecture. Introduced
in 2010 by John Kindervag, it refers to the principle of not
automatically trusting anyone or anything within or outside
of the network. If there is one thing that can be improved
upon, it is the deployment of these principles.
This will then need to be bolstered by real-time
information sharing between public and private sectors,
which helps to anticipate threat vectors. At the end of the
day, the cloud can be likened to the ‘global commons’.
It affects everyone, sees no borders or boundaries, and
requires global solutions. The nature of the cloud is such
that, despite the main server located within one’s country,
both the disaster recovery site and back-ups are likely to be
positioned elsewhere. Therefore, governments, businesses
and CSPs must collaborate with each other to promote
responsible behaviour in cyberspace.

Matt Carling, Cyber Security Solutions Architect at Cisco
Systems, 103rd Synergia Forum on the ‘Future of Cloud
Security’.

“

Irrespective of whether one is running the cloud,
consuming the cloud, or using ‘on-premises’ IT, the cloud
system provides for better accountability on the part of every
stakeholder. The responsibility to treat risks is not solely
vested in the service provider. By highlighting the importance
of identity and access control, it accords equal importance to
responsibilities that reside with a consumer.

“

means that hackers can take advantage of poorly protected
APIs (Application Programming Interfaces) to expand
their malicious activity across networks. The public cloud
environment, in particular, has become a large and highly
attractive attack surface for hackers, with malware, phishing,
and DDoS (Distributed Denial of Service) becoming a dayto-day reality. Besides external threats, internal risks due to
human error can also not be discounted. In fact, as per a
report by Verizon, around 85 per cent of the breaches last
year had involved mistakes made by employees and thirdparty contractors.
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Assessment
Delineating the responsibilities of every stakeholder is
integral to cloud security. The duty to treat risks is not
solely vested in the service provider. It will have to be
shared between the CSPs, customers and governments.
Their responsibilities can also vary depending on the
service model, namely infrastructure as a Service (IaaS),
platform as a service (PaaS), or software as a service
(SaaS)
For cloud providers, one of the primary challenges will
be to ensure that different regulators do not develop
their own certification standards and risk assessment
frameworks. To avoid duplication, it will be important
to evaluate the default native infrastructure of cloud
providers against existing quality standards like ISO or
SOC 2 audits. If governments and regulators can map
the extent to which these frameworks have already
addressed some of their security concerns, then future
risk assessment protocols and security standards can be
formulated accordingly.
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LATAM’S PANDEMIC
WOES
Amidst the pandemic-induced health and economic crisis, a region that could possibly stand out as the
worst-affected is Latin America.
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atin America (LATAM) has the dubious distinction of
registering record death tolls with relatively advanced
and prosperous countries like Brazil and Columbia
topping the list. Their health care system appears to be in
total disarray, with packed hospitals and soaring caseloads.
The impact on economic indicators has also been severe,
with the U.N. reporting a 30 per cent hike in the number
of hungry people in LATAM and the Caribbean since 2019.
Although other parts of the world, including Northern
America and Europe, have also suffered an economic
blowback, the high unemployment rates in LATAM are
particularly worrying.

A PANDEMIC DISTRESS CENTRE?
The pandemic has had a disproportionate impact on
LATAM economies, when compared to the rest of the
world. Colombia has experienced one of the world’s longest
lockdowns, resulting in a desperate economic situation that
triggered clashes between protestors and the police. The
public demand for succour continues to gather momentum.
While the global average for GDP contraction has
been around 3 per cent over the last year, LATAM and the
Caribbean have witnessed a fall in output by about 7 per
cent. The high rate of hospital admissions and deaths have
been cited as the primary cause for this economic disarray.

The LATAM economy is quite dependent on
tourism and what is referred to as ‘contact
intensive sectors’.
Both LATAM and the Caribbean have had the highest spike
in COVID fatalities, relative to their population base.
While mass vaccination drives have stemmed the
tide of the pandemic in North America, Europe and Asia,
thus reducing the potential economic damage, LATAM
has experienced an unchecked and relentless march of
the deadly virus through its population. Poor governance
measures and short-term economic compulsions, which
delayed the imposition of strict Covid measures, have
further contributed to this worrying situation.
Brazil is an apt example, where President Jair Bolsonaro
has discouraged the use of masks. In fact, he has a personal
proclivity towards entering public spaces without masks,
at a time when the official death toll is exceeding 4000 per
day. Even worse, his micromanagement of the pandemic
countermeasures has resulted in a chain of health ministers
being sacked or resigning of their own accord.
Even a progressive country like Uruguay and the
election-bound Chile, which had been fairly successful
in containing the COVID impact, have seen soaring cases
since November. It would not be entirely accurate to blame
only the pandemic for LATAM’s deteriorating economic
situation.

LATAM’S PANDEMIC WOES

The economic contraction has been further fuelled by
two other factors: the structure of local economies and the
scale and design of fiscal stimulus. The LATAM economy
is quite dependent on tourism and what is referred to as
‘contact intensive sectors’.
Jobs in industries such as restaurants, shops, or public
transport account for 43 per cent of the total employment,
compared to 30 per cent in emerging markets as a whole.

AUSTERITY NOT THE CURE

While the reopening of economies is slower in South
America, a considerable number of Europeans and
Americans are trickling back into holiday destinations.
However, it will not be the booming sector it was before the
pandemic until 2024 and the Omicron variant may further
set back this progress.
DIRECT CONTRIBUTION OF TRAVEL AND
TOURISM TO THE GROSS DOMESTIC PRODUCT
IN LATIN AMERICA FROM 2010 TO 2019
(IN BILLION U.S. DOLLARS)

The second factor behind the region’s economic
catastrophe is fiscal policy. Latin America’s response to
the pandemic and recession has been miserly, even when
compared to other emerging markets. The Economist
details how the median country has added only 28 cents of
extra deficit spending for every dollar of lost output.

In Mexico, for example, the left-wing ruler Andrés Manuel
López Obrador dealt out a limited stimulus programme of 17
cents per dollar of lost spending. This stems from Mr López
Obrador’s wariness of debt, especially when it involves
foreign financiers. In Colombia, there have been protests
stemming from the perception of an inadequate response
to Covid-19, which has resulted in 2.8 million people drifting
into extreme poverty.
Experts indicate that while the region will ultimately
recover like the rest of the world from the economic
downturn once restrictions are lifted, the recovery rates will
still be slower. Since government stimulus programmes have
been limited, households have not been able to accumulate
big savings which will once again restrict post-lockdown
spending. Hard times for the LATAM economy are unlikely
to disappear anytime soon.

A SECOND CHANCE?
The pandemic has made the world rethink its economic
cycles, and this might help LATAM get another chance.
The geopolitical uncertainty fuelled by China’s rise and
global shipping bottlenecks have made a strong case for a
more evenly distributed trade. Geographic proximity with
America makes the LATAM region a natural trade and
economic partner.
The development of strong regional ties might facilitate
faster trade and rising incomes. Tourism is, of course, the
region’s biggest attraction. According to an index drawn up
by the Inter-American Development Bank (IDB), it accounts
for 15 per cent of GDP in Mexico and 8 per cent in Brazil.
The industry supports employment, from 80 per cent in
Aruba and Antigua to 13 per cent in Mexico and 8 per cent
in Brazil.
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Mexico

Rest of Latin America*

200

Contribution in billion U.S. dollars

Many governments around the world have, for every
dollar of lost output, boosted their spending by a dollar.
A few, such as those of the United States and Australia,
have been substantially more generous. Meanwhile, some
governments have been severely restrictive in welfare relief
and support measures.
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Assessment
LATAM must increase its investments in infrastructure.
A strong linkage with major sea shipping routes is
essential if the region is to realise its dream of becoming
the U.S.’ preferred trade partner. Trade policy will have
to bolster the development of robust supply chains,
and international funding will have to be mobilised to
prioritise roads, rails, ports and connectivity.
The disproportionate impact of the pandemic has further
brought to light issues of hunger and malnutrition.
LATAM must prioritise these effectively, keeping politics
aside in order to tide over the current crisis, since the
pandemic and its variants continue to be serious threats.
Hunger and rising poverty, fuelled by the ravages of
the pandemic, are threatening to change the political
landscape of the region. The political left, which for long
waged a debilitating insurgency in most of the LATAM
countries, is making a resurgence. Honduras is the latest
country that has voted in favour of a left-inclined socialist
government, joining Venezuela, Bolivia and Ecuador. The
new millennial left is using the old guard to anchor its
rise, while using modern tools like social media to further
influence.
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⦿

⦿

⦿

Network Integration
SDH / DWDM / GPON
Deisgn, Build & Manage
IP/MPLS/SDH/DWDM
5G / WiFi 6
4G/5G/ Macro & Small Cells
Network Operations Center
Managed NW services

Digital Pvt. Networks
⦿

⦿
⦿

⦿
⦿

⦿

⦿

Smart Enterprises
Digital Road & Rail
Transport NW
Digital Mining & Mfg.
Digital Oil & Gas NW
Digital Airports
Digital Manufacturing
Digital Electric Utility

Key Highlights
⦿
⦿

⦿
⦿

Strong Revenue & EBITDA Growth – 3x Revenue, 7x
EBITDA
Strong Order of 1,600 Cr Assured Revenues for next 2
years
Business Focus only on Secured USOF Funded
Projects
Built Healthy Pipeline of INR 5,000 Cr across Smart
Cities, State Fiber Grids and Digital Pvt. Network
Opportunities

⦿
⦿
⦿
⦿

Annual Recurring Revenues (ARR) of INR 125 Cr by
2023
Strong Team with Proven Credentials – Delivered 2x
State Fiber Grids, 1x Smart City & 2x WIFI Pan India.
Strong Strategic Partnership with MasTec, USA
(NYSE Listed)
Proposed for Global market penetration in Digital
Pvt. Networks on 4G/5G
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A DIGITAL IRON CURTAIN
The growing U.S.-China tech confrontation may end up creating two competing and mutually exclusive
digital ecosystems, with countries like India caught in the no-man’s-land.
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n what appears to be a full-blown battle for tech
supremacy, the U.S. blacklisted yet another dozen
Chinese firms, citing national security concerns. The
latest additions include quantum computing companies,
memory chipmakers and suppliers of navigation chips, all of
whom who are accused of furthering military applications
and supporting the modernisation of the People’s Liberation
Army.
It comes merely four months after the Western power
had placed 14 Chinese companies on its entity list over their
alleged human rights abuses and hi-tech surveillance in
Xinjiang. Clearly, there has been no let-up in the strategic
competition between the two countries, even after the
much-hyped virtual summit of Presidents Joe Biden and Xi
Jinping in November 2021.
In fact, the restricted trading list has only become
longer, with sectors like artificial intelligence (AI), robotics,
telecommunications, electronics, and space technologies
moving towards a possible decoupling. At the heart of
this rivalry, however, lies semiconductors that provide the
necessary materials and circuitry to produce next-generation
technologies. In this race for technological primacy between
the reigning superpower and its leading pretender, technonationalism seems to have become the defining theme.

A WAR BY OTHER MEANS
Unlike conventional declarations of war, the U.S.-China
tech conflict did not commence with a manifesto from either

China’s astronomical growth in telecommunications, quantum computing and AI
has fuelled an existential crisis in the U.S.,
where fears abound about a decline in
military and economic dominance. Indeed,
this is emblematic of the ‘Thucydides Trap’,
which describes a tendency towards war,
when an existing great power apprehends
displacement by an emerging power.
side. It had started with a series of thrusts and parries on the
trade front, which eventually metamorphosed into a battle
for leadership in core technologies like 5G, AI, Quantum
Computing and semiconductors. As can be recalled, in
July 2018, the Trump administration had fired the opening
salvo by imposing a 25 per cent tariff on Chinese imports. In
implementing the same, Washington had accused Chinese
companies of stealing U.S. technology and other trade
secrets.
This was followed up with the Export Control Reform
Act (ECRA), which restricted the export of emerging
or foundational technologies with dual-use capacities.
In May 2020, however, the tone of these restrictions was
raised significantly, with Huawei and its subsidiaries being
placed on the U.S. Entity List. Since then, there has been
a considerable escalation in non-tariff measures by either
side, ranging from sanctions and export controls to licenses,
blocked investments and restricted entry lists.
Only recently, the U.S. Federal Communications
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Commission had revoked the licenses of China Telecom,
forcing it to close its business in the U.S. Similarly, Chinese
telecom operators have been delisted from the New York
Stock Exchange (NYSE) as part of a larger investment ban.
Not surprisingly, Beijing has responded in equal
measure by placing restrictions on trade, investments,
and technologies. For instance, in October 2020, it had
introduced an export control law that sought to restrict
or ban the export of cutting-edge technologies such as AI.
Moreover, it has enacted laws that penalise entities for
complying with foreign directives, which are deemed to be
prejudicial to government and national security interests.

STRATEGIC CALCULUS
Although the U.S. has cited ‘forced technology transfer’
and ‘Intellectual Property (IP) theft’ as the reason for
imposing restrictions, the true motivations behind the
conflict run much deeper. China’s astronomical growth in
telecommunications, quantum computing and AI has fuelled
an existential crisis in the U.S., where fears abound about a
decline in military and economic dominance. Indeed, this is
emblematic of the ‘Thucydides Trap’, imposing restrictions,
the true motivations behind the conflict run much deeper.
Popularised by political scientist Graham T. Allison,
this zero-sum thinking continues to inform American
strategy today. In fact, President Biden has persisted with
his predecessor’s policy of weaponising existing tech
strangleholds in order to halt Beijing’s rapid advancements
in the field. Since many Chinese companies are still reliant
on U.S. technologies and IP, his government has retained a
virtual prohibition on the export of American software and
components to China.
Through the U.S. Innovation and Competition Act, it
has also sought to augment state support for research and
domestic manufacturing, thereby increasing the U.S.’ tech
competitiveness against China.Meanwhile, the tech war has
spurred Beijing to aggressively pursue self-sufficiency in
industries like semiconductor manufacturing. Ever since
the explosive revelations made by Edward Snowden in 2013
had cast suspicion on the role played by American tech
companies in government surveillance, the Asian power had
been seeking to reduce its dependence on foreign firms.
However, in building domestic tech capacity, it was unable
to secure the cooperation of local buyers who preferred to
buy chips from tried-and-tested foreign vendors. With the
onset of the current sanctions regime, this situation has now
changed, with local buyers compelled to exercise the option
of domestically-made alternatives. Assured of a robust local
market, dozens of Chinese tech and chip-related companies
have sprung into prominence over the past few years.
The Chinese government, in turn, has showered them
with favourable policies, ranging from tax rebates to state
subsidies. In addition to this, it has vigorously pursued
a shadow war in organisations like the International
Telecommunications Union (ITU) to promote its own tech
standards, thereby giving an edge to Chinese companies in
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next-generation technologies.

THE NEW BERLIN WALL?
The simmering confrontation between China and the
U.S threatens to have a knock-on effect in parts of the world,
drawing in governments and big tech companies alike. The
digital universe may be splitting into two separate silos,
each with its own Internet, hardware, communications, and
financial platforms. In fact, the Biden administration has
been actively piecing together a set of coalitions that can
counter China’s dominance in key technologies.
A nascent effort is already underway among the Quad
countries (U.S., Japan, Australia, and India) to devise
joint principles on ‘Technology Design, Development,
Governance and Use’ through the working group on critical
and emerging technologies. Similarly, Washington has
coordinated with Brussels to form the EU-US Trade and
Technology Council”, seeking to build a ‘new and democratic
tech arrangement’. In other words, the tech rivalry has been
increasingly framed as a value-based struggle between
democratic and authoritarian norms.
Meanwhile, Beijing is not without its own band of
supporters. According to reports, Russia may deploy
Chinese tech and emulate the ‘Great Firewall’ to restructure
its own internet systems. Similarly, the expansion of subsea
cables, facial recognition software and other technologies,
as part of the Digital Silk Road initiative, has the potential
to lock in Chinese technologies and standards within parts
of Asia and Africa. Therefore, as technology becomes a
veritable battleground in the U.S.-China superpower rivalry,
it threatens to create a new ‘Digital Iron Curtain’ of sorts.

Assessment
For now, the U.S. appears to be maintaining its lead in
crucial sectors like software, AI and semiconductors.
Its domestic consumers also have a higher purchasing
capacity, affording more opportunities for tech companies
to generate revenue. However, China has surged ahead
in sectors like manufacturing, telecommunications, and
lithium battery production, besides playing catch-up in
sectors like quantum computing, AI and the Internet of
Things (IoT).
The ongoing tech war is symptomatic of a larger
geopolitical divide that traces its roots to contrasting
ideologies and ambitions. However, the complexities of
existing technology supply chains are such that neither
country can imminently attain true self-reliance. For
instance, the Chinese consumer market still accounts for
at least 25 per cent of the sales for U.S. chip companies.
Similarly, America is dependent on the Asian power for
critical raw materials and rare-earths used in electrical
components.
If a technological chasm indeed comes to pass, it may spell
trouble for global governance institutions. The possibility
of establishing uniform international standards to regulate
technologies and minimise supply chain disruptions will
remain elusive.
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Readers’ Feedback

M K Narayanan,
Former NSA & Governor of West Bengal

“INSIGHTS occupies a special niche among publications
that deal with specialized subjects such as Security,
Intelligence, Technology, Defence, Energy and the
Environment. Articles and views expressed by leading
experts in their fields give the publication a stamp of
authenticity which few other compilations can equal.
INISGHTS has thus become a must-read item for a legion
of professionals in varied fields. A special characteristic
of the publication is that it instils in readers a desire for
more information of the same quality.”

Prakash Singh, IPS,
Former Chief of the Border Security Force

“Synergia Foundation brings out brilliant reviews
fortnightly containing articles which are based on
evidence-based research on strategic issues with global
resonance. I find them very educative and extremely
illuminating. I get periodical reviews of several think
tanks from across the world and I have no hesitation in
saying that I find INSIGHTS one of the very best.”

Krishnan Srinivasan,
Former Foreign Secretary of India

“The fortnightly INSIGHTS is operating in a crowded
marketplace of print and online news and opinion content.
Its distinguishing features are topicality, readability and
succinctness. Its graphics are very well composed and
reader-friendly, and the overall appearance of the journal
is attractive.”

Surendra Ahuja,
Managing Director of Boeing Defence India (BDI)

“INSIGHTS lives upto its name in the sense that it is
indeed quite insightful. It provides discourse on a diverse
set of topics that affect us all. I especially appreciate how
research is used to recommend pragmatic policymaking.
There is always something new to offer from expert
thinkers with wise and unbiased writing. I compliment
Synergia Foundation for this initiative.”

Sanjay Mitra,
Former Defence Secretary of India

“INSIGHTS has turned out to be a wonderful initiative on
the study of issues of current significance. The choice of
topics has been inspired - Afghanistan, internal security
and India’s Defence industrial base, 5G, Quad, to name
a bit a few. The coverage of COVID was also excellent.
The quality of analysis, drawing upon the best experts, has
been of uniformly high quality. It has provided wonderful
engagement with current affairs. ”

S Raghunath,
Professor, Indian Institute of Management, Bangalore.

“INSIGHTS is very insightful on a diverse set of topics
and facilitates interdisciplinary thinking. The authors
research and engage with the best practitioners to provide
us analysis and assessments on contemporary issues that
affect our collective future. INSIGHTS is a good resource
for continued learning.”

Nirupama Rao,
Former Foreign Secretary of India

“INSIGHTS offers the reader a clear, valuable and wellreasoned analysis of geopolitical developments in our
changing world.”

Shekhar Dutt
Former Governor of Chhattisgarh & Former Defence
Secretary of India

“The efforts made by you and your colleagues are
very commendable and the thoughts encapsulated are
very good on subjects that are very important for our
country. You and all your colleagues have obviously
done a marvellous job for which you all deserve to be
congratulated.”
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